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[1] INTRODUCTION

Altair® PanopticonE is a product for data visualization, data analysis, data monitoring, and reporting. Users create
dashboards, alerts, and reports by working in a browser-based environment with a point-and-click, drag-and-drop
experience. A multitude of different data connectors are included in the product, enabling connectivity to local files,
web URLSs, databases, and streaming data sources. Panopticon supports blending data from separate data sources
on-the-fly, in-memory. Tens of thousands of individual data points can be graphically visualized at once. The
dashboard applications developed by users in a Designer role can subsequently benefit a larger group of users in
Viewer role.

The product has access control settings for collections of dashboards, called workbooks, and data tables. Allow and
Deny settings are available for capabilities Read, Write , and Modify , for individual users and for groups of users. In

addition, Data Policies can be applied to data tables, which controls what parts of the data are accessible to different
users, provided that the user is Allowed to Read the data table at all.

A Panopticon server will act as an automated data monitoring server when users create Alerts, which is a collection
of data evaluation rules for a specific dashboard and data table. An alert that is triggered as a result of detecting data
that matches the criteria, can send out a notification on screen, via email and as collaboration platform webhook
message to for example Teams or Slack.

Panopticon has built-in task scheduling capabilities, which can be used for automatically distributing PDF report
versions of dashboards via email, or sending data exports via email, or refreshing Data Store cached data tables.

SYSTEM ARCHITECTURE

- ii
om
————————— am
| windows/Linux + Java 17 % F
o -‘ﬁ.’\
| | Apache Tomcat 10 | ' | —————— — — @
| | | | Web Browser
| | Visualization Server : | HTTR/HTTPS |
| Waorkbooks | REST + WebSocket | 15 Web Client
| Data Tables |
i | | Admin
| | Caching T )
‘ [ Designer
| Connectors | | Viewer
| Scheduler |
| | Alerts ‘ | |
| _ | N —
| |
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Single Node Deployment (Non -containerized )

Panopticon consists of server and client parts. The server part is written in Java and runs as a Java Application on
Apache Tomcat. The client part is written in HTML, CSS, JavaScript, and Angular.

Operating system requirements are listed here and in the Technical Fact Sheet documentation.

Hardware requirements, particularly for server-side hardware, are highly dependent on the deployment scale and the
data complexity and data volumes. See System Hardware Requirements for more information.

Visualization Server

The server requires Java version 17 and Apache Tomcat 10.

User-created content such as workbooks with dashboards, data tables, and style themes are stored in repository
directory in the form of small binary files which maintain a change log, like Git.

The server maintains an in-memory cache of data sets recently loaded from data sources, which avoids unnecessary
repeated data loading from the data sources. The in-memory cache also assures scalability in the number of
concurrent users since the same data set is cached in only one copy and a single data load from a data source will
deliver data to a large number of users.

Panopticon supports the use of a third-party database as a Data Store, where data from any data connectors can be
persistently cached, for example for the purpose of avoiding slow data loading due to badly performing data source.
MonetDB is the recommended database for this purpose, but other JDBC compliant databases can also be used.

Panopticon has full support for containerized deployment with Docker, orchestration with Kubernetes and support for
all major cloud platforms (AWS, Google, Azure, Oracle).

Panopticon has support for high-availability deployment of multiple Panopticon servers running in a cluster with a
leader-followers principle, where automatic synchronization between cluster member servers assures the availability
of identical content on each server. A sticky load balancer will be responsible for distributing users to the different
cluster member servers.
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Authentication and Authorization

Panopticon is designed for single sign-on (SSO) integration with existing identity providers in your organization. User
credentials and groups of users are not managed inside Panopticon, instead, Panopticon makes use of the existing
organization users and groups. Panopticon has out of the box support for LDAP, SAML, OAuth2, and Basic
authentication.

Panopticon has three functional roles defined in the product: Administrator , Designer , and Viewer . Users and
Groups defined in the Identity Provider (IdP) of the organization are mapped to these three functional roles as part of
configuring the deployment. Any additional user groups/roles delivered by the IdP can also be used to define folder
access permissions in the Panopticon content repository.

Administrators of Panopticon server will manage settings and configurations partly via a server administration web
GUI, and partly in server-side configuration files. In addition, some operations can be effectuated through a command
line tool called Panopticon Command Line Interface (PCLI) and some operations can be effectuated by calling a
REST API.

Web Client

The browser-based client part of Panopticon is built on the AngularJS web development framework. Officially
supported browsers are Safari and Google Chrome, while up-to-date versions of Firefox and MS Edge can also be
expected to be compatible with Panopticon.

The client software can be customized in terms of style and look and feel on two levels: The client can be modified by
making server-side changes to achieve custom branding or white-labelling. The client look-and-feel can be changed
by creating and applying a custom Style Theme, which includes settings for background and foreground colors,
margins, padding, border widths, font settings, color palettes, and more. Custom fonts can also be added to the
server.

CONTAINERIZED DEPLOYMENT

i i

: Docker Compose 1 I Host Machine
1 1

I I I pano-mount

I I }

| panaviz . : b config

I BOED 1 #*  data

: : Volume Bind I »  logs

I 1 I

1 | | 1 I

: monetdb rEEmE pyserve : 1

I 50000 £311 2050 X :

] 1 1

I i 1

v F

Containerized Deployment of Docker Compose

Panopticon can be obtained as a Docker Compose package consisting of four containers where the images will be
pull ed from Al t aiSeéthse detaifea doeumengion t® set up the/Docker Compose package.

Panopticon with Docker Compose is meant for quick and easy product evaluation and testing, and not for production
grade implementation.
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ENTERPRISE DEPLOYMENT
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Enterprise Deployment of Kubernetes

The Kubernetes deployment of Panopticon is similar in structure to the Docker Compose deployment, with an added
Namespace abstraction layer.

Each namespace represents a completely isolated Panopticon tenant deployment and can be configured to meet
specific requirements.

The configuration of the pods running in each namespace is controlled by a Helm Charts package.

Cloud Admin

The Cloud Admin app allows self-service creation, updating, deletion, backup, and restoration of Panopticon tenant
instances. It is deployed as a namespace alongside the other Panopticon tenants. However, while Panopticon
tenants can be configured for any type of authentication (LDAP, SAML, OAuth, Basic), the Cloud Admin app has
fixed Asuperusero authentication to keep it separate
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Cloud Admin can be configured to operate in two modes:

T

Cloud Admin f Manage multiple tenants
T Creation ofisewl.il ewadt s

Tenant Admin f Manage one single tenant.
T Creation of new tdenants

Kubernetes Architecture for a Single Tenant
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Kubernetes Architecture in Detail for a Single Tenant /Namespace

The diagram above illustrates the various elements making up a single tenant deployment of Panopticon. It is
designed to be scalable, secure, and performant using the industry-standard horizontal and vertical scaling

approaches.

C  Ingress performs the functions of Load balancing and SSL termination and allows external traffic to reach the

Panopticon server

C  The panoviz service directs all incoming traffic to the pods running Tomcat and Panopticon application

deployed to them

C  The Rserve, Python, and MonetDB workloads are not exposed to the external world and are only accessible to

the Panopticon application

C  All of the stateful sets support local storage like GP2, Standard, Azure-disk, etc. to store local data and nfs
storage for shared content amongst the replicas

C  All of the configurations that can be modified are modeled using Config maps and can be edited or viewed at

any time for better maintenance
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SUPPORTED PORTS, PROTOCOLS, AND

SERVICES
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Panopticon Online Documentation

ere are the links to the productods

Panopticon Online Documentation

Technical Fact Sheet

Web Authoring Quick Start Guide

Server Installation and Reference Guide (PDF, HTML)
Docker Compose Package Installation Guide (PDF, HTML)
Web Authoring Guide (PDF, HTML)

Client User Guide (PDF, HTML)

O 0 0 0 0 0 O 0O I

White Labeling Guide

Supported Connectors

Panopticon supports the following data connectors:

8080,

25, 465, 587

389, 636

Vari ous
dat a

ports
source

50000 (config

9090configurahtb

6311 (configu

documentati on:

C  General Connectivity : MS Excel, Text, XML, JSON, Restful Web services, JDBC Databases

C  Big Data: Cassandra, Elasticsearch 7.x, KsqlDB, MongoDB

C  Event Processing : Kx kdb+Tick, OneMarketData OneTick CEP, Tibco Streambase, Tibco LiveView,

Panopticon Streams
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Messaging Streaming : Apache/Confluent Kafka, JMS (e.g., ActiveMQ), Solace, RabbitMQ, WebSocket, JIMX,
Google Cloud Pub/Sub, MQTT

Tick Data : OneMarketData OneTick, Kx kdb+, InfluxDB 1.x
Custom code data connections, transforms, and ML model scoring: Python, R, and REST service calls

In addition, Panopticon Real Time includes a Panopticon bundle file of example workbooks (Examples .exz). To use
the example workbooks, the bundle file must be imported into the server after the server installation.

NOTE q Beginning with version 17.1, MS Access, Valo, Apache Qpid, Valo
Streaming, Ultra Messaging Streams, and OData connectors are
deprecated.

q Beginning with version 16.2, DataDirect based connectors, along with
Vertica, are deprecated. The Database connector or JDBC Database
connector should be used.

1 Existing workbooks will continue to operate, but connectivity will need to
be migrated for subsequent releases.

SYSTEM REQUIREMENTS

Panopticon Real Time is supported by these operating systems:
Linux which includes the following distributions and versions:
Red Hat Linux (RHEL) >=9.6
Debian >= 12
Ubuntu >= 22.04 LTS
Fedora >= 42
Windows operating systems i For Evaluation, Development, and Testing Environments Only
Windows 10 or higher (64-bit)
Windows Server 2012 or higher (64-bit)

Panopticon Real Time also requires:

Oracle Java SE 17 and Open JDK 17

NOTE bl See Java documentation about setting up the JAVA_HOME environment
variable in your system.

i See Required Java Option Settings with Java 17 for the required additional
configuration to load Apache Arrow files and to be able to use Arrow
serialization with Python.
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Apache Tomcat 10

NOTE When running on Windows instead of Linux, it is recommended to use the zip
distribution of Apache Tomcat for Windows rather than the Windows Service
Installer. This is because the zip distribution will let you run Apache Tomcat
without any dependency on the Windows service manager, and management of
the Apache Tomcat server will conform more with how it is done on Linux.

NOTE Starting with Tomcat 9, Debian Linux implements a security policy which puts a harder
default restriction on which folders a Tomcat 9 web application can write to.

The change is described in full detail here:
https://salsa.debian.org/java - team/tomcat9/ -
/commit/3ca5¢chdc2f970470341926354f210dff032fc5f3

Quoting from the release notes:

1 Tomcat is sandboxed by systemd and only has write access to the following

directories:
Directory Actual Directory
Ivar/lib/tomcat9/conf/Catalina /etc/tomcat9/Catalina
Ivar/lib/tomcat9/logs Ivar/log/tomcat9

Ivar/lib/tomcat9/webapps

/varl/lib/tomcat9/work /var/cache/tomcat9

9 If write access to other directories is required, override the service settings. This is

done by creating an override.conf file in
/etc/systemd/system/tomcat9.service.d/ containing:
[Service]

ReadWritePaths=/path/to/the/directory/
Ensure to restart the service afterward with:
0 systemctl daemon-reload

o  systemctl restart tomcat9

Panopticon Real Time is supported for deployment on the following cloud providers:
Amazon Web Services (AWS)
Microsoft Azure
Google Cloud Platform
Oracle Cloud

Containerized deployment with Docker Linux containers is also supported.
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Supported browsers include the latest version of:
Google Chrome

Safari

NOTE Panopticon Real Time requires administrative privileges during installation.
Administrative privileges are not required after installation is complete.

System Hardware Requirements

Development / Test

1 x Dual Core CPU (Hyper Threaded to 4 Cores/Threads)
8GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM

Small Scale Deployment
1 x Quad Core CPU Or Equivalent (Hyper Threaded to 8 Cores/Threads)
16GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM

Medium Scale Deployment

4 x Quad Core CPU Or Equivalent (Hyper Threaded to 32 Cores/Threads)
32GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM

Large Scale Deployment

8 x Quad Core CPU Or Equivalent (Hyper Threaded to 64 Cores/Threads)
64GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM
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System Hardware Resource Dimensioning

A frequently asked question from companies that are in the processes of rolling out Panopticon in their organization
is: How many cores and how much RAM should we give our Panopticon server host system to guarantee
flawless performance?

Since system resource requirements will depend greatly on the specific use case, there is no simple answer. Factors
that contribute to raising the hardware resource requirements include the following:

The number of concurrent users,

The number of different data tables involved with each dashboard that a user is viewing,
The data refresh rate of each data table,
The data volume loaded in each data table,

The number of numeric variables involved in a dashboard, since each is subject to aggregation calculations on
the server,

The user activity in terms of applying filters, drilling down, and changing parameter values, and more.

However, some indication can be given from performance monitoring lab data, which measures and tracks product
performance consistency across releases, to assure that there are no performance degradations as unintended side
effects of product development.

For example, server workload: 55 automated individual users authenticate (log in) and repeatedly request workbooks
that each use four data tables. Each data table contains 50,000 rows of data loaded from a database over JDBC.
Each user makes a request for a workbook once every eight to nine seconds during a time window of one hour,
resulting in between 22,000 and 24,000 workbook requests in total during the test.

The consistent results of this test are:
CPU usage below 5% of eight cores
RAM usage below 50% of 16GB RAM
Response time between 100 and 150 milliseconds

Zero error rate

Panopticon Real Time 2026.0 - Installation and Reference Guide 10



[2] SETTING UP PANOPTICON REAL

TIME

PANOPTICON REAL TIME DEPLOYMENT

MODEL

R e e e o e

Linux / Windows

[ 1 { |

1 1 1 1

X | HTTPIHTTPS 1 !

i i1 Web Sockets | ,

User 1 1 1 . 1

Directory | : ' : Web Client :

, | visualization . ! !

1 Server 1 - ———— -
1 ~ " ]
’,..—-'_—-.._\ i ""-—-__.__-—--"'I 1
e — : Data Store :
1 1
—— 1
Poded Data : Data —
urce 1 Connectivity - ] :
N— i |  Polled Data i
Data Source |, Cache 1
Specific 1 . e ]
— Protocols . ,

e —

M— . Workbook ,
- 1 Store et Streaming Data 1

ource S "

: ! { Web Browser !

——— 4 ! ! !

_____________________________________ . '

] 1

] 1

1 I

1

1

1

1

Full scale Panopticon Real Time deployment

Panopticon Real Time is deployed and hosted on an internal network. The server can be accessed internally and/or
externally from the internet. Upon allowing access to the server from the internet it is recommended to have a proxy
and firewall in front of the server.

Panopticon Real Time exposes web services from a REST interface. This interface is used by the Web client but can
also be used to execute functionality directly on the server such as by batch jobs.

Workbook access is secured through the underlying application Panopticon Real Time security model, such as
authentication and configuration of directories in Tomcat.

Furthermore, Panopticon Real Time is capable of the following features:
C  SSO Support through SAML

C  JDBC/JNDI Data Sources

C  JMX Monitoring
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Server Platforms

Panopticon Real Time consists of multiple components such as the following:

PanoptRieadn Ti me Formerly named Panopt i ceosnp ovhi ssiuballei

managing all the published workbo
t hem. It is also responsible for
transformations, schedul ed ,tteagks,

Panopticon Strec¢Processing of datametwveéeasmaliacati ¢

Web Client Graphi cal interface for administr.
design of dashboard applications

See Installation for more information.

ENVIRONMENT PROMOTION OPTIONS

You may need to set up multiple environments for Panopticon. For example, you may wish to set up your system to

support one of the following migration paths:
C  Staging A Production

C  Development A User Acceptance Testing A Production

The primary complication when promoting workbooks between environments is access to data repositories since you

may wish to use separate data repositories for each environment. If you require different data repositories in each
environment, use JNDI or global parameters. These abstract the location of the data repository from the workbook.

BEFORE YOU BEGIN

Before you begin the installation of Panopticon Real Time, you may need to:

C  Verify that your system meets the system requirements

C  Configure setenv.sh (for Linux) or setenv.bat (for Windows)

IMPORTANT Before installing Panopticon on Tomcat, you must start Tomcat at least once.
Make sure Tomcat is stopped before starting the installation of Panopticon.

Configuring setenv.sh or setenv.bat

Configuration is done by adding a setting in the setenv.sh  (for Linux) or setenv.bat  (for Windows) in the
<CATALINA_HOME>/bin/ folder. If the setenv.sh  or setenv.bat file does not exist, you must create it.

Panopticon Real Time 2026.0 - Installation and Reference Guide
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Windows

Point out the Java installation to use
Add the following lines:

set JAVA_HOME=JDK_home\ [JDK folder]
set JRE_HOME= JDK_home \ [JDK folder]

Set the UTF-8 character encoding .
Add the following line:
set JAVA_OPTS=%JAVA_OPTS%- Dfile.encoding=UTF -8

Enable Arrow Serialization

With Java 17, this setting is necessary for loading Apache Arrow files and for using Arrow serialization with Python.
Add the following line:

set JAVA_OPTS=%JAVA OPTS%-- add- opens java.base/java.nio=ALL - UNNAMED

Example

set JAVA_HOME=C: \ Program Files \ RedHat\ java - 17- openjdk -17.0.10.0.7 -2
set JRE_HOME=C: \ Program Files \ RedHat\ java - 17- openjdk -17.0.10.0.7 -2

set JAVA_OPTS=%JAVA_OPTS%- Dfile.encoding=UTF -8

set JAVA _OPTS=%JAVA OPTS%-- add- opens java.base/java.nio=ALL - UNNAMED

Finally, save the file setenv.bat

For further details, see the Apache Tomcat 10 documentation.

Linux

Point out the Java installation to use
Add the following lines:

JAVA_HOME=/path/to/jvm/version
JRE_HOME-=/path/to/jvm/version

Set the UTF-8 character encoding .
Add the following line:
JAVA_OPTS="$JAVA_OPTS - Dfile.encoding=UTF -8"

Enable Arrow Serialization.

With Java 17, this setting is necessary for loading Apache Arrow files and for using Arrow serialization with Python.
Add the following line:

JAVA_OPTS="$JAVA_OPTS-- add- opens java.base/java.nio=ALL - UNNAMED"
Example

JAVA_HOME-=/usr/lib/jvm/java -1.17.0 -openjdk -amd64
JRE_HOME-=/ust/lib/jvm/java -1.17.0 -openjdk -amd64
JAVA_OPTS="$JAVA_OPTS - Dfile.encoding=UTF -8"
JAVA_OPTS="$JAVA_OPTS-- add- opens java.base/java.nio=ALL - UNNAMED"
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Finally, save the file setenv.sh

For further details, see the Apache Tomcat 10 documentation.

you dondédt have the correct Ja&tha Op

NOTE I f
foll owing error message when trying t

Handler dispatch failed:
java.lang.ExceptionlinlnitializerError

The Tomcat console will log:

java.lang.RuntimeException: Failed to initialize

MemoryUtil. Was Java started with -- add-
opens=java.base/java.nio=ALL - UNNAMED? (See
https://arrow.apache.org/docs/java/install.nhtml)

<etc..>

Caused by:

java.lang.reflect.InaccessibleObjectException: Unable
to make field long java.nio.Buffer.address accessible:
module java.base does not "opens java.nio" to unnamed
module @2322f814

INSTALLING PANOPTICON REAL TIME

This section provides instructions on how to install Panopticon Real Time on Linux or Windows.

NOTE If you need to upgrade your previously installed Panopticon Real Time, proceed to
the Upgrade section.

Setting Up Panopticon Real Time on Linux

Follow the steps and guidelines below to install Panopticon Real Time on Linux.

NOTE Linux is a recommended operating system for product implementation.

Steps:

1. Extract the contents of AltairPanopticonVisualizationServerWAR_<version nhumber>.zip
file to a new location.

Panopticon Real Time 2026.0 - Installation and Reference Guide
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This .ZIP file will contain the following folder and files:
pcli.zip
python_integration folder
panopticon.xml
panopticon.war
PanopticonJNDIDataSourceFactory.jar
Examples.exz
CustomMessageParserExample.zip
Elastic_5X_Dependencies.zip
Elastic_6X_Dependencies.zip
Elastic_7X_Dependencies.zip
Panopticon Web Authoring Quick Start Guide
Panopticon Web Authoring Guide
Panopticon Real Time Installation and Reference Guide
User_License.rtf

2. Make sure that your Tomcat server is stopped.

3. Create the AppData folder (i.e., /etc/panopticon/appdata ) and ensure that the user account Local

Service running Tomcat has read/write and execute permissions to this folder.

4. Copy the file panopticon.xml from the .ZIP file and place it in the Tomcat config folder

(/tomcat_home/conf/Catalina/localhost ).

<?xml version ="1.0" encoding ="UTF- 8" ?>

<Context >

<Environment  name="PanopticonAppData" override ="false"
type ="java.lang.String" value ="/etc/panopticon/appdata "
</Context>

NOTE 1 Instead of setting the path of the environment variable

PanopticonAppData  on the panopticon.xml file, you can do so on the

System Environment Variables. For example:

Variable New Value

PanopticonAppData / etc / panopticon / panopticondata

9 If the directory path is set in both an environment variable and in the

panopticon.xml file, the value set in the XML file will take precedence.

Panopticon Real Time 2026.0 - Installation and Reference Guide
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6. Copy the panopticon.war file into the Tomcat webapps folder (/ftomcat_home /webapps ).

7. YoucanalsoopttoinstalJava data connect andJDBC diveplARfitbeas cequiesl.

IMPORTANT 1 Before proceeding to step 8, ensure the Tomcat temp folder (e.g.,
(/ftomcat_home/temp) is available.

1 You can choose a different temp folder with the CATALINA_TMPDIR
environment variable. For example:

Variable Value

CATALINA_TMPDIR /tomcat_home/dev/temp

8. Start Tomcat to deploy the panopticon.war file.

The server initializes the AppData directory with an empty content repository and empty subdirectories for other
types of data. It also creates configuration files with default values. You typically need to edit some of these
before the server can be used, e.g., configure authentication.

9. Specify the license type that will be used. Use any of the following license types:

Volume License file (Panopticon License.xml) that must be copied to the designated AppData folder.

Altair Units license. RefertoUs i ng Al tair Units Li cefosmreinformaont ai r 6s Li cer

Managed Altair Units license. Refer to Using Managed Altair Units License Via Altair One for more
information.

10. Increase the Java heap size of Tomcat.

11. YoucanalsoopttoinstalJ ava data connectords dependencies
12. You should now be able to log on to Panopticon Real Time using the following:
[Host Name]:[Port]/[[Name of your application]

For example:
http://localhost:8080/panopticon
More advanced configuration options are also discussed in this document.

NOTE Python integration for data connectivity via Python and transforms using
Python is achieved in either of these two ways:

With FastAPI - Refer to Python Integration with FastAPI for more
information.

1  With Pyro4 - Refer to Python Integration with Pyro4 for more information.
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Setting Up Panopticon Real Time on Windows

NOTE You should use the Windows zip distribution of Apache Tomcat for Windows
rather than the Windows Service Installer.

Follow the steps and guidelines below to install Panopticon Real Time on Windows.

Steps:

1. Extract the contents of AltairPanopticonVisualizationServerWAR_<version number>.zip
file to a new location.

This .ZIP file will contain the following folder and files:
pcli.zip
python_integration folder
panopticon.xml
panopticon.war
PanopticonJNDIDataSourceFactory.jar
Examples.exz
CustomMessageParserExample.zip
Elastic_5X_Dependencies.zip
Elastic_6X_Dependencies.zip
Elastic_7X_Dependencies.zip
Panopticon Web Authoring Quick Start Guide
Panopticon Web Authoring Guide
Panopticon Real Time Installation and Reference Guide
User_License.rtf

2. Make sure that your Tomcat server is stopped.

3. Create the AppData folder (i.e., panopticondata ) and ensure that the user account Local Service running
Tomcat has read/write and execute permissions to this folder.

Example: C. \ panopticondata

4. Copy the file panopticon.xml from the .ZIP file and place it in the Tomcat config folder
(\ tomcat_home \ conf \ Catalina \localhost ). This file contains the following information:

<?xml version ="1.0" encoding ="UTF-8" ?>

<Context>

<Environment = name="PanopticonAppData" override ="false"
type ="java.lang.String" value ="/etc/panopticon/appdata ">
</Context>

5. Edit the Environment value property to the path where you want to keep Panopticon server content, for example:
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<?xml version ="1.0" encoding ="UTF- 8" ?>

<Context>

<Environment  name="PanopticonAppData" override ="false"
type ="java.lang.String" value =" C:\ panopticondata " />
</Context>

NOTE 1 Instead of setting the path of the environment variable
PanopticonAppData  on the panopticon.xml file, you can do so on the
System Environment Variables. For example:

Variable New Value
PanopticonAppData C: \ panopdata

1 If the directory path is set in both an environment variable and in the
panopticon.xml file, the value set in the XML file will take precedence.

6. Copy the panopticon.war file into the Tomcat webapps folder (\ Apache Software
Foundation \ Tomcat 10.0 \ webapps).

7. YoucanalsoopttoinstallJava data connect andJDBC divwplARfitbeas requies.

IMPORTANT 1 Before proceeding to step 8, ensure the Tomcat temp folder (e.g.,
(\ Apache Software Foundation \ Tomcat 10.0 \temp)is
available.

1  You can choose a different temp folder with the CATALINA_TMPDIR
environment variable. For example:

Variable Value

CATALINA_TMPDIR C:\tomcat \ dev\temp

8. Start Tomcat to deploy the .war file.

The server initializes the AppData directory with an empty content repository and empty subdirectories for other
types of data. It also creates configuration files with default values. You typically need to edit some of these
before the server can be used, e.g., configure authentication.

9. Specify the license type that will be used. Use any of the following license types:

Volume License file (Panopticon License.xml ) that must be copied to the designated AppData folder.

Altair Units license. RefertoUs i ng Al tair Units Li cefosmwreinformaiidont ai r 6s Li cer

Managed Altair Units license. Refer to Using Managed Altair Units License Via Altair One for more
information.

10. Increase the Java heap size of Tomcat.

11. You should now be able to log on to Panopticon Real Time using the following:

Panopticon Real Time 2026.0 - Installation and Reference Guide 18


file:///E:/Work/AltairPanopticon/FromManila/Version%2020-1-0/Docs/AltairPanopticon_v20-1_Server_Install_Troubleshooting.docx%23_Licensing_1

[Host Name]:[Port]/[Name of your application]
For example:

http://localhost:8080/panopticon

~  [§; Altair Panoptican x + = ] X

< C @ localhost:8080/panopticon/#/home x4 in} a &

Welcome

Sign in to your account

Username

Password

More advanced configuration options are also discussed in this document.

NOTE To support Python Transform, the following files are included in the installation zip
file:

1 start_Python_connectivity.sh
1 start_Python_connectivity.bat

T pyro.py

Refer to Python Integration with Pyro4 for more information.
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NOTE Panopticon Real Time supports different user roles. To have full access to all the services, the user is
required to have ADMINISTRATOR and DESIGNER roles.

For example, logging on using the ADMINISTRATOR role added in step 6 (i.e., admin/admin), will
display:

Altair Panopticon”  Workbooks Datalibrary ~ Webhooks  Alerts Parameters  Themes System o

Welcome, admin

Recent Workbooks

AAA
IVVV __Il

Axis Graphs Bond Maturity Screening
~designer\ Organization\
Viewed 2 hours ago Viewed 19 days ago

All of the available user specific folders in the authentication method used are displayed.

However, logging on with a DESIGNER role (i.e., designer/designer) will only display:

Altair Panopticon’  Workbooks Data Library Webhooks Alerts Parameters Themes o

Welcome, designer

Recent Workbooks

- - e
Se——
EERTTNEETTTNS
wicl_n__.. mm A 00 S8
l | = "
-
d E o S —
How to Actions How to Time Window
My Workspace\ Organization\
Viewed an hour ago Viewed 18 days ago

The allowed features available for the DESIGNER role is extensively discussed in the Web Authoring
Guide.
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The Welcome Page

The Welcome page is the first screen that displays when you log on to Panopticon Real Time. This page can also be

accessed by clicking the Altair Panopticon

Altair Panopticon”  Workbooks

Recent Workbooks

Bond Maturity Screening
Organization\
Viewed a few seconds ago

Getting Started

Explore

Panopticon lets you organize
your workbooks and data in
folders. Click to explore all the
content available within your
organization.

Q Explore Workbooks

From this page you can:

[ B See All Workbooks
Click

Open recently viewed workbooks

Data Library

Welcome, admin

logo on the header.

Webhooks Alerts Parameters

Axis Graphs
Organization\
Viewed a few seconds ago

D
¥ ?@

Quick Start

Get familiar with concepts and
features of the Panopticon web
client in just a few minutes.

| [ Open Quick Start )

-~ to go to the Workbooks page

Explore workbooks available in your organization

Open the Analyst User Guide

O 0 0 0 0

View online documentation and help

Panopticon Real Time 2026.0 - Installation and Reference Guide
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[ B See All Workbooks |

NW - _ln

Documentation

Find user guides, release notes,
fact sheets, and installation
instructions here.

' 2 Open Documentation |
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[Z See All Workbooks
If there are no recently viewed workbooks, is displayed parallel to the Getting Started
header.

Altair Panopticon' Workbooks Data Library Webhooks Alerts Parameters Themes System o

Welcome, admin

Getting Started B See All Workbooks

=
i >
g -
1 i -
g L |
Explore Quick Start Documentation
Panopticon lets you organize Get familiar with concepts and Find user guides, release notes,
your workbooks and data in features of the Panopticon web fact sheets, and installation
folders. Click to explore all the client in just a few minutes. instructions here.

content available within your
organization.

Q Explore Workbooks [=* Open Quick Start [=* Open Documentation

Importing the Bundle of Example Workbooks

The AltairPanopticonVisualizationServerWAR_<version number>.zip file includes the
bundle file of the example workbooks and their associated data files (Examples.exz ).

Follow the instructions below to import this bundle to Panopticon Real Time.

Steps:

1. On the Workbooks and Folders Summary page, right-click on a folder and select Import Bundle on the context
menu.
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sh Organization -

8 My Workspi

Mew Workbook

[=J

Upload Workbook

[0

Export Bundle

[+

Import Bundle

The Import Bundle dialog displays.

Import Bundle

Choose bundle to import Orag bundle here

Keep Folder Structure
Replace existing workbook

Cancel

2. Toimport the bundle, you can either:

Drag it from your desktop and drop on the dialog, or
Click Choose Bundle to Import and select one on the Open dialog that displays.

The name of the selected bundle is displayed on the dialog box.
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Import Bundle

Choose bundle to import Orag bundle here

Selected bundle: Examples.exz

Keep Folder Structure
Replace existing workbook

Import Cance

3. Select the Keep Folder Structure checkbox.

This means the exported folder structure is maintained when uploading the bundle. If the folders do not exist on
the server, they will be created.

4. To replace an existing workbook, select the Replace existing workbook  checkbox.

Import
5. Click

The example workbooks that you can view and explore are imported.

CONFIGURATION OF THE CLIENT PROPERTIES

Starting with version 2020.1, Panopticon Real Time generates JSON configuration files in the

JavaScriptConfiguration directory of the AppData folder (i.e., /etc/panopticon/appdata ).
NOTE In the JSON files, a dot in the name (e.g., namel.name?2) is used to denote a
nested object structure:
{
"namel": {
"name2"; ...
}
}
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The default content of the admin.json  file has the following objects/names:

" baseUrl" : ".",
"hideAuthenticationButton" : false,

}

In the admin.json file, you can control the configuration of the following objects/names:

Obj ect / Nan automaticReconnectOnServerDisconnect

Descripticldsettrnuwene real ti WelBookmteap®bhi §g) to t he
server wil/ be automatically reconnected

Default Vafalse

Required N o

Obect / Name baseUrl

DescripticLocati on ofRePaanolptnmiecon
Default Va"."

Required Yes

Obj ect / Nan dataLoading.transport

DescripticControls which transport should be used v
arewebsotkahdmgo!l I"i.ndf comwkibgorK&ae btvde IS0 bk et
connection fails, then the wtd org lelhitnagvi |

Default Va"websocket ™"

Required N o

Obj ect / Nan hideAuthenticationButton

DescripticBool.edlades the | ogin and | ogout buttons.
Default Vafalse

Required N o

Obj ect / Nan localization.defaultLocale

DescripticLocale used if the br ows erhuseBrovasereociles nest s
tdalse

Default Va"ebS"
Required N o
Obj ect / Nan localization.fallbackLocale

DescripticlLocale used if a resource string is missi
localization.defaultLocale is specified.

Def aul t Vaval ulecalizéation.defaultLocale

Required N o
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obj

Des

De f
Req
Obj
Des
De f
Req
Obj

Des

Def
Req
Ob j

Des

Def
Req
Obj

Des

Def
Req
Obj

Des
Def
Req
Obj

Des

Def
Req
Obj

@

S

(0]

/ Nan

ptic

ed
/ Nan

ptic

ed
/ Nan

ptic

ed
/ Nan

ptic

ed
/ Nan

ptic

ed

/ Nan

ptic

ed
/ Nan

ptic

ed

/ Nan

localization.useBrowserLocale

Bool dfaptt tuwehe brnoawsiegrat or. |l anguage, navig
controls the |l ocalization of the UI. Not
true

N o

localizationOverride

Nested object with resource strings per |

N o

logLevel

Controls which types of | ogs Panopticon v
val uest radicgked'g nT swa'™ner'orasdl|"gnt

"info"

N o

workbookUrl

Location of the workbook application.
NOTEhe wor kbookUr | property should refle
aplpi catbamn it doashmhtghdececnaatnieo n loifc astaiiadn ap
"wor kbook™

Yes

datal.oading.connectTimeout

Controls the timeout used, in milliseconc
the server.

10000
N o

showFileUploadUl

Controls the visibility of Ul that is uste
true

N o

showLinkToFileUl

Controls the visibility of Ul that is uscte
as a data sou,Jatchd.s Hdragdaedfsauwlutt omati cal |y
configuration at runti me.

true
N o

visibleViewerTabs.datatables
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DescripticControls onDgtai kibbaifpy wfewer role.
Default Vatrue

Required N o

Obj ect / Na n visibleViewerTabs.webhooks

DescripticControls onWgbhkhodlkti Ifiory vofewer rol e.
Default Vatrue

Required N o

Obj ect / Nan visibleViewerTabs.alerts

DescripticControls onAyevbadi bokri vyewkr rol e.
Default Vafal se

Required N o

Obj ect / Nan visibleViewerTabs.parameters

DescripticControls onPgr amsett b 6fidry wifewer rol e.
Default Vafal se

Required N o

Obj ect / Nan visibleViewerTabs.themes

DescripticControls onTheméabbfbrtyiefver rol e.
Default VaFal se

Required N o

Obj ect / Nan visibleViewerTabs.system

DescripticControls onBysveabh bfidrn tyi ewer rol e.
Default Vafal se

Required N o

Obj ect / Nan visibleDesignerTabs.datatables

DescripticControls onDgtai Eibhbafpy designer role.
Default Vatrue

Required N o

Obj ect / Na n visibleDesignerTabs.webhooks

DescripticControls onWgbhkodlktilfiotry defsi gner rol e.
Default Vatrue

Required N o

Obj ect / Na n visibleDesignerTabs.alerts

DescripticControls onAyeviedi bori desofiner rol e.
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pt
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i c
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/ Nan

pt

ed

i C

Va

/ Nan

pt

ed

i C

/ Nan

pt

ed

i C

/ Nan

pt

ed

i c

V a

true

N o

visibleDesignerTabs.parameters

Controls onPwgr amseti i §fidry ddsi gner rol e.
tr ue

N o

visibleDesignerTabs.themes

Controls onThkeméabbibirtdgesfgner role.
tr ue

N o

visibleDesignerTabs.system

Controls onBysveabh bfidon tdgeoifgner rol e.

fal se
N o
maxrowcount

Conttbkesmaxi mum number of rows a table ce
100000

N o

preventDatalLoadOnMaxRowCountExceeded

Cont whkesher an exception is raised when r
e x c e maxRowCountor should the rows be truncat

true
N o
connectors.showlLegacyButton

Controls the Shiowi lhielgiatcy @Jownittleeeht obrust t on i n
connector panel. Used to show/ hide | egacy

true

N o

connectors.legacyVisible

Def aul t Shalwud eggfacy GCsowintecchtiobruss e dp oo éd el
fal se

N o
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The default content of the workbook.json  file has the following objects/names:

{

"baseUrl": "..",
"forceClientSelectionHandling" : true,
"startUrl" : "../",
"dataLoading" : {

"transport" : "websocket"
}

ebGlEnabled" : true,
"pdfMultiplePagesEnabled" : true

In the workbook .json file, you can control the configuration of the following objects/names:

Obj ect / Nan baseUrl

DescripticlLocati on ofRePaan olptmiecon
Default Va"

Required Yes

Obj ect / Nan localization.useBrowserLocale

DescripticBool.efaeptt twehe b rnavigatenlanguage ,
navigator.userLanguage on | E11, controls the 1| oca
|l anguages are supported.

Default Vatrue
Required N o
Obj ect / Nan localization.defaultLocale

DescripticlLocale used if the br ows euseBrowsed bcalei si sn oste
false

Default Va"ebWbS"
Required N o
Obj ect / Nan localization.fallbackLocale

DescripticlLocale used if a resource string i s missi
localization.defaultLocale is specified.

Defaul t Vaval ulecalization.defaultLocale

Required N o

Obj ect / Nan localizationOverride

DescripticNested object with resource strings per |
Def ault Va

ed N o

(S
=

Req
Obj

@
(9]
=

/ Nan logLevel
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pt
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/ Nan

pt

ed

i C

/ Nan

pt

ed

i c

V a

/ Nan

pt

t

i c

Controls which types of | ogs Panopticon v
val uest radicgeed'ig nT swanerr™orasdl"8nt

"info"

N o

disableExternalHelpText

Di sables the browser dev console splash s
fal se

N o

theme

Name of the default theme,tfhoer failrls twotrhkebnoec
picked as the default theme.

N o
allowOrigin

A comma separated |ist of allow origins,

N o

automaticReconnectOnServerDisconnect

l$ettnwehe real ti MelBookmieecp®d@bhi (g) to the
server wil/ be automatically reconnected
fal se

N o

alwaysHideNonInteractiveParametersinDialog

Hi des parameters that are not interactive
di al og.

fal se

N o

enableDevicePixelRatioCanvasScaling

Enatoldei sabl e handling ofDvdewiadd zmitx elnsr.at
true

N o

staleStateTimeout

Ti nfen mi |l Nitd@atocodsntrols how fast the "sta
on top of visualizations. Ondonéatpwl I"dat tc
ani mation. A value equal to or | ess than
150
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/ Nan
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/ Nan
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ed
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N o

preloadDetailsPopup

Data to be DBéatogiolpdpni sherel oaded as part
request .f allfsksenttet @ai | s data wil.l be | oade:q
true

N o

forceClientSelectionHandling

| f sterttehen selection handling in the vist
| f sfeatl,tstlkoen t he server wil |l cal cul ate the
fal se

N o

pdfMultiplePagesEnabled

Controls the visibility of the " Cr édDtfee pnmot
di al og.

true

N o

startUrl

URL usedHdmanBackut t ons, and by the dialo

N o

useBrowserHistoryToNavigateBack

| f stertutehB®ackkut t on wiwindowehistory.back() when pr ¢
This setting takes precedsartdd over having
fal se

N o

hideThemeSelection

Controls the visibility of the theme drog
fal se

N o

datalLoading.transport

Contwbl®shansport should be used when | oad
notifications.weVWaslatk etedmtes I"ang f" conf i gu
'websoltkebWeISobket connection fails, then
fall blacdgod h'i.'hg

"websocket"

N o
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V a

dataloading.connectTimeout

Controls the timeout used, in milliseconc
the server.

10000
N o
preventVisualizationMouseWheelDefaultEvents

n when
hostir
mouse Vv

Prevents the browser default ac
Usef ul in an embed scenario if
zoom in a visualization using t

fal se

N o

webGlEnabled

Enables the use of WebGL in visualizatior
true

N o

maxClipboardLength

Maxi mum | e
t

gt
t oo much Xt

h of text that wild.l be atter
ft h

ien dthteerhptoevs er mi ght becom
500000
N o

selectionInDetailsPopup

Enabl es/ di sables selection data in the vi
this setting is to disable it on a server
true

N o

showAlertsButton

Controls the AViesviblsiklbiotoyk dfutttloen
true

N o

showBackButton

Controls theBaickobkboolk bdt t de
true

N o

showBookmarksButton

Controls the Bvoiokimawdkisk ook bheton.

true
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/ Nan showCopyDashboardimageButton

DescripticControls the Cvoipyi b maigpkeypook Hliéet on.
Default Vatrue

Required N o

Obj ect / Nan showHomeButton

DescripticControls the Hoimmiolviklbiotoxk dfuttt loe
Default Vatrue

Required N o

Obj ect / Nan showPdfExportButton

DescripticControls the Cviesit leReRpiiwyd r kfb otolke but t on
Default Vatrue

Required N o

Obj ect / Nan showRefreshDataButton

DescripticControls theReifsiwbihkibtoywykobuthen.
Default Vatrue

Required N o

Obj ect / Nan showPauseRealtimeButton

DescripticControls the Paiusieb-TRiermd#oyr kobfo otkhebut t on
Default Vatrue

Required N o

Obj ect / Nan showExcelExportButton

DescripticControls theCvrieqitkiRERowdokbobk button
Default Vatrue

Required N o

Obj ect / Nan pluginDenyList

DescripticArray of plugin I Ds, used to block the sg
Default Vaempty array

Required N o

Obj ect / Nan pluginAllowList

DescripticArray of p
I

ugin | Ds, used to allow only t
The def au val

I
t alue, an empty array, all ows
Default Vaempty array

ed N o

S
—

Req
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showFileUploadUlI

Controls the visibility of Ul that is uste
true

N o

showLinkToFileUl

Controls the visibility of Ul that is uste
as a data sousztchd.s Hdragdeafsauwmlutt omati cal ly
configuration at runti me.

true
N o
partCreator.showLegacyButton

Controls t hteh®hioswi hiedggvaictyc lo f b u Betloenc ti np atrhte p
show/ hide | egacy visualization parts.

true
N o

partCreator.legacyVisible

Def aul t Shalwu & egfaictych button in select par

fal se
N o
maxrowcount

Conttbkesmaxi mum number of rows a table ce
100000

N o

preventDatalLoadOnMaxRowCountExceeded

Cont whkesher an exception is raised when r
e x c e maxRowCountor should the rows be truncat

true
N o
connectors.showlLegacyButton

Controls the Shiowi lhielgiatcy dafownitntleeeht obrust t on i n
connector panel. Used to show/ hide | egacy

true

N o

connectors.legacyVisible

Def aul t Shalwud egfacy GCsowintecchtiobruss e dpno éxd el

fal se

Panopticon Real Time 2026.0 - Installation and Reference Guide



Required N o

Obj ect / Nan autoBucketingEnabled

DescripticControls if automatic time bucketing col
Default Vatrue

Required N o

NOTE 1  With the new application configuration files, the workbook/config.js
inside the extracted war file is no longer valid.

1 If there are no config files available on the server, default ones will be
created and saved. After that, you can alter them in any way you would like
and keep the configuration even if the server is restarted.

CONFIGURATION OF THE CLIENT URL QUERY
PARAMETERS

This section discusses the list of URL query parameters supported by the admin and workbook applications.

NOTE 1 These parameters are not required.

1 See What is URL? and Query String for additional information on what
the query component of an URL is.

Parameters for the Admin Application

gl obal Config JSON object that provides overrides t
admin.json . Onhfgi r st | evel properties ma)

debug Override for assigni rnagLevel ei admingson .cor

Parameters for the Workbook Application

gl obal Confi g JSON object that provides overrides t

workbook.json . Onhfgi rst | evel properties I
debug Override for assigniraglevdiei nl i ent <cor
workbook.json
t heme Override for assigning t hworklobkjgont .cor
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MAP TILE PROVIDER CUSTOMIZATION

When creating a Map Plot visualization, the map images are retrieved from a map tile provider on web URL.
Panopticon provides a default map tile provider preconfigured within the software. In addition, custom map tile
providers can be added to the server configuration by editing the following file:

/etc/panopticon/appdata /default - settings/tileproviders.json

The default map tile provider that is shipped with the product can be overridden by specifying a different one and use
the providerld Default .

In case the tileproviders.json file is deleted or moved and hence not found on server startup, then a new
default tileproviders.json file will be created in the default - settings  folder.

NOTE You will not be able to keep the original default map tile provider with a different
name. The original default will become unavailable as long as the new map tile
provider service with the name Default exists in the configuration.

Each provider is a name-value pair object with the following parameters:

providerld The nlaaneerlwt | | be visible in thengeleftt
Ma @l ot visualization. This value must
saved in the file.

mi nZoom The defadwt This is the minimum zoom | e
the Panopticon Map Plot when wusing thi
zoom |l evel available from thegetbhl. eRafee!
the documetnheatmeompm ti |l e service provider

max Zoom Theefdaul ti §8alTuhei s i s the maxi mum zoom |
the Panopticon Map Plot when wusing thi
zoom | evel available from the et.Pghoer seerl
val(ue.19% , Refer to thettdecmmpntateorservi

tilleSi ze Th ee fdawd Itiu&5.6 This is the size of each t
service. It des@bibbbdbyS@meéawi € e sshali2s ob yu
NOTH:tregut oedave tthleSizeoseeédc¢ti ng for the
usi.otgher wihee ti l es received wil/l not b e
and you wil/l not see a correoft hmamapRe
servi ce |Ipfr otvhiedetri.l e si ze is not spec25.6

url For mat This is the URL of the map tile provid
provider.
For map tile providers that use the OS
wi {2}/{x}/{y}.png o {z}{x}{y}.jpg , which for P,
be c¢han g{@1}{2hpng o 7{0}{1}{2}.jpg . Some t
providers wildl r e gisia prpee nadne dA Pa s ke yUR lw hri e
on t hi 3apikeyzabcl23
For map tile providers that use the QU
wi | I cfqonadkey}n ref erence which for Panopt
{a}

tileCoordEnc The def auOD8Mv dlhi emevesnilsue hat the map til

URL principle as OpenStreet Map, where
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/zoomlevel/x  -coordly -coord/ ,whi ch cor r/@QO¥a24ds t c
in the wurl For mat .

Val QUAD_Kme&ans that the map tile servic
examdliskteaBti ng maps do. QuadKeyKeyghishlorit
ondi mensi onal string of -diigen si-Y mcadeoaXde
A Quadkey uniquely identifies a map ti

Additional Information About the URL Format

In the URL of map tile providers using the OSM tile coordinates encoding, {0} represents the zoom level value z, {1}
represents the x-coordinate value x, and {2} represents the y-coordinate value y. For any actual map tile URL, these
will have been replaced by coordinate numbers (integers) by Panopticon before the request for a tile is sent to the
map tile provider server.

The Map Plot in Panopticon takes care of inserting those numeric values as required, instead of the {0} and {1} and
{2} values. When you read the service documentation from map tile service providers, you will notice that instead of
referencing {0}, {1}, {2}, they will be referencing {z}, {x}, {y}.

NOTE T You must replace z,x,y with 0,1,2 when using the URL in Panopticon.
Also, some services will present a URL which includes a dollar sign, like
1${z}/${x}/${y} . These dollar signs must be removed.

i Raster Tiles are supported.

1  Vector tiles are not supported.

Notes on using Google Maps or Bing Maps

In Panopticon, the configuration of a custom map tile provider is static. The configuration is saved in a JSON file
which is read by Panopticon on start up, and any change of the information will require a server restart. For this
reason, it is not practical to use either one of Google Maps map tile servers or Bing Maps map tile servers, because:

The Google Maps API requires that an API key is first used to retrieve a session token, with a POST request.
Map tiles are subsequently loaded with GET requests from a URL where both the API key and the session
token must be appended as URL request parameters. This means that the map tile URL will no longer work
when the session token expires.

The Bing Maps API has frequently changing map tile URLS, and to get currently valid map tile URLs, you must
start by making a request to a special API endpoint, which returns currently valid map tile URLs as well as
various metadata about the map tiles. This means that the map tile URL will work for some time, but eventually
will become invalid.

Implications of Moving a Workbook to Another Server

If a workbook using a custom map tile provider is exported from one Panopticon server and imported into another
Panopticon server which does not have a custom map tile provider by that providerld name, then the Map Plot
will display as blank--only marks/dots will show, but no map images. This can be corrected by changing the
configuration of the Map Plot to use the Default map tile provider, or any other custom map tile provider added to that
server.
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Consequences of File Editing Mistakes

If the file tileproviders.json is not properly configured, for example if a quote character or comma or curly
bracket is missing anywhere, then only the Panopticon default map tile provider will be available.

The server log will display any of the following warnings:
Unexpected end-of-input: expected close marker for Object
lllegal unquoted character

Cannot construct instance of
‘com.panopticon.server.core.web.repository.file.SettingFileRepository$TileProviders®

Unexpected character ({' (code 123)): was expecting double-quote to start field name

These are some examples of map tile providers:

https://wiki.openstreetmap.org/wiki/Raster tile providers

https://stadiamaps.com/

https://www.maptiler.com/

https://www.thunderforest.com/

https://www.maptilesapi.com/

H e r e 6seful website for comparing different tile maps side by side:

https://mc.bbbike.org/mc/

LICENSING

Licensing within Panopticon Real Time supports the following license types:

A volume-based XML file (named Panopticon License.xml ) that is used to store all license information for a
specific customer, must be copied to the designated AppData folder (i.e., /etc/panopticon/appdata )

Altair Units license which is available in Altaird kicense server you are connected to (local or over the network)

Managed Altair Units license via Altair One

The license file type you will use is delivered separately from the installation packages.

NOTE In the Panopticon documentation, HyperWorks Units (HWU) and Hosted

HyperWorks Units (HHWU) are now named Altair Units.

In the Panopticon product, these license types are still named HyperWorks Units and

Hosted HyperWorks Units.

For more information on Altair Units, visit https://www.altair.com/altair-units/.

Panopticon Real Time 2026.0 - Installation and Reference Guide

38


https://wiki.openstreetmap.org/wiki/Raster_tile_providers
https://stadiamaps.com/
https://www.maptiler.com/
https://www.thunderforest.com/
https://www.maptilesapi.com/
https://mc.bbbike.org/mc/
https://www.altair.com/altair-units/

Using Altair UnitsLicense i n Al tairdéds License Server

I f your | icense

s our c éisiequiredto toafiguredhe followirg @roperdes im the v e r

Panopticon.properties file located in the AppData folder or /etc/panopticon/appdata

Property
Attribute

Description

Exampl e

Default Value
Property
Attribute
Description

Default Value

For example:

Licensing
license.hwu.uri

The path where the Licehqzd®0@eTv.e255
where t hePGRTNUMBER@KOSTI f mul t i pslpee cs €

use Bheemicolon separator Sigml dmrs
sign for Linux.

NOTES:

I f val ue i sPamopticongpeopertiesm t he t he envi
var i AbTAI R_LI CENSEr PATHas the backu
used

For Windows:
license.hwu.uri=6200@192.168.5.51;6200@192.168.5.52

For Linux:
license.hwu.uri=6200@192.168.5.51:6200@192.168.5.52

Licensing

license.mode
The | icense mode. Possible val uHeWU a
FI LE

license.hwu.uri=6200@192.168.5.51;6200@192.168.5.52

license.mode=HWU
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NOTE

il

Panopticon Real Time supports different user roles which check out
different numbers of Altair Units.

Role Altair Units License Draw
Viewer 2

Designer 2
10 when designing a workbook

Administrator 2

Alerts and scheduled tasks are leveled towards each other. Regardless
of the number of alerts or scheduled tasks a user creates, only two
Altair Units licenses will be checked out.

These units are separate from the units that are checked out for a user
of the server. For example, if a user is logged on to the server (two
units) and starts an alert (two units), a total of four units are checked
out. If the user starts two more alerts and a scheduled task, the total
number of checked out units will still be four. If the user logs out without
shutting off any alerts, two units will remain checked out.

Two products (e.g., Panopticon Real Time and Panopticon Streams) or
two instances of one product, must not be configured to use Altair unit
licensing if they run on the same Tomcat.

Using Managed Altair Units License Via Altair One

Using Altair Units licensing will support simplifying the license management by removing all manual aspects of

emailing license files, extending evaluation periods, among others.

In addition, Altair Units licensing will help small to medium deployment customers who do not want to host on-

premise license server.

Before using Altair Units, it is required to configure the following properties in the Panopticon.properties

located in the AppData folder or /etc/panopticon/appdata

Property Licensing
Attribute | icense.hwu.hosted
Description

Bool ean stating Miah aygoerd Lwilcstad i tfoi Cuesnes
Setttwé you wmahatedeuesnesi ng.

Default Val ue fal se

Property Licensing

Attribute license.hwu.hosted.authorization.username
Description User nambilttoai r One account .
Default Value
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file:///E:/Work/AltairPanopticon/FromManila/Version%2020-1-0/Docs/AltairPanopticon_v20-1_Server_Install_Troubleshooting.docx%23_Supported_Roles_in_1

Property Licensing
Attribute license.hwu.hosted.authorization.password
Description Passwotrfdelttoai r One account .

Defaul t Val ue

Property Licensing

Attribute | icense.hwu.hosted.authorization.authcode

Description An aut hor i Aattihonfcodedcher(at ed t hrough
Ad miPortal . The authorization code i
permanent wunits |icense authorizat
servers. The token is then stored

|l icense units.

Defaul t Val ue

Property Licensing
Attribute license.hwu.hosted.authorization.almutiltoken
Description A units |Iicense authorization tokeil

License Manager dMmimmainrd Ul ii déeii $Metoil |
based on an authAuwtrh ziaoé eocoom choldteai(r C
This gives you the option to creat

not | imited to a specific MAC addr
Panopticon in Docker containers wh
contraimebui | d. When set, this prope
p r o p k& rcenge.hwu.hosted.authorization.authcode .

While the Auth Code is valid for I
destroyed in the Altair One Admin |

Defaul t Val ue

NOTE 1 To use the managed Altair Units licensing, set the following properties:

license.hwu.hosted=true
license.mode=HWU

1 Add the Panopticon application to your Altair One account.

1 When using Managed Altair Units via Altair One, you do not need to
configure the license.hwu.uri attribute. This is because the
URL or host where the Managed Altair Units servers are running is
already set internally in the Altair License JDK and any value entered by
the product user will be ignored.

To authorize the machine against the managed Altair Units system, you have three options.
Option 1
Use an authorization code generated through Altair One:

1. Log on to Altair One (https://admin.altairone.com) then navigate to User Profile and select Authorized
Machines.
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&\ Altair | Altair One Admin Portal X +

< c

Altair One | onLY FORWARD

@ admin.altairone.com/updateprofile

Dashboard ,
__Setting

Authorized Machines

Authorized Machines (7)

v = [m] X

e * OQ

Feedback

Generate Auth Code

Show 10~ entries

sew

€

Username Hostname Auth T.. Added At MAC Addresses
* (ANY) AltairOne azel..... 2021-04-27 1... ANYHOST
* (ANY) AltairOne 0&9s...... 2021-04-27 0... AMYHOST
* [ANY) AltairOne 3db2...... 2021-07-27 0... ANYHOST
Generate Auth Code
2. Click .
The page displaystheauthcode and a mer indicating the codebds expirati
2\ Altair | Altair One Admin Portal X + M - 2 &
« C @& adminaltairone.com/updateprofile = W O O H
Altair One | ONLY FORWARD Feedback £°
Dashboard

Settings

Authorized Machines

2. User Profile

Your Auth Code is: X\W2ZC21G [N

Expires in 14 minutes, 41 seconds

Auth Codes can be used with Almutil by administrators to quickly authorize license access by multiple
users on a single machine and/or multiple machines.

- x

Username

* [ANY)

* [ANY)

* [ANY)

Authorized Machines (7)

Hostname

AltairOne

AltairOne

AltairOne

Click Copy to Clipboard L. to copy the generated auth code.

AuthT.. Added At

alcl..... 2021-04-27 1...
0895...... 2021-04-27 0...
3db2...... 2021-07-27 0...

3. Paste the generated code into the license.hwu.hosted.authorization.authcode

Panopticon.properties file.

4, Start the server.
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Option 2

Directly use your Altair One credentials in Panopticon.properties

1. Enter your Altair One credentials into the license.hwu.hosted.authorization.username and
license.hwu.hosted.authorization.password properties in the Panopticon.properties
file.

2. Start the server.

Option 3
Manually create a license authorization token using the ALMutil command line tool.

1. Install Altair License Manager on any machine and use ALMutil to manually create an authorization token from
the Auth Code obtained from the Altair One Admin Portal. The created token is valid for any MAC address by
specifying the - anyhost argument as follows:

Windows (run as administrator)

almutil -alauth -anyhost -code NNNNN
Linux
sudo ./almutil -alauth -anyhost -code NNNNN

Where NNNNNs the Auth Code obtained from Altair One.

A token will be generated. The tokenislong-l i ved and anyhoste, itc¢an e gendrated on one
machine and used on another one. However, note that the managed license units will be checked out on
behalf of the machine on which the token was created.

2. Copy the token created and set it as the value of the property
license.hwu.hosted.authorization.almutiltoken in the Panopticon.properties file.

3. Restart the server.

NOTE 1 The three different options for setting properties of the type
license.hwu.hosted.authorization will be applied in the

following order of priority, in case more than one option is configured at the
same time:

o license.hwu.hosted.authorization.almutiltoken
o license.hwu.hosted.authorization.authcode

o0 license.hwu.hosted.authorization.password and
license.hwu.hosted.authorization.username

I The Auth Code generated on Altair One Admin Portal is valid for only 15
minutes and within that time frame, you must use it as described for Option
1 or Option 3, or otherwise the Auth Code will expire and no longer be valid
for redeeming a long-lived token.

9 In Option 2, Altair One credentials are only required at first restart of the
server to generate the auth token and should be removed from the
Panopticon.properties file going forward to avoid exposing these
credentials.

1 A working Internet connection is required to use Altair Units licensing.

Panopticon Real Time 2026.0 - Installation and Reference Guide 43



NOTE 1 If your company uses proxy, you might need to add exception in your proxy to allow
access to the Managed Altair Licenses.

Please refer to these links for more information:
 https://community.altair.com/discussion/39723/resolve-managed-license-ssl-issue-ssl-
tls-handshake-failed

1 https://community.altair.com/discussion/39792/resolve-managed-license-http-error

Or see Managed Altair Units License SSL Error section below.

T I'f you dondét have ,yomcarAsign upifora fréerral thatevid alownyou
to test the product for 14 days.

Verifying S uccessful License Token Registration in Altair One

After generating a license token for ANYHOST using the ALMutil command line tool in Option 3, you must verify that
the token was successfully registered in Altair One. This registration will sometimes fail, and as a result, the token
generated will not work.

Follow these steps to verify:

1. Log on to Altair One (https://admin.altairone.com) then navigate to User Profile and select Authorized
Machines .

2. Verify that you can see the same auth Token you generated in the list on Altair One (first four and last four
characters).

3. Verify that the value in the MAC Addresses column says ANYHOST.

Proxy Server Configuration

When using Managed Licensing, where the Altair License Manager server is hosted by Altair in the cloud, it is
possible to let Panopticon go via a proxy server when communicating with the ALM. For example, this can be useful
when the Panopticon server needs to be isolated from general internet connections.

Scenario 1: Transparent proxy . This does not require any special configuration.

Scenario 2: Traditional proxy . Using ALMutil and filling in details on the Managed Licensing tab, the proxy server
details are written to a configuration file in the home directory of the user, from where the Altair Licensing SDK
(ALSDK) that is embedded in Panopticon, will read them. This is part of the Panopticon license checkout, and the
proxy server details are used for communication with the license manager. This means that Altair License Utility must
be run under the user that also runs Tomcat and Panopticon.

Using CLI ALMuitil, there is also the option of setting up a system-wide configuration file of the same kind.
Using a command with the following format:

almutil - proxy -system - host <host> - port <port> [ - user <user ID> - passwd
<password>]

You will produce the following configuration files which on a Linux system by default are saved under
{usr/local/altair

altair_hostedhwu.cfg
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altair_hostedhwu_ex.cfg

NOTE If the proxy requires no credentials, the second file is empty. These .CFG files
are created in /usr/local/altair unless the environment variable

ALM_HHWU_CONFIi&defined. If you would like these files to be created in a
different directory, define the variable ALM_HHWU__CONFIé&fore running
almutil. For example:

export ALM_HHWU_CONFIG=/apps/altair/license

To test the connectivity with the Altair One cloud license servers, run the following command:
almutil - conntest

Next, create a license authorization token for anyhost by following the steps described in Option 3, where a token
is generated using ALMutil.

Then, authorize the Panopticon host machine by running the command below. Here NNNNshould be replaced with
the Auth Code generated from the Altair One account.

almutil -alauth -system -anyhost -code NNNNN
Finally, configure Panopticon in Panopticon.properties with the following values:

license.hwu.hosted.authorization.almutiltoken=<your_token>
license.hwu.hosted.authorization.authcode=
license.hwu.hosted.authorization.password=
license.hwu.hosted.authorization.username=
license.hwu.hosted=true
license.hwu.uri=<proxyport>@<proxyhost>
license.mode=HWU

Managing File Handles

In some cases, the Tomcat process that runs the Panopticon server may run out of file descriptors, which are handles
used by the operating system to access a file (file handles). Panopticon data connections and license units checkouts
count towards the total number of file handles in use.

When the maximum limit of file handles (open files) is reached, you cannot open any additional files, or make any
additional TCP connections, or check out additional Altair license units.

On a Linux system, maximum file handles limit (open files) and other limits such as memory usage are called
Resource Limits or rlimits . The rlimit ~ values can be viewed and changed using the ulimit command and
various arguments to that command. Please refer to Linux documentation for details on using the ulimit

command, for example https:/linuxhint.com/linux_ulimit_command/.

The system will have an overall limit (global system maximum) as set in the kernel variable file

/proc/syslfs/file - max. In addition, there are rlimits set for each process, or for each user running a
process. The rlimits for any given process will have a soft limit and a hard limit. The soft limit is what will be in
effect, and the hard limit says what the maximum is if you want to raise the soft limit.

The reason for setting rlimits specific for a process that are lower than the overall system rlimits  , is that you
want to economize system resources between several processes to ensure that no single process consumes all
available system resources, thereby causing problems for other processes. Likewise, a process specific rlimit set
lower than the system maximum is also useful for protecting the system, avoiding system total resource depletion.
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Identifying the Problem

When a user encounters the maximum limit of file handles in Panopticon, data connection or logging into Panopticon
could fail. To confirm that Panopticon has hit the file handle limit, you should look for this message in the Panopticon
log:

(Err: 60) Out of file descriptors suitable for socket operation
In conjunction with the error message above, you may also see the following messages in the Panopticon log:

com.panopticon.server.core.exception.HyperWorksUnitsLicenseException: Unable to check out a license
java.lang.Throwable: Altair License Manager: License error

Other things that could indicate that Panopticon has reached the maximum limit for file handles, but can also have
other reasons, are:

The browser console may show error messages like:

Unable to check out a license

The dashboard may show the following message when you click the Edit button:
Unable to edit 7 HWU license error

The dashboard may show the following when a Viewer wants to open a workbook:

AW Snap ! Unable to checkout license; Go to workbook overview

Enabling Event Pollto Avoid False Warnings

Altair Units License checkouts count towards the total number of open files. The Altair Units License SDK by default
uses the select(2) interface in Linux to monitor the number of available file handles or sockets. The highest number
that select(2) can return is 1024. This means that as soon as 1024 or more file handles are open, the license server
process will not see any available file descriptors.

However, the Altair Units License SDK can also use the epoll(7) interface in Linux, which is not suffering from the
limitation of select(2). To make the ALSDK use epoll(7) instead of select(2), you must set an environment variable as
follows:

LMX_USE_EPOLL=1

Still, epoll(7) is nonetheless bound by the rlimit settings, which means that in addition to setting the above
environment variable, you may also need to raise the open files rlimit for the Tomcat process, by using the
ulimit  command.

CONFIGURATION PROPERTIES

Encoding

The default encoding of the JVM is the same as the system it is running on. It is recommended to configure your Java
and Apache Tomcat to use the UTF-encoding. This is achieved by setting the property file.encoding to UTF-8.

There are several ways to configure the property and one method is to create a setenv file in your Apache Tomcat
bin folder:

setenv.bat  for Windows

setenv.sh  for Linux
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The following operating systems should contain the following information in order to use the UTF-8 encoding:

For Windows:

set JAVA_OPTS=%JAVA_OPTS%- Dfile.encoding=UTF -8
For Linux:

JAVA_OPTS="$JAVA_OPTS - Dfile.encoding=UTF -8"

Restart the Apache Tomcat to save the changes.
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PROXY

A proxy is a server or software running on a server that acts as an intermediary for requests from clients seeking
resources from other servers. Instead of using a proxy, you can use a load balancer.

It is recommended to use a proxy when setting up Panopticon Real Time. There are a variety of proxies available.
One of the most commonly used proxies is Apache HTTP Server with the proxy module. Refer to the section below
on how to setup an Apache HTTP Server with Proxy functionality.

Apache HTTP Server

This section describes the steps on how to install and configure an Apache Proxy. The guide expects that the Apache
HTTP Server is being set up for the first time. Please note that the installation steps might vary depending on your
environment. These steps cover how to install and configure an Apache HTTP Server with proxy support for Microsoft
Windows.

1. Download the Apache HTTP Server from the official webpage:
https://httpd.apache.org/download.cgi

2. Unzip and copy the files to a folder.
3. Configure the proxy by opening the httpd.conf file in the conf  folder.
4. Update the SRVROOVariable. The value must be updated to the file location of the Apache HTTP server.

Define SRVROOT "/Path/To/Apache"
ServerRoot "${SRVROOT}"

5. Modules are required to be loaded to make the Apache HTTP Server into a proxy. Add the following lines in the
httpd.conf file.

LoadModule proxy_module  modules/mod_proxy.so

LoadModule proxy_http_module modules/mod_proxy_http.so
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so
LoadModule rewrite_module modules/mod_rewrite.so

NOTE In the httpd.conf file:
1  Ensure that the line Include conf/extra/httpd - vhosts.conf is
uncommented.

1 Replace Listen 80 with Listen 10088.

6. Configure the logic for the proxy and how requests should be passed. The Virtual host config should look like this
and be added to the httpd - vhosts.conf file in the conf/extra folder:

<VirtualHost :10088>
ServerAdmin webmaster@Iocalhost
ProxyPreserveHost On
ProxyPass /panopticon http://localhost:8080/panopticon
ProxyPassReverse /panopticon http://localhost:8080/panopticon
ProxyPass /panopticon/server/ws http://localhost:8080/panopticon/server/ws
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ServerName localhost:8080

RewriteEngine on

RewriteCond %{HTTP:UPGRADE} "websocket$ [NC]

RewriteCond %{HTTP:CONNECTION} Upgrade [NC]

RewriteRule . ws://localhost:8080%{REQUEST_URI} [P]
</VirtualHost>

7. The Apache HTTP Server can be started when all the configurations are in place. This is done by running the
httpd  script or application in the Apache bin folder.

LOAD BALANCER

A load balancer is a server used to distribute the workload across multiple computer resources. A load balancer
allows you to scale the system to max and optimize the resource use and throughput, and at the same time minimize
the response time. A load balancer can also be used to ensure that the system will still be available, even during
downtime on a computer resource.

Very much like proxies, there are a variety of load balancers available. The only requirement Panopticon Real Time
has on the load balancer is that it supports persistence or stickiness. This means that the proxy will establish a user
session and ensure that the user continues to use the same computer resource.

For performance reasons, mostly related to in-memory caching of results from user-specific queries, ensure that a
specific user is always directed to the same Panopticon server instance, at least for the duration of the session.

When the user starts a new session, they can typically be directed to any server instance in the cluster. To make the
authentication token cookie mechanism to work when this happens, you should also set up token synchronization
between servers.

For details on how to configure multiple servers to run in a cluster and synchronize content between them, see Server
Cluster Configuration.

Apache HTTP Server

The following section describes the steps on how to install and configure an Apache Load Balancer. The guide
expects that the Apache HTTP Server is being set up for the first time. Please note that the installation steps might
vary depending on your environment. These steps cover how to install and configure an Apache HTTP Server with
proxy support for Microsoft Windows.

1. Download the Apache HTTP Server from the official webpage:
https://httpd.apache.org/download.cgi

2. Unzip and copy the files to a folder.
3. Configure the proxy by opening the httpd.conf file in the conf folder.
4. Update the SRVROOVariable. The value must be updated to the file location of the Apache HTTP server.

Define SRVROOT "/Path/To/Apache"
ServerRoot "${SRVROOT}"

5. Modules are required to be loaded to make the Apache HTTP Server into a load balancer. Add or uncomment
the following lines in the httpd.conf file.
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LoadModule proxy_module = modules/mod_proxy.so

LoadModule proxy_http_module modules/mod_proxy_http.so
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so
LoadModule rewrite_module modules/mod_rewrite.so

LoadModule headers_module = modules/mod_headers.so

LoadModule Ibmethod byrequests_module
modules/mod_Ibmethod_byrequests.so

LoadModule proxy_balancer_module modules/mod_proxy_balancer.so
LoadModule slotmem_shm_module modules/mod_slotmem_shm.so

6. Configure the logic for the load balancer and how requests should be passed.

In the following example, we have configured the load balancer to listen to port 10080 and to use two balancer
members (Route 1 and Route 2). The example will also set a session cookie named ROUTEID. The cookie
contains the route that the user took and will continue to use throughout the active session.

<VirtualHost *:10080>
ServerAdmin webmaster@localhost
ProxyPreserveHost On

Header add Set - Cookie "ROUTEID=.%{BALANCER_WORKER_ROUTE}e; path=/"
env=BALANCER_ROUTE_CHANGED

<Proxy "balancer://panopticoncluster">
BalancerMember "http://localhost:8080/panopticon” route=1
BalancerMember "http://localhost:8081/panopticon” route=2
ProxySet stickysession=ROUTEID

</Proxy>

ProxyPass /panopticon balancer://panopticoncluster
ProxyPassReverse /panopticon balancer://panopticoncluster

ServerName localhost:8080
</VirtualHost>

7. The Apache HTTP Server can be started when all the configurations are in place. This is done by running the
httpd  script or application in the Apache bin folder.

MULTIPLE INSTANCES

Multiple instances of Panopticon Real Time can be deployed onto a single machine.
The common usage models for multiple instances are:
Multi-tenant deployments, providing separate Sand boxes for each tenant
Multi environments (Development, Test, Production)
Regression Testing

To deploy multiple servers, the WAR and corresponding configuration file must be updated to have a unique
name.
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BACKUP

Panopticon stores all its data in two locations:

The <AppData> directory, including the content repository which is in the <App Data>/.repository/
subdirectory (usually hidden by default by the OS).

The cluster shared store, which by default is in the subdirectory <App Data>/shared/ but can be
reconfigured to an external location, see section Synchronizing Tokens.

To back up and restore the complete state of the server:
4. Back up (or restore) the entire <AppData> directory.

5 1 f youbd v elustehsionegtypd to something other than DIRECTORY, then you should back up
(and restore) that location too. Scripts that export or import the cluster content to/from a directory on disk can be
provided by Altair on request.

6. You may opt to back up the server log files from <tomcat - home>/logs/ too.

DATA ACCESS AND CACHING

Panopticon assumes in general that data is never at rest and too big to be simply loaded into memory. The data can
either be subscribed against or polled (automatically refreshed on a defined period).

This means either:
Load Subset of Data in Memory
Load Summary and Parameterized Detail Views
ROLAP (Dynamically explore datasets)

Consequently, for direct access, Panopticon is only as fast as the underlying data platform, or the refreshing of result
set caches.

When data is not changing on a timely basis, such as a daily updated data warehouse, there is the additional option
of retrieving data into a data store.
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Consequently:

Only required data is retrieved. Majority of the data stays in the underlying data sources.
Typically aggregated, conflated, filtered data is retrieved.

Behind each dashboard part (visualization) is a micro-cube.

Each cube is designed for streaming real time updates.

Behind each cube is a real-time data table (also powering filters).

Behind each data table is a resultset cache.

Behind the cache is the underlying data repository.

Caches can be loaded on the fly, or pre-loaded on a periodic basis.

All caching is optional.

O 0 0 0 0 0 0 0 O 0

Consequently, data access is either:

Work Directly against underlying sources (either Exploratory Analysis (ROLAP), Or Pre-Defined
Parameterised Views)

Import data into the Data Store

Usage is typically Hybrid . Based on the characteristics of the underlying data, you choose whether to import to Data
Store, or query directly.

This is to cater for real world data landscapes, where different data has different data retrieval latency characteristics,
and different timeliness; and where there is too much data to simply load it all into memory.
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CONTENT REPOSITORY

Previous versions of the server stored workbook files in the Workbooks subdirectory of the application data
directory (i.e., /etc/panopticon/appdata / Workbooks ), and older versions of those workbooks in the
Archive subdirectory (i.e., /etc/panopticon/appdata / Archive ). Starting with the 2020.0 release,
workbooks are now stored in a version tracking repository, located in the .repository subdirectory (i.e.,
/etc/panopticon/appdata / .repository ).

The repository also stores other types of content that was previously stored in separate subdirectories of the
application data directory, such as data files and bookmarks.

The new workbook repository tracks changes to content, folders, and permissions. It also makes it possible for
multiple servers to synchronize their repositories, so you only have to make changes to a workbook on one node in a
server cluster, and it will automatically propagate to the other servers [see section on cluster configuration].

The first time you start the 2020.0 server, it will initialize an empty repository in the application data directory. If you
are upgrading an existing install, you have the option of migrating content from the old application data directory into
the new repository [see section on content migration].

For the list of properties that control the repository behavior, refer to those starting with 6 apository. 6in the
Properties: Panopticon section.

SERVER CLUSTER CONFIGURATION

When you have multiple servers running, you can set them up, so they synchronize content between them. The
servers will use an internal protocol over http(s) to propagate changes and make sure their content is the same.

The cluster component discovers the other servers and the topology that connects them and can use various
methods to do so. The cluster component also identifies one of the running servers as the leader, the others are
followers .

The leader-follower relationship determines how content is synchronized. A follower will immediately push any local
change to the leader, for example, when you save a workbook after editing it. On the other hand, a follower
periodically polls the leader for changes. This means the leader has the "latest" version of the content, whereas a
follower may lag by a few seconds. The leader is also special if there are conflicting changes, for example, if two
users edit and save the same dashboard. In this case, the leader's changes always win.

The REST services, that the servers call to synchronize content, expose potentially sensitive information such as
data tables and data source settings. They are protected by token validation just as other services on the server, and
only accept special "server" tokens that are never issued to users. A server can only get a token from another server
if they have both been configured with the same shared secret. That said, the calls are not encrypted, so if you
connect two servers over the internet, you will want to use HTTPS.

Even though the content synchronization makes it easier to run a set of servers as a cluster behind a load balancer,
you still need to use sticky sessions (session affinity). The server requires that a single user stays with the same
server instance for the duration of a session.

There are four different cluster modes:

None - Each server is completely stand-alone, and nothing will be synchronized. This is the default, and no
further configuration is needed.

Fixed - One server is the permanent leader. The other servers will synchronize with it if it is up. If the leader
goes down, the followers will log the problem, but will continue to run basically as stand-alone servers. When
the leader comes back up, they will start synchronizing again.
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In practice, the fixed mode has a single point of failure. Because the followers connect through the leader, even if
they keep running, their content will not be synchronized, and conflicts become more likely the more their content
diverge.

To configure fixed mode, set cluster.shared.secret to the same non-empty string on all, set
cluster.mode  to FIXED on all, and then set cluster.fixed.leader to the URL of the leader on the
followers only (leave it blank on the leader).

The leader URL should be the path to the web application, for example

http://panoserver:8080/panopticon/ . It needs to identify the leader server and be resolvable on
the network that the followers run on. If you use a load balancer, you cannot use the externally exposed URL, as
it always needs to resolve to the leader server. If the leader server is dynamically assigned an IP, you need to
take extra steps to assign it with a URL that does not change.

Bully - The server with the lowest ID (lexicographically) of the running servers is chosen as leader, and if it goes
down a new leader is automatically appointed.

When a new server joins a bully cluster, it needs to discover the current list of members and their IDs. To do this,
it tries to contact any running server from a list of known servers, called the boot servers. If any one of them
answers, it replies with the current members and leader. If none of them answers, it starts as the single member
of the cluster if it is one of the boot servers, or refuses to start if not.

In a sense, the bully mode is more flexible than the fixed mode since it eliminates the single point of failure. As
long as one server is still running, there will be a leader, so synchronization will happen. In another sense, it's
less flexible as you need to provide more non-changing URLSs, one for each server.

To configure the bully mode, set cluster.shared.secret (see above), set cluster.mode  to BULLY
on all, set cluster.bully.id to a unique ID string for each server (lower ID has higher leader priority), set
cluster.bully.bind on each to the URL on which the other servers can reach it, and
cluster.bully.boot to a comma-separated list of known server URLSs.

An example of bully configuration with three servers:
On server #1.

cluster.shared.secret =supersecretpassword
cluster.mode =BULLY

cluster.  bully. id=panopticon -1

cluster.  bully. bind=http://192.168.0.10/panopticon
cluster.  bully. boot=\
http://192.168.0.10/panopticon, \
http://192.168.0.11/panopticon

On server #2:

cluster.shared.secret=supersecretpassword
cluster.mode=BULLY

cluster.  bully. id =panopticon -2

cluster.  bully. bind =http://192.168.0.11/panopticon
cluster.  bully. boot =\
http://192.168.0.10/panopticon, \
http://192.168.0.11/panopticon

On server #3:

cluster.shared.secret=supersecretpassword
cluster.mode=BULLY

cluster.  bully. id =panopticon -3

cluster.  bully. bind =http://192.168.0.12/panopticon
cluster.  bully. boot =\
http://192.168.0.10/panopticon, \
http://192.168.0.11/panopticon
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Note that only servers #1 and #2 are boot servers, and that only id and bind differ between servers. With this
configuration, servers #1 and #2 can be started in any order, but at least one of them must be up before #3
starts. On the other hand, you can add server #3 without #1 and #2 knowing about it up front, so non-boot
servers can be useful in auto-scaling scenarios.

One caveat with non-boot servers is that if all the boot servers go down, a non-boot server will become the
leader. If a new server joins, or a boot server rejoins, there is no way for them to see this, and you will end up
with two separate clusters.

Kubernetes - The servers discover each other through the Kubernetes API Server, and the one whose pod has
the lowest name (lexicographically) is chosen as leader. Each server periodically refreshes this information, so if
the list of available pods changes, they adapt.

To call the Kubernetes API, the server needs to know the address of the API Server and have valid credentials.
By default, the address is passed into the pod via Kubernetes downward API as environment variables
KUBERNETES_SERVICE_HOST/PORANd the credentials are mounted to
Ivar/run/secrets/kubernetes.io/serviceaccount/ , and the server will use these, so no extra
configuration is needed.

The server discovers the other servers (pods) with a Kubernetes label selector. You can use any label and any
selector for this, e.g., give each pod the metadata label "app" with value "panopticon” and use the selector
"app=panopticon”. The server will assume that all pods returned by the query are standard Panopticon servers.

You also need to tell each server what its own pod name is, so it can tell if it's supposed to be a leader or
follower and avoid calling itself. You can use the Kubernetes downward API to pass this in: use valueFrom,
fieldRef and fieldPath "metadata.name" (see example below).

To configure the Kubernetes mode, set cluster.shared.secret (see above), set cluster.mode  to
KUBERNETES, set cluster.kubernetes.id to the pod's name, set
cluster.kubernetes.label_selector to the pod selector, and

cluster.kubernetes.peer_path to the web application path.

If the pod that runs the Panopticon server container also runs other containers, the first container will be used. If
this is not the case, you can set cluster.kubernetes.container_name to the name of the container

that runs the Panopticon server.
Example yaml snippet:

template:
metadata:
labels:
app: panopticon
spec:
containers:
env:
- name: CLUSTER_SHARED_SECRET
value: supersecretpassword
- name: CLUSTER_MODE
value: KUBERNETES
- name: CLUSTER_KUBERNETES_ID
valueFrom:
fieldRef:
fieldPath metadata.name
- name: CLUSTER_KUBERNETES_LABEL_SELECTOR
value: app=panopticon
- name: CLUSTER_KUBERNETES_PEER_PATH
value: panopticon/
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SYNCHRONIZING TOKENS

When a user has authenticated successfully with a server, a token is issued that is passed back and forth in a cookie.
These tokens may be long-lived with a default expiration time of seven days and normally automatically reissued. So,
when the server is regularly used, the user will rarely need to log in again. Similarly, API tokens never expire.

Normally, a token issued by one server is only valid on that server. The server keeps track of issued tokens and
validates each incoming token against its stored tokens. Furthermore, tokens are revoked when an administrator logs
out a user, and the token is removed from the serveros | ist.

If there are multiple servers that are being used as a cluster with a load balancer in front, they should be configured to
have synchronized tokens. Even if the load balancer uses sticky sessions as it should, a token is typically valid for a
longer time than a session lasts, and the user should not have to log in again just because a new session is directed
to a different server than last time.

Token synchronization uses a different mechanism from repository synchronization. The repository stores content
with its change history, and there are scenarios where the user may want to synchronize one and not the other. For
example, there may be one QA server, and one production server then use a common login.

Tokens are synchronized through the cluster shared store. By default, this is just a subdirectory

<App Data>/shared/ which is not synchronized. The server also uses this store for other types of data that

should be shared bet ween s er (e, fosts thathave besnrupldaded, schelduled askd, | y cont e
most recently viewed workbooks of users, and other things).

To enable cluster store synchronization:

Change the property cluster.store.type from its default DIRECTORY to some other supported type
(see following section).

Configure the selected store type (again, see below).

Ensure all servers use the same cookie name in authentication.token.cookie , Or a cookie issued by
one server would not be visible to another.

Ensure all servers (i.e., validating server and the one that issued the token) have the same
<App Data>/token_secret . This secret is used to sign and validate tokens.

Cluster Shared Store: ZooKeeper

You can use Apache ZooKeeper as the shared storage for a Panopticon server cluster. After installing ZooKeeper
run it as a separate external server and then instruct Panopticon how to connect to it. Simply put, ZooKeeper is a
hierarchical key-value store. ZooKeeper can also run in replicated mode with failover if you want to ensure that the
cluster shared store does not become a single point of failure.

To choose ZooKeeper as cluster store:

1. Install ZooKeeper and ensure it is running when Panopticon starts.

2. Change the cluster.store.type property from its default value DIRECTORY to ZOOKEEPER.

3. Add the (required) property cluster.store.zookeeper.connect and set it to a standard ZooKeeper
connect string. This is a comma-separated list of one or more ZooKeeper servers in
<host>:<port>[/<chroot>] format.

Example:

cluster.store.type=ZOOKEEPER
cluster.store.zookeeper.connect=zkhost1:2181/pano,zkhost2:2181/pano
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NOTE We recommend that you use the optional chroot path as in the example above
to only give Panopticon access to a subtree of the ZooKeeper data.

Running StoreCLI

StoreCLI is a command line utility to manage the cluster shared store. You can use it to copy data from one store to

another. It is bundled in the WAR file and can be run from <tomcat_home>/webapps<context>/WEB - INF:

Linux: bin/storecli (after setting execute permission)

Windows: bin/storecli.bat

Copying from a ZooKeeper to a DIRECTORY Store

This is useful if you want to set up a task to back up cluster shared data that is in ZooKeeper if you do not back up
ZooKeeper separately, or if you want all backup data in a common directory.

1. Inashell or command prompt, navigate to <tomcat_home>/webapps/<context>/WEB - INF.

2. Stop the Panopticon server.

3. Execute the following command (replace with your ZooKeeper connect string and output directory path):

For example:

bin/storecli copy \
source.factory=com.datawatch.cluster.store.zookeeper.ZooKeeperStoreFactory \
source.connect=localhost:2181/pano \
target.factory=com.datawatch.cluster.store.file.FileStoreFactory \
target.path=/tmp/cluster - shared - backup

To copy in the other direction, for example to restore data from a backup into ZooKeeper:

1. Make sure that the target ZooKeeper <chroot> (e.g.,/pano above) is empty.

2. Stop the Panopticon server.

3. Runthe command above, but with source and target switched.

For example:

bin/storecli copy \
target.factory=com.datawatch.cluster.store.zookeeper.ZooKeeperStoreFactory \
target.connect=localhost:2181/pano \
source.factory=com.datawatch.cluster.store.file.FileStoreFactory \
source.path=/tmp/cluster - shared - backup

Panopticon Real Time 2026.0 - Installation and Reference Guide

57



EXPORTING LEGACY FILES

Starting with Panopticon 2020.0, the new server installation will no longer include Workbooks and Data folders in
the AppData folder. To recreate these folders and export workbooks and their associated data files,
GroupAccessRestrictions , and parameters that are stored inside the repository, you can either:

do a POST call to
http://Thost]:[port]/[serverappname]/server/rest/server/export/legacy/file
s?replaceExistingDataFiles=true&replaceExistingWorkbooks=true

Example:

http://localhost:8080/panopticon/server/rest/server/export/legacy/files?re
placeExistingDataFiles=true&replaceExistingWorkbooks=true

or perform the following steps

1. Setthe documentation.enabled property in Panopticon.properties to true .

documentation.enabled=true

2. Restart the server.

3. Access the REST API to call the /rest/server/export/legacy/files service using this URL:
http://[host]:[port]/[serverappname]/swagger - ui.html
Example: http://localhost:8080/panopticon/swagger - ui.html

The Panopticon REST API page displays.
4. Selectlegacy in the Select a Definition drop-down list.
Expand the Server section and find the Export Legacy Files service then run it.

If successful, the Data and Workbooks folders are recreated in the AppData folder with the exported
workbooks, data files, parameters, and GroupAccessRestrictions.

UPGRADING PANOPTICON REAL TIME

The server stores all its content in the AppData (e.g., /etc/panopticon/appdata ) directory. Ensure that you
back up this directory frequently. You can always revert the server to an earlier state by restoring the entire
AppData directory from a backup.

In general, a newer server will use an AppData from an older server, with exceptions for some types of content that
you may need to migrate manually. In contrast, the server will refuse to start if you point an older server to an
AppData that has been used with a newer server.

NOTE Two servers should never share the same AppData directory.

It is recommended that you try out the new server version with your existing content before you decide to upgrade.
The best way to do this is on a dedicated server machine, or at a minimum on a separate Tomcat instance. You
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should use a separate AppData directory for the new server while you are evaluating it --- if for some reason you
decide to wait with the upgrade, you will not be able to use the new version's AppData on the old server, even if you
have not made any changes.

Summary of steps:

Make a full backup of the old server's AppData directory.

Configure a new Tomcat, ideally on a separate machine.

Put the new server WAR file in the new Tomcat's webapps directory.
Copy the entire AppData from the old server to the new server.
Make sure the new server is pointed at the new AppData copy.
Read below for how content is migrated between versions.

Start the new server and then review its log file carefully to see if there were any warnings related to migration.

© N o g M 0D PR

Try out the new server. Keep in mind that content created or changed on the new server cannot be moved back
to the old server if you decide to roll back.

9. If you have continued to use the old server in parallel with testing, you should copy over the AppData again to
make sure you have the latest content.

Content Migration

The format of the AppData changes between versions. Certain types of content may be moved to a different
location with the AppData e.g., bookmarks from loose files into the repository for version tracking and cluster
replication. Frequently, new features may be added to the content which may include changes to the content models,
e.g., workbooks with new property. Typically, a newer server version will do this migration behind the scenes when it
first starts up, and any issues found will be logged with at least a warning level.

NOTE After starting a new server version for the first time, check the log file for
warnings. It is much easier to address these issues immediately than later, for
example, if you wish to redo a one-time migration step.

By default, the server will check for content in an old location in AppData and do a one-time migration of anything it
finds when it starts. Typically, the server will copy old content from loose files into the repository. This type of
migration is controlled through the repository.migrate.<type>.path properties in
Panopticon.properties

For example, in versions 21.1 and older, the server stored workbook bookmarks as loose files in the

AppData /Bookmarks/  directory. Version 21.2 stores them inside the repository in AppData /.repository/
instead. The property repository.migrate.bookmarks.path defaults to Bookmarks which is relative to
AppData and therefore points to the 21.1 bookmark files. When the 21.2 server starts, this can happen:

There are no bookmarks in the repository but are available in AppData /Bookmarks/  or to some other
location you have set the property to. The server will do a one-time migration and move them into the repository.
The result of this will be logged. The old bookmark files are left in the old location but will no longer be used.

There are bookmarks in the repository. You may have created them on the new server, or the migration has run
already. In this case, it does not matter if the old location has bookmarks or not, and the server will log a
warning that it will not run a second migration. To get rid of the warning, simply blank out the property value.
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There are no bookmarks in either location, but the property is still set. This would be the default on a new
server. In this case, you will get a false migration warning because the server cannot find
AppData /Bookmarks/ . Again, just blank out the property value to get rid of the warning.

NOTE 1 Because the server will not migrate a type of content (e.g., bookmarks) if that
type of content is already in the repository, you will need to delete the
repository to run the migration again. The easiest way is to start over with the
AppData from the old server.

1 After the content has been migrated, the original files are left in the old
location in AppData . They are no longer used, to clean up, you may want to
delete them after you have checked the logs for any migration issues.

There are some types of content that have changed so much between releases that they cannot be automatically
migrated like this.

Workbooks in version 17 and older were stored as individual EXW files in <appdata>/Workbooks/ . You can
use the repository.migrate.workbooks.path property to migrate them, but we do not default this to the
old location, and for clarity you need to use an absolute path if you set it.

NOTE  Workbook history was previously stored in <appdata>/Archive/ and as of
version 2026 can no longer be migrated. If you need it, migrate via some version
between 17 and 2026.

Data files used with text data sources can now optionally be stored in the repository so they can be bundled with the
workbook and replicated to other servers in a cluster. You can still have data files in AppData / Data/ , so old
workbooks will continue to work on new servers, but old files are not automatically migrated into the repository.

Permissions on workbook folders were in version 17 and older stored in XML files in the AppData / Workbooks/
subtree. The permissions model has changed completely since then, so they are not automatically migrated. To
migrate permissions from version 17, you need to:

1. Use PCLI convertpermissions to create a permissions template which, as closely as possible, reflects
the old permissions. This is a single JSON file which the new server can apply to its repository.

2. Review the generated permissions template in a text editor to make sure it is correct.

3. Point the repository.startup.apply.permissions.path to the template file and start the server.
You can control how the template is applied with the properties
repository.startup.apply.permissions.clean and
repository.startup.apply.permissions.create

4.  Clear the properties after the server has started, or they will be applied on each startup overwriting changes you
make.

Authentication tokens are server specific. They will only work on a new server if it has the same

<App Data>/token_secret contents as the old server that created them. In addition, a normal user token is
also stored as cookie in the user's browser and will only get sent to a new server if it has the same URL as the old
server. For these reasons, tokens are not automatically migrated, and users will have to log in again.

The exception to token migration is API tokens. In version 21.1 and older, these were stored in

AppData /APIToken /. In 21.2, all tokens, including the API tokens, are stored in the shared cluster storage (even if
you only have one single server), by defaultin AppData /shared/tokens /. See also the section on
Synchronizing Tokens. If the server finds API tokens in the old location, they will be migrated on startup.
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[3] AUTHENTICATION

Panopticon Real Time provides multiple approaches to authentication. It can easily be configured to use different
authentication methods depending on the environment and the setup. Panopticon does not have any support for user
management or administration of users.

Authentication in Panopticon is a two-step process:

1. The user provides their identity using the selected method.

The username, which should be unique across all users, and their list of user groups are provided. The user
groups can have arbitrary names and have no special meaning in Panopticon, but you can use them to set
permissions on folders.

2. Assign roles to the users, effectively deciding what they can do.

All authentication-related settings should be made in the <appdata>/security.yml file. The server creates a
template for this fil e wh eFormoreinfermatian bnsthe YAML fotmatsseethet al ready t h
Appendix.

ASSIGN ROLES

Users can have one or more roles in Panopticon:

N

Vi evwer Al |l owedok oat wor kbooks.
Designers All owed to create and edit workbooks.
Admini strator Al l owed to have access to features | ik

Map your users to Panopticon roles using their user group memberships and usernames. Groups are preferred to
avoid listing individual users in the configuration.

The following properties control the mapping and take a comma-separated list of one or more values. Each property
is optional.

access.administrator.groups List of group names where all me;
access.administrator.users List of individual wusernames of

access.designer.groups Groups where members become desi |
access.designer.users Usernames of users that become d
access.viewer.groups Groups where members become Vi ew:
access.viewer.users Usernames of wusers that become vVvi
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There are two more properties that control role mapping:

access.default.roles Applies toarusoer d itshteetd in the regul
with username, or as members of a
VI EWER ef DEISt ) GNER D#MI ANl STRATOR

access.list.delimiter Can be used to change the default
mappings to something else if your
commas .

Example role mapping settings:

access:
administrator.groups: pano - admins, managers
administrator.user: cto@company.org
designer.groups: pano - editors, pano - reviewers
viewer.groups: pano - users
default.roles: VIEWER

In an organization where only selected users should have access to Panopticon, you have two options:
C  The authentication approach (preferred)

Configure the authentication layer so that only authorized users are let in. For example, with LDAP, use an OU in
your user - dn- patterns  that only have Panopticon users as members, or with OAuth, assign only these

users to the application.
C  The content access control approach (fallback)

Change the permission of the Panopticon content root folder so that the group names associated with the viewer
and designer roles have access and remove the permissions for Everyone .

NOTE Users that are administrators always have full access to all folders.

GENERAL SETTINGS

You can allow anonymous users to use Panopticon. In this mode, a user can browse workbooks and view them

Sign In
without first logging in. The Ul will display a g button that users can click to authenticate and get their

normal permissions.
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Permission settings can be done in the following properties:

authentication.required Setf albtsoe al | ow andmeenfdas| ugwalleu

authentication.logout.success - When a user | ogs out ofL Paolaotptti

url at the bottomndf priod idieglptane,
redirectedWélacépmaegee .t Hd you hav
requitthed will trigger authenti
sig@m your user may be automat.i
Add and set to send users somew
NOTE:hi s can also be useful i f
inside a | arger application.

METHODS

You can use any of the methods below to authenticate users, but you can only have one method selected at a time.
The server will not start if you have more than one. Example configuration for each is given in the default
security.yml file. Select a specific method by adding or uncommenting the related properties in the
configuration.

Panopticon uses Spring Security for authentication. Properties below that start with spring.  all have their default
names and can be looked up in the Spring documentation. Properties that start with authentication. are
Panopticon-specific.

Some properties below have sensitive information such as passwords. If you do not want to store them in clear text in
security.yml you can move them to Secret.properties

Username and Password

This is the default method and will be used if you have no other method-related properties in security.yml .In
this mode, the server expects a list of users and their groups in the <appdata>/users.xml file. The server
creates a template for this file when it starts if itds not

NOTE 1 The default users.xml  has example users, but they are all commented out.
This means that out of the box, the server will use username and password, but
has no known users, so you candt real
configuration (i.e., there will be a single viewer user named user with a one-time
random password).

1  Use this mode for testing and very simple setups only.

LDAP

To use the Lightweight Directory Access Protocol (LDAP) as an authentication method, first configure the connection
to your LDAP server and a user that has permissions to search users and groups. For example:

spring.ldap:
urls: 'ldap://ldap - host - name:389/'
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username: 'cn=admin,dc=company,dc=org’
password: 'admin123'
base: 'dc=company,dc=org'

The spring.ldap.base property is optional and can be used to define a root which the rest of the configuration
is relative to.

Next, define where to find the users. Panopticon uses bind authentication against LDAP, so it will try to log in to the
LDAP server with the credentials entered by the user. In the example below, {0} is a placeholder where the entered
username will be substituted.

authentication.ldap:
user - search.base: ou=sales
user - search.filter: (objectClass=user)
user - dn- patterns: uid={0},ou=users

NOTE user - search is optional but useful if you have a complicated user structure. You
can list multiple user - dn- patterns if you separate them with semicolon.

Finally, tell Panopticon how to f {Ohids eaa cphl aucseehrodlsd egrr owhpe rnee nibhee
DN will be substituted.

authentication.ldap:
group - search.base: ou=groups
group - search.filter: (member={0})
group - role - attribute: cn

Active Directory

To use Active Directory (AD) as an authentication method, you need to first configure the AD server. Then provide
the following:

authentication.active - directory:
urls: Idap://host - name:389/
root -dn: ou=example, dc=company, dc=com

Thaertiseld is mandatory and can take multipbepbREBedpbrhecess:
can 3B@8B3268 With the | atter, Panopticon does a global search i

mul ti/subdomain set wup. However, the PanoptmembenOfserver canno
properties would be missing.
The root-dn field is optional. If the field is in Security.yml but empty or not defined, then the AD search would

happen for the entire domain. But if it is defined like, ou=example,dc=company,dc=com , then only users from
that ou would be extracted along their assigned group even if that group sits outside that mentioned root-dn.

OAuth 2.0

A typical OAuth configuration looks like this:

spring.security.oauth2.client:
registration:
our - okta - app:
client - id: Oodfhiuhvb5d7
client - secret: r7rFsdgkjsdgpUXB
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scope: openid, profile, groups
provider:
our - okta - app:
issuer - uri: https://dev - 8052349.0kta.com

our - okta - app is a name that you choose yourself for the registration. This is because Spring Security normally

supports multiple registrations. It can be anything, but it needs to be the same in both locations, and it affects the
redirect URI.

From the OAuth server, you need three things: the ID and secret for the client that you have registered there for
Panopticon, and the URI to the server itself. The scope shou
groups, and the application should be configured to return the groups in a claim.

On the OAuth server side, you need to register a Panopticon endpoint as a valid sign -on redirect URI (or similar).

This endpoint is /login/oauth2/code/<reg - name>, where <reg - name> is what you chose for the
registration in security.ymi . For example,
https://company.org/analytics/login/oauth2/code/our - okta - app, assuming you expose

Panopticon at https://company.org/analytics

Panopticon gets the username from the preferred_username claim, and the user groups from the group s
claim by default. If you want to use other claims, this can be configured via:

authentication.oauth2.username - claim (default preferred_username )
authentication.oauth2.groups - claim (default groups )

The configuration above only works if the OAuth server exposes the default metadata endpoint (i.e., /.well -
known/openid - configuration or /.well - known/oauth - authorization - server ). Ifit does,
Spring Security can get most of the necessary configuration from there. If not, you need to manually provide this
configuration. The list of available properties can be found here and other resources on the web:

https://docs.spring.io/spring-security/reference/6.1/servlet/oauth2/login/core.html#oauth2login-boot-property-
mappings

SAML 2.0

A typical SAML configuration looks like the following:

spring.security:
saml2.relyingparty.registration:
our - okta - app:
assertingparty:
metadata - uri: https://login.company.org/sso/saml/metadata

our - okta - app is a name that you choose yourself for the registration. This is because Spring Security normally
supports multiple registrations.

On the SAML server side, you need to register a Panopticon endpoint as the single sign -on URL (or similar). This
endpoint is /login/saml2/sso/<reg - hame>, where <reg - name>is what you chose for the registration in
security.yml . For example, https://company.org/analytics/login/saml2/sso/our - okta -
app, assuming you expose Panopticon at https://company.org/analytics

Panopticon uses the NamelDe | e ment in the SAML response as the userds user
the groups attribute. If you want to use an attribute as username, or a different attribute for the groups, this can be
configured via:

authentication.saml2.username - attribute (Default not set, use NamelD)

authentication.saml2.groups - attribute (Default groups)
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You get the metadata - uri from the SAML server. Spring Security will fetch the rest of the required configuration
from there. | f this doesndt exist, or is not publicly expose
The list of available properties can be found here and other resources on the web:

C  https://docs.spring.io/spring-security/reference/6.1/serviet/sami2/login/overview.html#serviet-samli2login-
minimalconfiguration

C  https://github.com/spring-projects/spring-boot/blob/3.1.x/spring-boot-project/spring-boot-
autoconfigure/src/main/java/org/springframework/boot/autoconfigure/security/saml2/Sami2RelyingPartyProperti
es.java

NOTE When Panopticon initiates a SAML login, it stores verification information in the
userds HTTP session. To find and valide
browser passes the session cookie back. By default, SAML finishes with a cross-
site POST which the browser considers insecure and therefore omits the cookie.

To make an exception for the session cookie, add this to security.yml

server.servlet.session:
cookie.same - site: None
cookie.secure: true

This sets SameSite=None on the cookie, instructing the browser to include it in

the cross-site POST. Cookies can only have this attribute if they also have Secure
set. This means that you must use HTTPS with these settings.

If the SAML server requires that you sign the SAML requests, you need to provide a pair of credentials: a private key
and the corresponding public certificate . The certificate used to validate the signatures on SAML responses is
automatically downloaded with the metadata.

spring.security.saml2.relyingparty.registration:
our - okta - app:
assertingparty:
metadata - uri: https://login.company.org/sso/saml/metadata
signing.credentials:
- private - key - location: file:/creds/key.pem
certificate - location: file:/creds/cert.pem

AUTHENTICATION COOKIE

To reduce the number of times that a user is required to log in, you can configure a JWT cookie that will be sent to
the userds browser. This cooki sappdata¥sharéddakens/y a acdazanordys pondi ng
be used to authenticate if the cookie is still valid and the token file exists.

The properties that control the cookie all have the prefix authentication.token. and should be set in
security.yml

cookie .name The cookie name. PpPhekeafault value
cookie.domain The cookie domain. The default is
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cookie.path The cookie path. Th€odségquknhtlyg, nol
from the incoming request is wused

cookie.http - only Determined hehewhdé&iled accessi bl eThe
defaultfabhseae is

cookie.secure Determined hehewhéableadnlsegnt overMheTTI
default valAusesitigsre nfollageitf the incor

cookie.max - age Det er niomew | ong 1 BalTthlo kd ef aul t sveal
days) . I f you do not specify a uni

cookie.same - site Deter mit hes cbfolke epassed aTtheosdefsadulet
Laxand athheer op%t minsil oan: ee

refreshable Determi nes hehewhdéimled renewed aut oma
i s adhieveefauttuegal ue i s

The JWT token cookies are signed and validated using the contents of the <appdata>/token_secret file. The

server creates this file with random contenti f it doesndét exist when it starts.

cookies to be valid across multiple servers (e.g., when running them in a cluster), you need to make sure that they all

have the same file contents.

SECURITY HEADERS

Spring Security enables many HTTP security headers by default. This is according to recommendations and best

practices.

However, there may be scenarios where you want to customize or disable some of them (for example, to run the

Panopticon JavaScript APl examples).

The headers.frame - options.policy property controls the X-Frame-Options header. Valid values are

DENY (default), SAMEORIGIN, or blank (to disable).

MIGRATE

Panopticon started to use Spring Security in 2024.1, and with this came changes to the security-related configuration.
One major difference is that we decided to move the security settings to the new <appdata>/security.yml

file.

This was done for two reasons. First, the Panopticon.properties

The properties that have moved all start with authentication.

file cannot have comments, and explicitly
lists every available property, even the ones with default values and the ones that are not used. Second, many Spring
properties have very long and repeated prefixes, and the YAML format makes this much easier to read.

Oor access.

and your original ones in

Panopticon.properties will be left there after upgrading, but you will get a warning message in the server log
each time it starts until you have moved them out of there. Also note that authentication method-related properties

have changed radically.

You now select authentication method by configuring it. For example, if you previously had OLAP and SAML
properties set up, and switched between them with authentication.type

in security.yml and switch by commenting one of them out.
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Spring Security now provides web application protection, so it takes over some aspects that were previously handled
by Tomcat. For example, some security headers and the CORS filter are now configured in security.yml too.

Miscellaneous

The authentication.token.secret value has moved out into the <appdata>/token_secret file. It
should get migrated automatically, but you may want to double-check that the file contents are the same as the old
value. This makes sure that JWT token cookies issued by the old server are still valid, but it is also important if you
manually configured this value (e.g., to run servers in a cluster).

The authentication.logout.redirect.url property is now named
authentication.logout.success -url andis set in security.yml

Username and Password

If you used <tomcat - home>/conf/ftomcat - users.xml to list your users, you need to move them from there
into <appdata>/users.xml . Note that the syntax is different, and because the Spring Security format expects
hashed passwords by default, you need to prefix them with {noop} if you want to store them in clear text.

NOTE  authentication.type=BASIC is no longer needed. Username and password
are the default method.

LDAP
Previously,y ou woul d configure LDAP through a JNDI realm in the
<tomcat - home>/conf/Catalina/localhost/panopticon.xml , or possibly globally in web.xml .
You now do it in security.yml instead, and the property names are different from the XML attributes you used:
connectionURL spring.ldap.urls
connectionName spring.ldap.username
connectionPassword spring.ldap.password
userPattern authentication.ldap.user - dn- patterns
userBase authentication.ldap.user - search.base
userSearch authentication.ldap.user - search.filter
roleBase authentication.ldap.group - search.base
roleSearch authentication.ldap.group - search filter
roleName authentication.ldap.group - role - attribute
NOTE  You no longer need authentication.type=BASIC . This meant username
32?aglatl.ssword authentication (of which LDAP is a special case) and this is now the
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OAuth 2.0

If you had OAuth configured in Panopticon.properties , you would only need a few values from there. Move
them into security.yml as follows:
authentication.oauth2.client.id goes to client - id in the registration.
authentication.oauth?2.client.secret becomes client - secret
authentication.oauth?2.login.scope becomes scope but comma-separated.
authentication.oauth2.login.url becomes issuer - uri but remove the endpoint path.
authentication.oauth2.identity.attribute.username becomes
authentication.oauth2.username -claim but only if ito6és not preferred_useé
authentication.oauth2.identity.attribute.roles becomes
authentication.oauth2.groups -clam but only if itds not groups.

IMPORTANT The endpoint in Panopticon that the OAuth server should redirect to after
authentication has changed in, what you used to have in

login.callback.url , from /server/rest/auth/login , to the
Spring Security standard path /login/oauth2/code/<reg - hame>. You
need to update the sign -in redirect URI or similar on the OAuth server side to
reflect this.
Also note that Panopticon now has support for OpenID Connect (OIDC), whi ch it previously didnoét,

tweak the configuration before to avoid OIDC, you no longer must do that.
For example, if your Panopticon.properties had this:

authentication.oauth?2.client.id=0odfhiuhvb5d7
authentication.oauth2.client.secret=r7rFsdgkjsdgpUXB
authentication.oauth2.identity.attribute.roles.pattern=
authentication.oauth2.identity.attribute.roles=pano - groups
authentication.oauth2.identity.attribute.username=preferred_username
authentication.oauth2.identity.method=HEADER

authentication.oauth2.identity.url=https \:/ldev -
8052349.0kta.com/oauth2/v1/userinfo
authentication.oauth2.login.callback.url=http \ :/[company.org/panopticon/serve

r/rest/auth/login

authentication.oauth?2.login.redirect.url=
authentication.oauth?2.login.response.type=code
authentication.oauth2.login.scope=openid profile groups
authentication.oauth2.login.url=https \:/ldev -
8052349.0kta.com/oauth2/v1/authorize
authentication.oauth2.logout.redirect.url=
authentication.oauth2.logout.url=https \:/ldev -
8052349.0kta.com/oauth2/v1/logout
authentication.oauth2.token.method=BODY
authentication.oauth2.token.url=https \ ://[dev - 8052349.okta.com/oauth2/v1/token
authentication.type=OAUTH2

Then your security.yml| should look like this:
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spring.security.oauth2.client:
registration:
our - okta - app:
client - id: Oodfhiuhvb5d7
client - secret: r7rFsdgkjsdgpUXB
scope: openid, profile, groups

provider:
our - okta - app:
issuer - uri: https://dev - 8052349.0kta.com
authentication.oauth2.groups - claim: pano - groups

And you should change the sign -in redirect URI (or similar) on your OAuth server from

http://company.org/panopticon/server/rest/auth/login to
http://company.org/panopticon/login/oauth2/code/our - okta - app.
SAML 2.0
If you had SAML configured in Panopticon.properties , you would only need a few values from there. Move
them into security.yml as follows.
authentication.saml.identityprovider.url can be used to guess the metadata-uri (try
appending /metadatatoit), but i tds safer to |l ook it up on the SAML ser
authentication.saml.assertion.username becomes
authentication.saml2.username - attribute , but if the NamelD in your SAML responses already
has the username you can just leave it out.
authentication.saml.assertion.roles becomes authentication.saml2.groups-attribute but
only if itdéds not groups.

IMPORTANT The endpoint in Panopticon that the SAML server should redirect to after
authentication has changed in what you used to have in

assertionconsumerservice.url from
/server/rest/auth/login () to the Spring Security standard path
/login/saml2/sso/<reg - name>. You need to update the single sign -

on URL or similar on the SAML server side to reflect this.

For example, if your Panopticon.properties had this:

authentication.saml.assertion.roles=pano - groups
authentication.saml.assertion.username=uname
authentication.saml.assertionconsumerservice.url=http \ :/[company.org/panoptic

on/server/rest/auth/login

authentication.saml.certificate.name=1

authentication.saml.certificate.password=wasspord

authentication.saml.challenge.required=true
authentication.saml.identityprovider.certificate.file=/pano - creds/okta.cert
authentication.saml.identityprovider.logout.url=
authentication.saml.identityprovider.signature.validation.required=true

authentication.saml.identityprovider.url=https \:/ldev -
8052349.0kta.com/app/panosaml/exki7b0XIFO5d7/sso/saml
authentication.saml.keystore.file=/pano - creds/key.p12

authentication.saml.keystore.password=wassport
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authentication.saml.keystore.type=PKCS12
authentication.saml.login.redirect.url=
authentication.saml.logout.redirect.url=
authentication.saml.openam.meta.alias=
authentication.saml.protocolbinding=
authentication.saml.provider=OPENSAML

authentication.saml.serviceprovider.id=http \ :/lwww.okta.com/exki7bOXIFO5d7

authentication.type=SAML

Assuming NamelD already had the same value as the uname attribute, then your security.yml

this:

spring.security:
saml2.relyingparty.registration:
our - okta - app:
assertingparty:
metadata - uri: https://dev -
8052349.0kta.com/app/panosaml/exki7b0XIFO5d7/sso/saml/metadata
signing.credentials:

- private - key - location: file:/pano - creds/key.pem
certificate - location: file:/pano - creds/cert.pem
authentication.saml2.groups - attribute: pano - groups

And you should change the single sign -on URL (or similar) on your SAML server from
http://company.org/panopticon/server/rest/auth/login to

http://company.org/panopticon/login/saml2/sso/our - okta - app.

NOTE Spring Security wants the signing credentials as two separate files: the private key
and the public certificate . You may need to export them from your keystore.
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[4] ADDITIONAL OR OPTIONAL
STEPS

FILE UPLOAD SIZE LIMITS SETTINGS IN
TOMCAT AND PANOPTICON

Starting with version 2020.0 and the introduction of web authoring, any connection to a file data source involves
uploading the file first to the server then loading its data into Panopticon. The upload happens as part of using the
data connector for the file.

Setting the limit of the file upload sizes are done in the following properties:

¢

maxSwallowSize

This setting is part of the overall Tomcat configuration, particularly for the HTTP connector, and is found in the
<tomcat>/conf/server.xml file.

maxSwallowSize controls how much data Tomcat will accept for upload before it is cancelled or terminated.
If the file size is larger than the file.upload.size.max.bytes , and the limit of maxSwallowSize s

hit, then Panopticon will never get a chance to send a proper error message about the file being too large. The
upload will simply be terminated with a message about an unknown error. It is therefore recommended to set the
maxSwallowSize  value high enough to the file size that Panopticon users are expected to load.

Any minus value (e.g., -1), means unlimited. Setting a minus value for maxSwallowSize creates a risk of
getting the Tomcat connection saturated by a very large file upload or being stuck in an infinite file upload. A
reasonable setting would be something between one to two times of the Panopticon
file.upload.size.max.bytes property value.

Example:

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443"
maxSwallowSize="100000000"/>

file.upload.size.max.bytes

This property is part of the Panopticon specific settings found in the Panopticon.properties file in the
Panopticon Appdata folder (i.e., /fetc/panopticon/appdata ).

This size limit property (in bytes) controls how large the files Panopticon will accept to connect to for loading
data.

If the file exceeds the size limit, there will be an informative error message that indicates the current size limit.
The size limit check can only take place on the condition that the file has already been successfully uploaded to
the server. The upload success depends on the limit set in maxSwallowSize
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TOMCAT MEMORY CONFIGURATION FOR
LINUX

NOTE It is recommended to increase the Java heap size of Tomcat to avoid the
initiation of garbage collection when memory usage hits the set threshold.

The steps may vary depending on how Tomcat was deployed.

Steps:

1. Stop Tomcat.

2. Create a file named setenv.sh

3. Place the file in the Tomcat bin folder.
4

Set the minimum and maximum heap size with the JVM T Xmsand T Xmxparameters. A minimum of 1 GB is
recommended. For example:

JAVA_OPTS="$JAVA_OPTS - Dfile.encoding=UTF -8 -server -Xms512m - Xmx2g"

NOTE 1  Setting the maximum value should be dependent on your system. Ensure
that the heap size is not larger than the available free RAM on your
system. It is recommended to use 80% of the available RAM not taken by
the operating system or other processes of your JVM.

9 If you configure your server with a maximum heap size that is too small,
you may experience very slow data loading times. The server will reach a
point where nearly all of the heap is used, and Java will start doing
garbage collection. This happens again and again, and garbage collection
becomes a very large portion of all the processing done. This leaves very
little system resources for the Panopticon server to process the data, and
a task that should take 100 milliseconds could be going on for 30 seconds
or more.

5. Save the file.

6. Restart Tomcat to apply the increase in the heap.

TOMCAT MEMORY CONFIGURATION FOR
WINDOWS

NOTE It is recommended to increase the Java heap size of Tomcat to avoid the
initiation of garbage collection when memory usage hits the set threshold.
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Steps:

1
2
3.
4

5.
6.

Stop Tomcat.
Create a file named setenv.bat

Place the file in the Tomcat bin folder.

Set the minimum and maximum heap size with the JVM T Xmsand T Xmxparameters. A minimum of 1 GB is
recommended. For example:

set JAVA_OPTS=%JAVA_OPTS%- Dfile.encoding=UTF -8 -server -Xms512m - Xmx2g

NOTE 1  Setting the maximum value should be dependent on your system. Ensure
that the heap size is not larger than the available free RAM on your
system. It is recommended to use 80% of the available RAM not taken by
the operating system or other processes of your JVM.

1 If you configure your server with a maximum heap size that is too small,
you may experience very slow data loading times. The server will reach a
point where nearly all of the heap is used, and Java will start doing
garbage collection. This happens again and again, and garbage collection
becomes a very large portion of all the processing done. This leaves very
little system resources for the Panopticon server to process the data, and
a task that should take 100 milliseconds could be going on for 30 seconds
or more.

Save the file.

Restart Tomcat to apply the increase in the heap.

SET CLIENT AUTOMATIC RECONNECTION TO
THE SERVER WHEN DISCONNECTED

When the client loses connection to the server, by default, it will no longer attempt to automatically reconnect to the
server.

A notification message displays such as below. Clicking the Reconnect link will attempt to reconnect to the server.
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performance, and outliers within peer groups.

They are represented by a colorful mosaic of enclosed circles based on your data. The size of a circle reflects its importance. The color conveys urgency or variance.

Circle Packs can also be cross tabbed, and offer an alternative to the Heat Matrix, with the added benefit of having both a size (typically relating to importance), and a color variable (typically
related to performance variance).

Most peopie can leam to understand the information presented in a Circle Pack in under a minute € even if that Circle Pack is showing cata représenting an undériying data set of
thousands of records.

A recommended altemnative to the Circle Pack is the Treemap, which can display a larger number of data points, and is easier to compare constituent data points.
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The AppData folder of Panopticon Real Time has a subfolder named JavaScriptConfiguration which
contains the file named workbook.json

Below is an example default content of a \JavaScriptConfiguration \ workbook.json file:

{

"baseUrl!" U
"forceClientSelectionHandling" : true,
"startUrl" R A
"dataLoading" A

“"transport" : "websocket"

";/vebGIEnabIed" : true,
"pdfMultiplePagesEnabled"” : true

To set automatic reconnection to the server, add the following parameter in the

JavaScriptConfiguration \ workbook.json file:
"automaticReconnectOnServerDisconnect" : true,
NOTE After each change in the workbook.json file, the Panopticon application

must be restarted.

A notification message is displayed below.Connecti on to server | ost: attempt.i

Panopticon Real Time 2026.0 - Installation and Reference Guide 75



& Intro Bar Bar2 BoxPlot Bullet Candlestick Categorical Line Graph  Circle Pack  Cross Tab Pivot Table  » Light -3 A O [ 7 Edt

outliers within peer groups.

They are represented by a colorful mosaic of enciosed circles based on your data. The size of a circle reflects its importance. The color conveys urgendy of variance.

Circie Packs can aiso be cross tabbed, and offer an aiternative to the Heat Matrix, with the added benefit of having both a size (typically relating to importance), and a color variable (typically related to
performance variance).

Most pecple can leamn to understand the information presented in a Circle Pack in under a minute 3€” even if that Circle Pack is showing data representing an underlying data set of thousands of
records.

A recommended alternative to the Circle Pack is the Treemap, which can display a larger number of data points, and is easier to compare constituent data points.

Flat Circle Pack 0 Cross Tabbed Circle Pack BB S

v - i Industry > Mcap{USD) r 1 Day Change % (USD) ¥ Region = Industry 1 Mcap(USD) 1 Day Change % (USD)

Q

Circle Pack Emphasising Hierarchy ®BE S

* = | Industry Supersector Symbol
e Mcap(USD) 1 Day Change % (USD)

Q

D

AUTOMATIC LOGOUT OF USERS ON TIMEOUT
TO SAVE UNUSED LICENSES

Users who have no activity and leave their browsers open may be logged out and their license units are checked out

by setting the following properties in the Panopticon.properties file:

e

Property Ti meout Session

Attribute timeout.session.enabled

Description Boolean value stating if timeout f

Default Val ue fal se

Property Ti meout Session

Attribute timeout.session.exception.delimiter

Description The delimiter to use for the wusern
ti meout.session.exception.user name

Default Val ue , (comma)
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Property Ti meout Session

Attribute timeout.session.exception.usernames

Description Usernames that should be excluded
Separated by the delimiter stated
timeout.session.exception.delimiter property.

Def ault Val ue

Property Ti meout Session

Attribute timeout.session.minutes

Description Mi nutes of inactivity before a use
user.

Default Val ue 480

Property Ti meout Session

Attribute timeout.session.notification.minutes

Description Mi nutes before a timeout that a no

the user.

Defaul t Val ue 1

NOTE 1  The timeout functionality is only enabled if property
timeout.session.enabled is set to true.

1 Each time a user actively interacts with the server, the timeout timer for that user
is reset. Just sitting idle on a tab in the Ul or having a dashboard open will not
reset the timer.

1 If timeout.session.notification.minutes has been set to a value > 0,
a notification will be sent to the user on an established notification subscription
on the websocket, X minutes before the timeout happens. This is the format of
the timeout notification:

{"TimeoutNotification":{"minutesUntilTimeout":1}}

1  When a session times out, a logout notification will be sent on an established
notification subscription on the WebSocket. This is the format of the logout
notification:

{"LogoutNoaotification":{"reason":"Logged out due to session
timeout"}}

I To abort a session timeout, all that is required is that the user interacts with the
server. To facilitate the process there is a new service that can be called using
GET on URL /rest/user/timeout/reset that will reset the timeout for the
calling user. The service itself does not do anything, but the layers the message
interacts with before reaching the service will count it as a user activity and
resets the timeout.
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SETTING THE TRANSPORTATION PROTOCOL

In previous versions, you can control which transportation protocol the browser would use for subscriptions to the
server by setting the value (WEBSOCKET or LONG_POLLING) in the client.data.load.transport

property in the Panopticon.properties file.

Starting with version 2020.2, you can instead edit the workbook.json ~ and admin.json in
<appdata>/JavaScriptConfiguration/ , where you add the section:

"dataLoading" : {

"transport"” : "websocket" or "long - polling"

NOTE 1  After each change in the workbook.json  and admin.json files, the
Panopticon application must be restarted.

T Tomcat automatically compresses data sent over websockets, but not over
HTTP (long polling). If you rely on long polling, enable compression of
JSON on Tomcatés HTTP(S) connector.

COMPRESSION

Data communication between the Panopticon Server and Client uses WebSocket, and this communication is
compressed automatically by Tomcat. However, the Panopticon Client, consisting of JavaScript files and .CSS files,

is retrieved over HTTP. Compression of HTTP responses

Tomcat but it is set to OFF by default.

By enabling compression in the Tomcat 10 configuration, the download size of the Panopticon client can be reduced
by 70 to 80 percent, where the uncompressed size is around 15 MB.

Compression in Tomcat 10 is configured in the conf/server.xml file. The following attributes are relevant:
useSendfi | Defaulrtueiwhentse@tany compression that Tomce
performed on the response will be dfababked
compressi (Def auwlftf Pessi bl eofuayif oe, s ecamruener i c al integer
compressi (Def auwlOt48 When compre®qi drhiiss agdtritbhaut e cont
ze of data before the output is compressed.
compressilDefault 1is
Type text/ html,text/ xml,text/plain,text/css,tex
son, appl i catTioom/dxdmla MI ME type, it must be

These attributes must be added to the Connector configuration in conf/server.xml
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Example:

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443"
maxParameterCount="1000"

useSendfile=0fal seo
compression=0forceo
/>

For further details about these configuration attributes, please refer to the Apache Tomcat 10 official documentation.

PANOPTICON REAL TIME CONFIGURATIONS
FOR EMAIL SEND OUTS AND ALERTS

NOTE

When triggering email send out via the REST API, scheduling email send outs,

or sending email alerts, Panopticon Real Time needs to be configured with valid
email server information.

The following values need to be configured in the Panopticon.properties

(e.g., letc/panopticon/appdata

Attribute

email.address
email.host

email.password

email.port

email.security.mode

email.sender_name

email.username

):

Emai | address where the alert wil

Host name used by the email servel

Emai | passwor d, i f avail abl e.

NOT BWh e n
aut henticate
passwéods mor e

using a Gmail account, yo
wi th the&Ri€gaiiln SWITtPh
information.

Port number used by the email ser
Security mode used when senNnddONE Sk
TLSThe vNMONEEI | | be used if there w
the property.

Sender Name alias to use when sen
Emai | account wusername.
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FONT INSTALLATION REQUIREMENT FOR PDFS
AND IMAGE EXPORT WITH CJK CHARACTERS

When creating PDF reports or exporting images from workbooks that contain text in Chinese, Japanese or Korean
(CJK), a font with CIK support is required. The font must be installed on the server operating system. Refer to your
operating system documentation on how to install a new font.

The PDF and image export functionalities in Panopticon will use the font specified in the workbook Theme. While
used in the browser, the workbooks and dashboards will get the suitable font by the browser if a font with CIK
support is needed.

When creating a PDF or an image, the browser is not involved since it happens on the server-side, and correct
characters depend on the availability of a font with CIK support on the local system of the server, plus the
specification of that font (e.g., Yu Gothic ), in the workbook Theme. For the list of CIK-supporting fonts, you may refer
to https://en.wikipedia.org/wiki/List of CJK fonts.

SETTING SERVER PROPERTIES THROUGH THE
ENVIRONMENT VARIABLES

Server properties set in the Panopticon.properties file in the AppData folder (i.e.,
/etc/panopticon/appdata ) are overridden by environment variables.

For example, you can supply a JSON object through the environment variable SPRING_APPLICATION_JSON that
will be parsed during server start up:

{

"server.id": "Test_Server",

"subscription™: {
"data.loading.pool.max.size": "5",
"broadcasting.pool.max.size": "6"

}

}

NOTE Ensure that you minify the JSON object before setting the environment variable.

This will override and set the following property values:

server.id=Test_Server
subscription.data.loading.pool.max.size=5
subscription.broadcasting.pool.max.size=6

As seen from the example above, you can use inline JSON annotations for properties that share the same prefix,
which in this case is subscription .

To override a single property, create an environment variable with the same name, but replace each '.' with an'_" and
use upper case.

Example: Override the property server.id
Name: SERVER_ID
Value: <some value>
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You can also override individual properties with environment variables. Just set a variable with the same name as the
property but with all letters in upper case and periods replaced with underscores. For example,
REPOSITORY_STARTUP_IMPORT_PATHS will override the repository.startup.import.paths in
Panopticon.properties
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[5] ADVANCED SERVER
DEPLOYMENTS

USAGE IN SSL ENABLED ENVIRONMENTS

Enabling SSL for Panopticon Real Time

The steps shown in this guide use the keytool and OpenSSL commands for managing keystores and certificates. The
keytool command is part of the Java distribution and can be found in JAVA_HOMEDbin . Make sure you have the

JAVA_HOMEDbiIn folder in your PATHenvironment variable to run the command.

C  Details on the keytool command can be found here:

https://docs.oracle.com/javase/8/docs/technotes/tools/unix/keytool.html

C  Details on the OpenSSL command can be found here:

https://lwww.openssl.org/docs/manmaster/manl/openssl.html

Follow the steps below to configure SSL for Panopticon Real Time using JKS/PKCS12 formats. For using the PEM
formats directly inside Connector, please refer to the Apache Tomcat SSL document link at the end of this section.

Steps:

1. Change directory to the CATALINA_ HOMIEconf folder, which is where we want to generate the Tomcat
keystore.

Do one from the following options:

Optonl. | f you dono6t have a certificate and private key file

NOTE Java is strict when validating the certificate of a host.

If the domain name store in the certificate does not match the domain of the
server, the connection will be rejected. Enter the target domain name

(www. mydomain. com) when keytool asks
running this command.

Create a keystore file to store the private key and self-signed certificate used to identify the server:
keytool - genkey - alias myalias - keyalg RSA - keystore keystore.jks

Option 2. If you already have a certificate and private key

NOTE You may need to have Administrator rights to run this command.
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openssl pkcs12 -export -namecast ~-in [certhname] .cer -inkey [certname] .key
- out keystore.jks

If the above OpenSSLcommandgi ves an fAUnabl e t othelcertdichte may betinbfnarnc at ed err or ,
format. Then use the below two commands, to generate the JKS file.

openssl x509 -inform DER  -in [certhame ].cer -out [certhame ] .crt

openssl pkcs12 -export -namecast -in [certhname] .crt -inkey [certname] .key
- out keystore.jks

2. Addan SSL HTTP/1.1 Connector entry in SCATALINA BASE/conf/server.xml

NOTE The keystorepass  should be the password you used while creating the
keystore in Step 1.

<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="conf/keystore.jks"
certificateKeystorePassword="keystorepassword" type="RSA" />
</SSLHostConfig>
</Connector>

3. Disable HTTP ports.

a. | f you donét wHINR protoenl, dishble angnciydted server access by commenting out the
default HTTP connector for port 8080.

<l -
<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

b.  If you want to redirect all HTTP traffic to HTTPS.

<l --
<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

Then add a security constraint entry in $CATALINA_BASE/conf/web.xml
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<security - constraint>
<web- resource - collection>
<web- resource - name>All</web -resource -name>
<url - pattern>/*</url - pattern>
</web - resource - collection>
<user - data - constraint>

<transport - guarantee>CONFIDENTIAL</transport - guarantee>
</user - data - constraint>
</security - constraint>
NOTE Make sure you assign the server.host.internal property when disabling

the HTTP port. If not, PDF generation may stop working. For example:
server.host.internal=https://localhost:8443/panopticon

4. After completing the configuration changes, you must restart Tomcat. When the process is back up you should
be able to connect over SSL using the URL below:

https://localhost:8443/panopticon
Details on how to configure Apache Tomcat SSL can be found at:

https:/tomcat.apache.org/tomcat - 9.0 - doc/ssl - howto.html

Defining a TrustStore

In scenarios that require TLS-enabled intra-service communication, we need to configure a trustStore. These
scenarios include, for instance, LDAP, SAML or OAuth integration.

A trustStore is essentially a keyStore, but where the keyStore is used to store private keys used to identify the server,
the trustStore is used to store public keys of trusted Certificate Authorities (CA). The trustStore is used to verify
certificates presented to the server when establishing an SSL connection.

Follow the steps below to create a new trustStore, import a certificate and configure Java to use the new trustStore:

Steps:

1. Create a new keyStore called truststore :

keytool - genkey - alias truststore - keyalg RSA - keystore
truststore.jks

2. Export a certificate from a keyStore:

keytool - export - keystore keystore.jks - alias myalias -file [ cert name] .cer

3. Import the certificate into the trustStore:

keytool  -import - trustcacerts - alias myalias -file  [cert name].cer -keystore
truststore.jks

You can also re-use a keyStore as a trustStore in which case the certificate does not need to be exported and
imported.

To configure a trustStore for Apache Tomcat you need to edit the JAVA_OPTS environment variable in the setenv
script, located in the Tomcat bin  folder.
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On Windows, setenv.bat:

set JAVA_OPTS= - Djavax.net.ssl.trustStore="C:/location/to/truststore
[truststore.jks"

On Linux, setenv.sh:

export JAVA_ OPTS="$JAVA OPTS -
Djavax.net.ssl.trustStore="/location/to/truststore/truststore.jks";
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[6] AUTHORIZATION

SECURE ACCESS

Panopticon workbooks published to the folders or subfolders in Panopticon Real Time can be secured by granting
allowed or denied permissions.

NOTE Beginning with version 16.1.0, new workbooks must be published in a folder
or subfolder to use their access restrictions.

However, workbook access restriction is still available and supported on older
workbooks that will be accessed in the current and later Panopticon Real
Time versions.

Creating Folders

A user with an Administrator role can create folders on the Workbooks and Data Library pages.

Users that log on with a Designer role will have their personal folder created and
NOTE displayed on the Workbooks, Data Library, Webhooks, and Themes pages (e.g.,
~designer).

Personal folders:

1 They are displayed and can be accessed for users with an Administrator or
Designer role.

1 Are where Designers can create workbooks and build dashboards. For more
information, refer to Altair Panopticon Web Authoring Guide on how to create
workbooks on the Web client.

Steps:

1. Onthe Workbooks or Data Library tab, right-click on the topmost folder, and select New Folder .

& Organization

2o Users
(21 MNew Folder
~designer
[f] Upload Workbook
S¢ Permissions

[+

Export Bundle

[+

Import Bundle
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NOTE Only Administrators are allowed to change the permissions on the root folder.

The Create Folder dialog displays.

Create Folder

Folder Name
Allowed + Read Write Modify
00 Everyone

e

Denied +

Cancel

NOTE 1 Everyone is available in the Allowed section by default.

1 Removing the Everyone group will mean that the folder and its subfolders
will not be available for public access.

1  The default group permissions on the root folder are WRITE + READ.

2. Enter the Folder Name.
3. Proceed to defining the Authorization to Allowed or Denied groups and users.

4. Click .

The new folder is displayed on the expanded Folder hierarchy list and on the Root Folder list.
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Altair Panopticon’  Workbooks Data Library Webhooks Alerts Parameters Themes System o
h Organization M Q_ Search Workbook | Name 7T = O @ (1)
OrderBook
ganization » OrderBook

29 Users v

0 ~designer

»
.Sal
There are no items in this space yet.
NOTE Folders that have permission settings different from the default will display with the

following icon:

Orders

20
7 workbooks

Default permission settings mean the workspace owner is the only allowed or
denied user or group.
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Adding Groups and Users with Allowed Authorization

A user with an Administrator or Designer role can grant permissions for users or groups to a workbook folder or
subfolder.

Steps:

1. Right-click on a folder (except the root folder) and select Permissions in the context menu.

sh Organization ~
Orders
4 Rename
28 Users 5
, Mew Folder
~designer
[f] Upload Workbook
,':-:" Permissions
(%] Export Bundle
(3] Import Bundle
Il Remove

The Permissions dialog displays.

Permissions for 'Orders'

Allowed + Read Write Modify
B0 Everyone 0 fi
Denied <+

Apply permissions to subfolders

2. Under the Allowed section, click the Add + icon.

A new User/Group Allowed section is displayed.
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3.

6.

Permissions for 'Orders'
Allowed Read

L9 Everyone

(o V] | . ®

Denied <+

Apply permissions to subfolders

Write

©

Modify

Select User or Group to be given permission in the drop-down list.
Allowed Read

80 Everyone

Group “ ‘ | o

Enter the user or group Name.
Select the permission level that will be granted to the user or group:

7 READ
Permission to read the folder.
1 READ + WRITE
Permission to write to the folder and read.

7 MODIFY + WRITE + READ

Write

©

Permission to read, modify, and write to the folder as well as create subfolders.

Allowed

D90 Everyone

| Group V| | Financials

Click * . The useror group is added under the Allowed list.

Allowed +
990  Everyone

B0 Financials
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7. You can either:

Select the Apply Permissions to Subfolders  checkbox

Permissions for 'Orders'

Allowed + Read Write Modify

B9 Everyone Q Tl
90 Financials a W
Denied -+

Apply permissions to subfolders

Wa 14 = will| overwrite all existing pe ssions on all subfolders

This means the permissions that will be used on all of the subfolders will be fetched from the root folder.

NOTE The Apply Permissions to Subfolders  option:

1 s only enabled when there is an existing subfolder.

1 Does not affect the private folders.

Leave the Apply Permissions to Subfolders  box unchecked and modify the permission properties of the
subfolders

8. Click to save the changes.

NOTE You can copy the usernames in the Permissions dialog by highlighting the text
then right-clicking and selecting Copy in the context menu.

Adding Groups and Users with Denied Access

Steps:

1. Right-click on a folder and select Permissions on the context menu.
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¢h Organization w

Orders
“  Rename
2o Users -
. MNew Folder
~designer
@ Upload Workbook
S¢ Permissions
(] Export Bundle
(%] Import Bundle
T Remove

The Permissions dialog displays.

Permissions for 'Orders'
Allowed + Read
D0 Everyone

D90 Financials
Denied +

[ ] Apply permissions to subfolders

Write Modify

o O
o

2. Under the Denied section, click the Add + icon.

A new User/Group Denied section is displayed.
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Permissions for 'Orders'
Allowed <+
B9 Everyone

89 Financials

Denied

Group v

Apply permissions to subfolders

Read Write Modify
(] ®
(] @

(] X

3. Select User or Group that will be given denied permission in the drop-down list.

4. Enter the user or group Name.

5. Select the denied permission level that will be granted to the user or group:

MODIFY

Prevent user or group to modify and create subfolders.
WRITE + MODIFY

Prevent user or group to modify and write to the folder.

READ + WRITE + MODIFY

Prevent user or group to modify and create subfolders, modify and write to the folder, as well as read the

folder.

Denied

User W John

6. Click ~ .The useror group is added under the Denied list.
Denied <+

O John

—

Repeat until all of the users with denied access are added.

7. Click to save the changes.
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Creating Subfolders

Steps:

1. To create subfolders, you can either click a folder:

On the expanded Folder hierarchy list

sh Organization w
Orders
Crders
42 Users w
~designer

On the Root workbooks/folders list

#h Organization v Q. Search Workbook
Orders
Folders
25 Users ~
Orders
~designer 0 workbooks

The Folders page is displayed.

2. Right-click on the folder and select New Folder .

+h Organization v Q, Search Workbook
Orders
[ Rename » Orders
2o Users
New Folder
~designer

Upload Workbook
Permissions
Export Bundle

Import Bundle

B B @ &

Remove

Refer to Creating Folders for the steps in creating the subfolders. Also, Adding Groups and Users with Allowed

Authorization and Adding Groups and Users with Denied Access for more information on adding Users and
Groups with allowed or denied authorization.

The subfolder is added.
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Altair Panopticon” Workbooks  Datalibrary =~ Webhooks  Alerts Parameters ~ Themes  System o

h Organization ¥ ([ Q Search Workbook | Name 7T = O ® & W
~ [0 OrderBook

B BidAsk Organization » OrderBook * BidAsk
29 Users V.

[ ~designer

There are no items in this space yet.

3. You can also opt to delete a subfolder by right-clicking on the folder and selecting Remove on the context menu
as long as it does not contain published workbooks.

#h Organization M [ Q  search Workbook )
~ [ OrderBook
7 BidAsk Organization * OrderBook
Folders
29, Users
[ -designer [P BidAsk
0 workbooks

Y Rename
New Folder
@ Upload Workbook
L9 Permissions
Export Bundle
Import Bundle
T Remove

A confirmation message displays.

Are you sure you want to remove the 'BidAsk' folder from the
server?
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Yes
Click

Updating Folder or Subfolder Properties

Steps:

1. To update folder properties, click a folder or a subfolder.

2. Right-click on the folder or subfolder and select Permissions .

sh Organization ~ Q se
- Orders
BidAsk Lraantz
[ Rename
Ao Users
MNew Folder
~designer
[f] Upload Workbook
9' Permissions
[¥] Export Bundle
(] Import Bundle
I Remove

The corresponding Permissions dialog displays.

Permissions for 'Orders'
Allowed <+ Read
B9 Everyone

D0 Financials

Denied <+

9 John 9

Apply permissions to subfolders

Write Modify

©

3. Make the necessary changes such as new folder name, add or delete users and groups.

4. You can either:

Check the Apply Permissions to Subfolders ~ box

This means the permissions that will be used on all of the subfolders will be fetched from the root folder.
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Leave the Apply Permissions to Subfolders  box unchecked and modify the permission properties of the
subfolders

NOTE The Apply Permissions to Subfolders  check box is not enabled when defining the
permissions for a subfolder.

5. Click to save the changes.

Downloading a Workbook

A user with an Administrator or Designer role with READ + WRITE permission to the folder is allowed to download a
copy of a workbook available in it.

Right-click on a workbook and select Download on the context menu.

[ Rename
How to OrderE (™ History
Modified 3 min

@ Move

[0 copy

4 Download
Export Bundle
*s5  Share

1] Remove

A copy of the workbook is downloaded.

Exporting Workbook or Folder Bundle

1 Data files associated with workbooks will only be included in the download if
NOTE they are available inside the repository.

1 Users will only be able to download workbooks from folders where they
have WRITE permission.
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Steps:

1. Right-click on a workbook or folder and select Export Bundle on the context menu.

||
I' 4 Rename
¥ Orders - =l 7
! How to Actions @ History
~desig 5] New Folder Modified 8 minute
@ Move
[f]  Upload Workbook
[0 copy
L9 Permissions
4 Download
%| Export Bundle
[: P Export Bundle
(¥] Import Bundle o Share
e
[ﬂ]’ Remove
Workbook Folder or Subfolder Context Menu Workbook Context Menu

A notification message displays.

Export Bundle for How To Actions

[include data files

Export Bundle for root

[linclude data files

Download | Cance |

2. Check the Include Data Files box to include the associated workbook data files in the download.

3. Click . A copy of the workbook or folder bundle is downloaded.
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Importing Workbooks Bundle

1 Users will only be able to import a bundle to folders where they have WRITE
NOTE permission.

1 Existing workbooks with the same name as the uploaded workbooks will be
archived, only if the new workbook differs from the current one.
Consequently, the uploaded version will be the current one.

1  The bundle must not exceed the value set in the property
file.upload.size.max.bytes in the
Panopticon.properties

Steps:

1. Right-click on a folder and select Import Bundle on the context menu.

¢ Organization

LS Orders
[£] New Folder
2o Users
[f] Upload Workbook
~designer
. S¢ Permissions

[+

Export Bundle

[+

Import Bundle

The Import Bundle dialog displays.

Import Bundle

Choose bundle to import Drag bundle here

Keep Folder Structure
Replace existing workbook

Cancel
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2. Toimport a bundle, you can either:

Drag it from your desktop and drop on the dialog, or
Click Choose Bundle to Import and select one on the Open dialog that displays.

The name of the selected bundle is displayed on the dialog box.

Import Bundle

Choose bundle to import Drag bundle here

Selected bundle: Actions.exz

Keep Folder Structure
Replace existing workbook

3. Check the Keep Folder Structure box.

This means the exported folder structure is maintained when uploading the bundle. If the folders do not exist on
the server, they will be created.

4. To replace an existing workbook, check the Replace existing workbook  box.
Import

5. Click

Data Level Secure Access

In this case the data being displayed is filtered to a particular authenticated user.
Data is filtered using the special parameter _user _id.

This _user _id parameter is replaced at run time by the authenticated user id in lower case.
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[4 Pararneter

Mame id

Default Value wssses

Is Encrypted &

OK | | Cancel

This parameter can then be used to restrict the data being retrieved, though use in either:

C  Connection Details to Data Sources

C  Filter constraints on data queries (e.g., SQL WHERE Clauses)
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[7] SYSTEM ADMINISTRATION

Panopticon Real Time system administration is done on the following pages of the System tab:

| . . . |
Altair Panopticon” Wworkbocks  Datalibrary ~ Webhooks  Alerts Parameters Themes  System o |

System Settings

Altair Panopticon : v2026.0.0.34622

| Subscriptions
Copyright @ 2013-2025 Altair Engineering Inc.

Caches . . ) . . . . . .
| Warning: This program is protected by copyright law and international treaties. Unauthorized reproduction or
Logs distribution of this program or any portion of it may result in penalties.
Scheduler LICENSE
| Ty e . o = g e © g srra oy wowrows
| Logged In Users Evaluation="False" Cem="False" />
<Typelicense Type="com.panopticon.activemgplugin.Plugin" ExpiryDate="2026-01-31"
API Tokens Evaluation="False" Cem="False" />
<Typelicense Type="com.panopticon.aleriplugin.Plugin" ExpiryDate="2026-01-31"
Evaluation="False" Cem="False" />
Fonts <Typelicense Type="com.panopticon.cassandraplugin.Plugin" ExpiryDate="2026-01-

31" Evaluation="False" Cem="False" />

<Typelicense Type="com.panopticon.cloudantplugin.cloudantklugin”
ExpiryDate="2026-01-31" Evaluation="False" Cem="False" />

<Typelicense Type="com.panopticon.dashboards.common.s=svg.SvgPlugin™
ExpiryDate="2026-01-31" Evaluation="False" Cem="Falss" />

<Typelicense Type="com.panopticon.databaseplugin.Plugin” ExpiryDate="202&-01-31"
Evaluation="False" Oem="False" /> |

| <Typelicense Type="com.panopticon.datawatchplugin.Plugin" ExpiryDate="2026-01-
31" Evaluation="False" Cem="False" /> .

Location on the server: c\vizserverdata

SERVER INFORMATION
Operating system Windows 11
Java version 17.0.11
Java vendor Amazon.com Inc.
| Tomcat Apache Tomcat/10.1.18
Tomcat version 10.1.18.0
Total memory (Mb) 696
| Max memory (Mb) 17104
Free memory (Mb) 144
| Available cores 24
Uptime 05/21/2025 10:07:01 am

il Clear Cache
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System Settings A | owsi dwwe | icense
Subscriptions Al l ows t o vi evw-admde nmdnuagg en
Caches Al l ows to view, refresh,

on the server.

Logs Al l ows to set the

| oggamdgogpy ologbkear
Schedul er Al l ows scfreemaulli e nd
Logged I n User Al l ows to view and
APl Tokens Alows t o @aeldet e APANnd@oke®Rs
Fonts Al l ows ctus tfaamlt s t hat

SYSTEM SETTINGS

The System Settings page include the following panes or sections:

C  License Information

C  Server Information

View License Information

If the licensing used is Altair Units license, the following license information are displayed:

C  License server type

C  License version

C  Start Date and End Date of the license
¢

Total number of units available on the license
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System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
API Tokens

Fonts

Altair Panopticon

Workbooks Data Library

Webhooks Alerts Parameters Themes System

Altair Panopticon : v2026.0.0.34622

Copyright @ 2013-2025 Altair Engineering Inc.

Warning: This program is protected by copyright law and international treaties. Unauthorized reproduction or
distribution of this program or any portion of it may result in penalties.

LICENSE

Server type
Version

Start date
Expire date
Units

SERVER INFORMATION
Operating system

Java version

Java vendor

Tomcat

Tomcat version

Total memory (Mb)

Max memory (Mb)

Free memory (Mb)
Available cores

Uptime

@ Clear Cache

LMX

21.0
2024-01-01
2024-05-30
50

Windows 11

17.0.11

Amazon.com Inc.
Apache Tomcat/10.1.18
10.1.18.0

503

17104

165

24

01/17/2025 10:09:27 am

If the licensing used is the volume-based XML file (named Panopticon License.xml ), the content and location (i.e.,

/etc/panopticon/appdata

) of the license are displayed.
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Altair Panopticon” Workboocks  Datalibrary ~ Webhooks  Alerts Parameters Themes  System o

System Settings Altair Panopticon : v2026.0.0.34622

Subscriptions
Copyright @ 2013-2025 Altair Engineering Inc.

Caches . . . . . . . : .
Warning: This program is protected by copyright law and international treaties. Unauthorized reproduction or
Logs distribution of this program or any portion of it may result in penalties.
Scheduler LICENSE
Ty e . o g e ©myg srra oy wowrows
Logged In Users Evaluation="False" Oem="False" />
<Typelicense Type="com.panopticon.activemgplugin.Plugin" ExpiryDate="2026-01-31"
API Tokens Evaluation="False" Cem="False" />
<Typelicense Type="com.panopticon.aleriplugin.Plugin" ExpliryDate="2026-01-31"
Evaluation="False" Oem="False" />
Fonts <Typelicense Type="com.panopticon.cassandraplugin.Plugin" ExpiryDate="2026-01-

31" Evaluation="False" Cem="False" />

<Typelicense Type="com.panopticon.cloudantplugin.cloudantklugin”
ExpiryDate="2026-01-31" Evaluation="False" Cem="False" />

<Typelicense Type="com.panopticon.dashboards.common.svg.SvgPlugin™
ExpiryDate="2026-01-31" Evaluation="False" Cem="Falss" />

<Typelicense Type="com.panopticon.databaseplugin.Plugin” ExpiryDate="202&-01-31"
Evaluation="False" Cem="False" />

—n

<Typelicense Type="com.panopticon.datawatchplugin.Plugin" ExpiryDate="2026-01-
31" Evaluation="False" Cem="False" />

Location on the server: c\vizserverdata

SERVER INFORMATION

Operating system Windows 11

Java version 17.0.11

Java vendor Amazon.com Inc.
Tomcat Apache Tomcat/10.1.18
Tomcat version 10.1.18.0

Total memory (Mb) 696

Max memory (Mb) 17104

Free memory (Mb) 144

Available cores 24

Uptime 05/21/2025 10:07:01 am

il Clear Cache

View Panopticon Real Time Information

On the System Settings page, the following server information are displayed:

Operating SysterThe serw@rrtagcstng system

Java Version The ver siJarn aofRutnttd me Environment
Java Vendor The vendor of the Java Runtime En
Tomcat Il dentifies the Tomcat hosting the
Tomcat Version Th&omcat version.

Tomcat Memory (NThe total amount of memory avail a
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Max Memory (Mb) The

att
Free Memory (mb)The
Avail able Cores The
Upti me The

ma X i
e mp t.

mu
t o

amount
number

ti me

m amount

use

of free memory. in
of cor esViarviMaallaibh e

wheReBadndpelcast

VIEW PLUGIN SUBSCRIPTIONS

View all of the currently running real-time plugin subscriptions.

Altair Panopticon’

Workbooks

Data Library

System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
API Tokens

Fonts

Subscriptions
Data Source
KDBPlusTickPlugin
KDBPlusTickPlugin
KDBPIlusTickPlugin

KafkaPlugin

Webhooks

Workbooks

~designeriecs_kx

~designeriecs_kx

~designeriecs_kx

Aggregation

Preview Subscriptions

Data Source

KafkaPlugin

KDBPlusTickPlugin

Including the following information:

¢
¢
¢
¢

Data source with an installed plugin

Workbook name

Data table name

Alerts Parameters Themes System

Data Tables

vordersfororderid

vordersfororderid

orderswithcalcs

225aa5cc-43ca-4686-9832-6fb30436b3ab

t

of VmetvMaahi hkea tw

he

to

started

#Rows

297

Current size of the real-time table held by the plugin such as humber of rows and columns

Cancel all

For subscriptions created by ad hoc services, or those with no owner (workbook reference), they can be viewed on
the Preview Subscriptions section.

You can also opt to do any of the following:

¢

Click Cancel All

Cancel all
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System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
API Tokens

Fonts

Altair Panopticon’

Workbooks Data Library Webhooks
Subscriptions

No records found.

Preview Subscriptions

No records found.

Alerts

Parameters

Themes

System

C  Cancel a plugin subscription by clicking

A notification message displays.

Are you sure you want to permanently cancel the
'KDBPlusTickPlugin® plugin subscription?

« -

Click to cancel.

C  Move to other pages
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WORKING WITH CACHES

On the Caches page, you can view, refresh, or delete caches that are currently running on the server.

Altair Panopticon' Workbooks Data Library Webhooks Alerts Parameters
System Settings
Caches
Subscriptions
Caches Read Count
Logs
Axis Graphs * AIDA Disciplines
Scheduler
R DataTable 1
Logged In Users
£ Dpata 1
API Tokens =
Fonts B Quen 2
Axis Graphs * AIDA world records 1993-2021
R DataTable 1
£ Dpata 1
F Quen 2
Axis Graphs * Example Data
f| DataTable 3
%0 Datasource 1
F Quen 5

Themes System

Cell Count

2112

498

630

140

Type All ~ O Refresh All

Cache age

2 minutes

2 minutes

2 minutes

2 minutes

2 minutes

2 minutes

2 minutes

2 minutes

2 minutes

Expires in

13 minutes.

13 minutes

13 minutes

13 minutes.

13 minutes

13 minutes

12 minutes

12 minutes

12 minutes

Response Length

500

3708

2768

10 20 50 100

The Caches list includes the following information:
Cache rendering type

Workbook Name

Data Table Title

Data Source Name

Read Count

Cell Count

Cache Age

Time to Live (Expires In)

O 0 0 0 0 0 0O 0 0

Response Length

You can also do the following:

C  Display Data Table Cache
C  Display Data Source Cache
C  Display Query Cache

Select a Cache Type to display in the list.
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Type All =

Data Table

Datasource

Query

9  Data Table Cache Type

Caches Type DataTable O Refresh All

O Read Count Cell Count Cache age Expires in Response Length
O Axis Graphs * AIDA Disciplines
fH DataTable 1 2 & minutes 7 minutes
D Axis Graphs * AIDA world records 1993-2021
B DataTable 1 2112 8 minutes 7 minutes
[ Axis Graphs * Example Data
B DataTable 3 630 8 minutes 6 minutes

10 20 50 100

1  Data Source Cache Type

Caches Type  Datasource <~ O Refresh All

O Read Count Cell Count Cache age Expires in Response Length
M Axis Graphs » AIDA Disciplines
g’ Datasource 1 2 8 minutes 6 minutes
[l Axis Graphs * AIDA world records 1993-2021
éo Datasource 1 498 8 minutes 6 minutes
O Axis Graphs * Example Data
g’ Datasource 1 140 8 minutes 6 minutes

10 20 50 100

1 Query Cache Type
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Caches

Read Count Cell Count
Axis Graphs * AIDA Disciplines
[E Query 2
Axis Graphs * AIDA world records 1993-2021
[E Query 2
Axis Graphs * Example Data
[E Query 5

C  Refresh page

O Refresh All
Click the Refresh button to refresh the list.

C  Delete individual caches

Type Query ¥ 3 Refresh All

Response Length

Cache age

9 minutes

9 minutes

9 minutes

Expires in

5 minutes

5 minutes

5 minutes

500

128

2060

10 20

il Delete
Select the checkbox of a cache or several caches, then click - A notification displays.

Are you sure you want to remove selected caches?

Yes

No

Click to remove the cache or caches in the list.

C  Move to other pages

VIEW LOGS

View the latest 300 rows of a Logging Level in the Logs tab:
FINEST (lowest level)

FINER

FINE

CONFIG

INFO (default level)

WARNING

O 0 0 0 O 0
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C  SEVERE (highest level)

Steps:

1. Onthe System page, click the Logs tab. Initially, the default level (INFO) logs are displayed.

Altair Panopticon’
System Settings
Subscriptions

Caches

Logs

Scheduler

Logged In Users

API Tokens

Fonts

Workbooks Data Library Webhooks Alerts Parameters Themes System

Logging levels: | INFO w

1000 rows

at net.razorvine.pyro.PyroProxy.internal_call(PyroProxy.java:22s)

at net.razorvine.pyro.PyroProxy.call(PyroProxy.java:178)

at net.razorvine.pyro.NameServerProxy.ping(NameServerProxy.java:39)

at net.razorvine.pyro.NameServerProxy.locatelS(NameServerProxy.java:116)

at com.panopticon.dashboards.python.PythonClient.a(PythonClient.java:154)

at com.pancpticon.dashbeoards.python.PythonClient.excuteScript(PythonClient.java:182)
at com.panopticon.dashboards.python.PythonClient. excuteScript(PythonClient.java:92)
at com.panepticon.pythenplugin.Plugin.getData(Plugin.java:53)

... 36 mare

Feb 17, 20823 5:43:58 PM com.panopticon.dashboards.data.plugin.DataPluginUtils

INFO: Reading File/URL: repository://datafiles/NonAdditive_MultiHisrarchy_2021-86-88-09-15-28.csv
Feb 17, 2823 5:43:58 PM com.panopticon.dashboards.data.plugin.TextPluginBase

INFO: 191 rows, 12 columns retrieved in ©.009 seconds.

Feb 17, 20823 5:44:11 PM com.panopticon.dashboards.data.plugin.DataPluginUtils

INFO: Reading File/URL: repository://datafiles/NonAdditive_Timeseries_2021-06-08-89-15-28.csv
Feb 17, 2823 5:44:11 PM com.panopticon.dashboards.data.plugin.TextPluginBase

INFO: 1,246 rows, 15 columns retrieved in 9.885 seconds.

Feb 17, 2023 6:01:46 PM com.panopticon.server.core.cache.DataCacheRegistry

INFQ: [DataCacheRegistry] Clear all cache entries

Feb 17, 20823 6:11:25 PM com.panopticon.dashboards.data.plugin.DataPluginUtils

INFO: Reading File/URL: repository://datafiles/NonAdditive_MultiHisrarchy_2021-86-88-09-15-28.csv
Feb 17, 2823 6:11:25 PM com.panopticon.dashboards.data.plugin.TextPluginBase

INFO: 191 rows, 12 columns retrieved in ©.002 seconds.

2. Select another Logging Level in the drop-down.

For example, FINEST.
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System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
API Tokens

Fonts

Altair Panopticon

Workbooks Data Library Webhoaoks Alerts Parameters Themes System o

Logging levels:

1000 rows

at byro.PyroProxy.internal_call({PyroFroxy.java:228)

at ne pyro.PyroProxy.call(PyroProxy.java:178)

at ne pyro.lNameServerProxy.ping(NameServerProxy.java:39)

at ne pyro.MNameServerProxy.locatelS(NameServerProxy.java:116)

at col dashboards.pythen.PythonClient.a(PythonClient.java:154)

at col dashboards.python.PythonClient.excuteScript({PythonClient.java:182)
at col dashboards.python.PythonClient.excuteScript(PythonClient.java:92)

at com.panopticon.pythonplugin.Plugin.getData(Plugin.java:53)
... 36 more

Feb 17, 2023 5:43:58 PM com.pancpticen.dashboards.data.plugin.DataPluginltils

INFO: Reading File/URL: repository://datafiles/NonAdditive_MultiHierarchy_2021-86-08-09-15-28.csv
Feb 17, 2023 5:43:58 PM com.panopticon.dashboards.data.plugin.TextPluginBase

INFO: 191 rows, 12 columns retrieved in ©.909 seconds.

Feb 17, 2023 5:44:11 PM com.panopticen.dashboards.data.plugin.DataPluginltils

INFO: Reading File/URL: repository://datafiles/NonAdditive_Timeseries_2021-06-098-@9-15-28.csv

Feb 17, 2023 5:44:11 PM com.pancpticen.dashboards.data.plugin.TextPluginBase

INFO: 1,246 rows, 15 columns retrieved in 9.885 seconds.

Feb 17, 2023 6:81:46 PM com.panopticon.server.core.cache.DataCacheRegistry

INFQ: [DataCacheRegistry] Clear all cache entries

Feb 17, 2023 6:11:25 PM com.panopticeon.dashboards.data.plugin.DataPluginltils

INFO: Reading File/URL: repository://datafiles/NonAdditive_MultiHierarchy_2021-86-08-09-15-28.csv
Feb 17, 2023 ©6:11:25 PM com.pancpticon.dashboards.data.plugin.TextPluginBase

INFO: 191 rows, 12 columns retrieved in ©.802 seconds.

System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
API Tokens

Fonts

Altair Panopticon

Workbooks Data Library Webhooks Alerts Parameters Themes System °

Logging levels: | FINEST 604 rows

Feb 17, 2023 6:15:41 PM com.datawatch.dashboards.server.web.subscription.SubscriptionComponent
FINE: [SubscriptionComponent] Start looking for orphan data plugin subscriptions

Feb 17, 2023 6:15:41 PM com.datawatch.dashboards.server.web.subscription.SubscriptionComponent
FINE: [SubscriptionComponent] Mo active data plugin subscriptions were found

Feb 17, 2023 6:15:51 PM com.datawatch.dashboards.server.web.subscription.SubscriptionComponent
FINE: [SubscriptionComponent] Start looking for orphan data plugin subscriptions

Feb 17, 2023 6:15:51 PM com.datawatch.dashboards.server.web.subscription.SubscriptionComponent
FINE: [SubscriptionComponent] No active data plugin subscriptions were found

Feb 17, 2023 6:16:91 PM com.datawatch.dashboards.server.web.subscription.SubscriptionComponent
FINE: [SubscriptionComponent] Start looking for orphan data plugin subscriptions

Feb 17, 2023 6:16:91 PM com.datawatch.dashboards.server.web.subscription.SubscriptionComponent
FINE: [SubscriptionComponent] Mo active data plugin subscriptions were found

Feb 17, 2023 6:16:@1 PM com.panopticon.server.core.web.controller.AbstractControllerlayer
FINE: [AbstractControllerlLayer] Processing new request: ConnectlLogSubscriberRequest

Feb 17, 2023 6:16:91 PM com.panopticeon.server.core.web.authentication. Authenticationlayer
FINE: [AuthenticationLayer] Request token provided, valid: true

Feb 17, 2023 ©6:16:91 PM com.pancpticen.server.core.web.authentication.Authenticationlayer
FINE: [AuthenticationLayer] Converting the request token to an identifier

Feb 17, 2023 6:16:@1 PM com.panopticon.server.core.web.repository.file.licenseFileRepository
FINE: [LicenseFileRepository] Validating server license

Feb 17, 2023 6:16:91 PM com.panopticon.server.core.web.authorization.Authorizationlayer

FINE: [AuthorizationLayer] Checking the authorization for incoming request

Feb 17, 2023 ©6:16:91 PM com.pancpticen.server.core.utility.Panopticonlogger a

FINE: [AbstractControllerLayer] Time to complete reguest ConnectlogSubscriberRequest: 25

The latest 1000 rows of the selected log level or higher are fetched.
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3. You can also click any of the following buttons:

to pause the logging, it changes to "

to resume the logging

[0

to copy log to clipboard

W Clear all
to clear the logs

SCHEDULING TASKS

On the Scheduler tab of the System Settings page, Panopticon Real Time allows scheduling of tasks.

Altair Panopticon' Workbooks Data Library Webhooks Alerts Parameters Themes System o

Syst Sett

Subscriptions

Cach Name Activated Type Trigger Last Updated By Created Last run Last Run Result
aches

Logs

Scheduler

Logged In Users

API Tokens

Fonts

A new scheduled task is added to the list with the properties.
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Altair Panopticon’

System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
API Tokens

Fonts

Workbooks Data Library Webhooks Alerts Parameters Themes System
Scheduler [@ Upload
Name Activated  Type Trigger  Last Updated By Created Last run Last Run Result
@ EmailPDF o Email PDF Period admin Feb 16, 2023 6:13 PM Failed

Ee
!

|+~
Eb
!

— 4

[

— 5

1

Ru

n Task

Manual ly rotnhask.hedul e

Up
Up
N e
Cr

De
De

Do
Do

Ta
Th

= =4 =4 -4 -4 A -

| oad Task
| oad schedul er task.

w Task
eate a newaskhedul e

|l ete Task
|l et e artsashke.dul e

wnl oad Task
wnl oad a schedul er task.

sk Properties

e task properties include:

Name of the task

Activated status

Type of the scheduled task
TriggePet yop@RON

Last user who made an wupdate
Dat e/ Ti me when the task was <create
Date/ Ti me when the task was | ast r
Last ru8Buceostati | ed

For failed results, you can hover

C

(

NOTE:he result i s Emxatr ackisscpobleadyael de rf otry
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To create a new task, click New Task
the following tasks:

System Settings

(_
Subscriptions
TaskO
Caches
Activated
Logs
Scheduler Trigger

Logged In Users Interval (sec)

API Tokens Type

Fonts Description

Workbook Name ()
Dashboards
Bookmarks
Parameter Values

Enable Pagination
Hide Scrollbars

QOutput File Name
Email

Sender Name
To (@

cc®

BCC

Subject

Body

+ Mew Task

. The New Task pane displays that allow you to define

® Run

Period

CRON

3600

Email PDF =

Data Store - Clear and Import
Data Store - Import Data
Email Combined

Email C5V Data

Email Excel

Email HTML Formatted Data

Email Image

Extract Data

example@domain.com,example@domain.com,...
example@domain.com,example@domain.com,...

example@domain.com,example@domain.com,...

Clearing and Importing Data Table to Data Store

Importing Data Table to Data Store

Sending of Combined files via Email

Sending of a CSV Data via Email

Sending of an MS Excel file via Email

Sending of an HTML Formatted Data via Email

Sending of an Image file via Email

Sending of a PDF file via Email

O 0 0 0 0 0 0 0 0

Extracting Data
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1 To allow scheduling of email send outs, Panopticon Real Time must be

NOTE configured with valid email server information in the
Panopticon.properties file located in the AppData folder (e.qg.,
/etc/panopticon/appdata ).

See Panopticon Real Time Configurations for Email Send Outs and Alerts

for instructions.

1 If any data load fails, such as when the data source is offline, the
PDF/Image generation fails as well, and an email will not be sent.

Creating Task to Clear and Import Data Table to Data Store

Allows you to clear up the earlier imported data and import it again to the data store.

Steps:
1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:
Period then enter the Interval (in seconds), or
Trigger CRON
Interval (sec) 3600
CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)
Trigger Period
CRON Expression (2)
4. Select the task Type: Data Store i Clear and Import.
5. Enter the Description of the task.
6. Select the Data Table Name that will be cleared in the data store and imported again.
7. Click .

! Run
W
Once saved, you can opt to click to manually run the task.

e

Click to go back to the Tasks pane. A new task is added to the list.
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Creating Task to Import Data Table to Data Store
Allows you to store data closer to Panopticon server in an embedded database.

Steps:

1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger CRON
Interval (sec) 3600

CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)

Trigger Period
CRON Expression (2)

4. Select the task Type: Data Store i Import Data .
Enter the Description of the task.

6. Select the Data Table Name that will be imported in the data store.
.-‘;_“‘.

7. Click .
(» Run

Once saved, you can opt to click to manually run the task.

e

Click to go back to the Tasks pane. A new task is added to the list.

Creating Task to Send Combined Files via Email

Allows you to generate and email a combination of inline image, MS Excel, PDF, and CSV files.

Steps:

1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or
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Trigger CRON
Interval (sec) 3600

CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)

Trigger Period
CRON Expression (2)

4. Select the task Type: Email Combined .
5. Enter the Description of the task.
6. Upon selecting Email Combined , the Scheduler page changes to allow specification of the following:

Select the Workbook Name from the drop-down list. These are the published workbooks available on the
Workbooks page.

You can also enter the workbook name in the Search box. For workbooks in folders, ensure to start with \ to
include folder names.

You can also opt to enter Parameter Values that will be added as parameters to the subject line of emails or
as dashboard values in the CSV Data.

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

NOTE Y See Setting Parameter Values in Scheduler Tasks for more information on
the different syntax you can use to enter parameters with multiple values, as
well as parameter values that contain comma.

1 The following Date/Time range querying parameters are also supported in
the Email CSV Data task:

A CurrentTime

A LastWorkDay

A WeekStart

A QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format
yyyy - MM dd will be used instead.

Tap the Hide Scrollbars slider if required.

Tap the Inline Image, Excel, PDF , and CSV sliders and then define the corresponding content sections:
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91 The mail message subject to be used in the email naotifications in the Subject field.
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NOTE Supports dashboard parameters.

The content of the email in the Body box.

For the Inline Image, the selected dashboards, parts, or color legends are inserted as parameterized text
and inline images in the Body edit box.

Body ®

{Bar_visualization.VerticalGraphZ2_title}
{Bar_visualization.VerticalGraph2_image}
{Bar_MetaColorLegend1_title}
{Bar_MetaColorLegend1_image}

{Circle Pack_visualization.CirclePack2_title}
{Circle Pack_visualization.CirclePack2_image}
{Circle Pack_MetaColorLegend?2_title}

{Circle Pack_MetaColorLegend2_image}
{Circle Pack_MetaColorLegend1_title}

{Circle Pack_MetaColorLegend1_image}

@

Clicking the Preview ©

legends.

icon displays the image placeholders for the selected dashboards, parts, or color

Body ¢

{Bar_visualization VerticalGraph?2_title}
{Bar_visualization VerticalGraph2_image}
{Bar_MetaColorLegend _title}
{Bar_MetaColorLegend1_image}

{Circle Pack_visualization.CirclePack?2_title}
{Circle Pack_visualization.CirclePack2_image}
{Circle Pack_MetaColorLegend2_title}

{Circle Pack_MetaColorLegend2_image}
{Circle Pack_MetaColorLegend1_title}

{Circle Pack_MetaColorLegend1_image}

Cross Tabbed Bar Graph (Y-axis)

9. Click .
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) Run
Rt
Once saved, you can opt to click to manually run the task.

Click © to go back to the Tasks pane. A new task is added to the list.

Creating Task to Send CSV Data via Emall

Panopticon Real Time provides the functionality to create tasks to generate and email CSV data from a workbook,

dashboard, or visualization.

Steps:
1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:
Period then enter the Interval (in seconds), or
Trigger CRON
Interval (sec) 3600
CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)
Trigger Period
CRON Expression (2)
4. Select the task Type: Email CSV Data .
5. Enter the Description of the task.
6. Upon selecting Email CSV Data , the Scheduler page changes to allow specification of the following:

Select the Workbook Name from the drop-down list. These are the published workbooks available on the

Workbooks page.

You can also enter the workbook name in the Search box. For workbooks in folders, ensure to start with \ to

include folder names.

Select dashboards or parts where to source the CSV data from, by checking their corresponding boxes in

the Dashboards & Parts drop-down list.
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Dashboards & Parts Industry Performance by Region, Regional Perforrma

Farameter Values

Output File Names

Zip CSV Data

Email o )
B Action Controls - Single Value

ol Action Controls - Multiple values
P Mumeric Range

o Action Controls - Form

BeC (3 Action Controls - Datetime

Subject

Body ™ E

Data-driven Parameters
You can also opt to enter the Parameter Values that will be added as parameters to the subject line of
emails or as dashboard values in the CSV Data.
Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

NOTE  See Setting Parameter Values in Scheduler Tasks for more information on
the different syntax you can use to enter parameters with multiple values, as
well as parameter values that contain comma.

1 The following Date/Time range querying parameters are also supported in
the Email CSV Data task:

A CurrentTime

A LastWorkDay

A WeekStart

A QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format
yyyy - MM dd will be used instead.

Enter a comma-separated list of Output File Names.
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The items in the list must be either unique or empty.
NOTE % -

1 Empty string items indicate that the default title should be used.

1 By default, the text box is blank causing the implicit naming to be used.

1 If the supplied names are fewer than the selected data sets, the default
naming comes into effect for non-specified names.

7. You can opt to tap the Zip CSV Data slider to attach a zipped copy of the CSV data in the email.
8. Enter the email address of the recipient in the To field.
9. You can opt to enter the following:

Sender Name alias to use when sending email. If left blank, the value of email.sender_name
in Panopticon.properties will be used.

CC and/or BCC recipients of the email separated by a comma.

The mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

The content of the email in the Body box.

10. Click .
(» Run

Once saved, you can opt to click to manually run the task.

{_

Click to go back to the Tasks pane. A new task is added to the list.

Creating Task to Send an MS Excel File via Email
Panopticon Real Time provides the functionality to create tasks to generate and email MS Excel files.

Steps:

1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger CRON

Interval (sec) 3600
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CRON then enter a CRON Expression on the format:

sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)

Trigger

Period

CRON Expression (2)

4. Select the task Type: Email Excel .

Upon selecting Email Excel, the Scheduler page changes to allow specification of the following:

Enter the Description of the task.

Select the Workbook Name in the drop-down list. These are the published workbooks available on the

Workbooks page.

You can also enter the workbook name in the Search box. For workbooks in folders, ensure to start with \ to
include folder names.

Select the dashboards to include in the MS Excel file by checking their corresponding boxes in the

Dashboards drop-down list.

NOTE Multiple tables per dashboard are inserted in a sheet of the MS Excel file.

5. You can also opt to:

Enter the Parameter Values that will be added as parameters to the subject line of emails or as dashboard
values in the MS Excel file

Such as Parameter=Value , and comma separated. For example:

Region=Europe,Industry=Financials

NOTE Y See Setting Parameter Values in Scheduler Tasks for more information on
the different syntax you can use to enter parameters with multiple values, as
well as parameter values that contain comma.

1  The following Date/Time range querying parameters are also supported in
the Email CSV Data task:

A
A

> >

CurrentTime
LastWorkDay
WeekStart
QuarterStart

For example:
{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format
yyyy - MM dd will be used instead.

check the Hide Scrollbars box.
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6. Enter the Width and Height of the MS Excel file. Default values are 1024px and 768px, respectively.
7. Enter the Table Style. The default is TableStyleLightl .
8. Select one of the following Modes:

Images and Data Table 1 Images and data are exported to the Excel file (default).

Data i Only the data is exported to the Excel file.

NOTE Supported visualizations include Table, Heat Matrix, and Record.

9. Enter the email address of the recipient in the To field.
10. You can opt to enter the following:

Sender Name alias to use when sending email. If left blank, the value of email.sender_name property
in Panopticon.properties will be used.

CC and/or BCC recipients of the email separated by a comma

The mail message subject to be used in the email notifications in the Subject field

NOTE Supports dashboard parameters.

Content of the email in the Body box

11. Click .
(¥ Run

Once saved, you can opt to click to manually run the task.

Click © to go back to the Tasks pane. A new task is added to the list.

Creating Task to Send HTML Formatted Data via Email

Panopticon Real Time provides the functionality to create tasks to generate and email HTML-formatted table
exported from a selected workbook and dashboards.

IMPORTANT Use it with caution! When emailing HTML formatted data, the emalil
message size runs the risk of becoming very large if the data used in
the visualization is too large and/or complex. The data volume will not
stop Panopticon Real Time from creating the message and the HTML-
formatted data, but email servers may struggle to send and/or receive
the message.

Steps:

1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
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3. Tap the Activated slider to turn it on.
4. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger CRON

Interval (sec) 3600

CRON then enter a CRON Expression on the format:

sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)
Trigger Period
CRON Expression (2)

5. Select the task Type: Email HTML Formatted Data .

Upon selecting Email HTML Formatted Data , the Scheduler page changes to allow specification of the
following:

Enter the Description of the task.

Select the Workbook Name from the drop-down list. These are the published workbooks available in the
Workbooks page.

You can also enter the workbook name in the Search box. For workbooks in folders, ensure to start with \ to
include folder names.

Select the dashboards and parts to include in the HTML formatted data file by checking their corresponding
boxes in the Dashboards & Parts drop-down list.

6. You can also opt to enter the Parameter Values that will be added as parameters to the subject line of emails or
as dashboard values in the MS Excel file.

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials
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NOTE § See Setting Parameter Values in Scheduler Tasks for more information on
the different syntax you can use to enter parameters with multiple values, as
well as parameter values that contain comma.

1  The following Date/Time range querying parameters are also supported in
the Email CSV Data task:

CurrentTime
LastWorkDay
WeekStart
QuarterStart

> > > >

For example:
{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format
yyyy - MM dd will be used instead.

7. Enter the email address of the recipient in the To field.
8. You can opt to enter the following:

Sender Name alias to use when sending email. If left blank, the value of email.sender_name property
in Panopticon.properties will be used.

CC and/or BCC recipients of the email separated by a comma.

The mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

The content of the email in the Body box.

9. Click .
(» Run

Once saved, you can opt to click to manually run the task.

e

Click to go back to the Tasks pane. A new task is added to the list.
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Creating Task to Send Image File via Email

Panopticon Real Time provides the functionality to create tasks to generate and email Image files.

In addition, hyperlinks can also be used in email dashboard images. Hyperlinks can redirect to a workbook and a
dashboard in the server.

NOTE In cases when you schedule the emailing of dashboard images or when you are
behind a proxy or load balancer, it is recommended to specify the server
address in the Panopticon.properties file.

For example: server.host  =http://www.company.com/dashboards /

See the Email Data: Image section for more information.

Steps:
1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:
Period then enter the Interval (in seconds), or
Trigger CRON
Interval (sec) 3600
CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)
Trigger Period
CRON Expression (2)
4. Select the task Type: Email Image .

Upon selecting Email Image, the Scheduler page changes to allow specification of the following:
Enter the Description of the task.

Select the Workbook Name from the drop-down list. These are the published workbooks available in the
Workbooks page.

You can also enter the workbook name in the Search box. For workbooks in folders, ensure to start with \ to
include folder names.

Select dashboards or parts to include in the image file by checking their corresponding boxes in the
Dashboards & Parts drop-down list.

You can also select the color legends as shown below (e.g., MetaColorLegendl and MetaColorLegend2 ).
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Inline Image

Workbook Name VizGuide -

Dashboards & Parts Cross Tabbed Bar Graph (Y-axis), MetaColorLegend1,

Bar
Bookmarks Bar Graph (Y-axis)
Cross Tabbed Bar Graph (Y-axis)
Parameter Values Stacked Bar Graph (Horizontal)
Grouped Bar Graph (X-axis)
Width MetaColorLegend1
) Bar 2
Height Band
Hide Scrollbars Box
Box-Whisker
Hyperlinks Candlestick
Email Circle Pack

Circle Pack Emphasising Hierarchy
Cross Tabbed Circle Pack

Sender Name

To &® Flat Circle Pack
MetaColorLegend2
cc®@ MetaColorLegend

The selected dashboards, parts, or color legends are inserted as parameterized text and inline images in the
Body edit box.

Body ®

{Bar_visualization.VerticalGraph2_title}
{Bar_visualization.VerticalGraph2_image}
{Bar_MetaColorLegend1_title}
{Bar_MetaColorLegend1_image}

{Circle Pack_visualization.CirclePack2_title}
{Circle Pack_visualization.CirclePack2_image}
{Circle Pack_MetaColorLegend?2_title}

{Circle Pack_MetaColorLegend2_image}
{Circle Pack_MetaColorLegend1_title}

{Circle Pack_MetaColorLegend1_image}

Clicking the Preview @

legends.

icon displays the image placeholders for the selected dashboards, parts, or color
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Body &=

{Bar_visualization.VerticalGraph2_title}
{Bar_visualization.VerticalGraph2_image}
{Bar_MetaColorLegend1 _title}
{Bar_MetaColorLegend1_image}

{Circle Pack_visualization.CirclePack2_title}
{Circle Pack_visualization.CirclePack2_image}
{Circle Pack_MetaColorLegend?2_title}

{Circle Pack_MetaColorLegend2_image}
{Circle Pack_MetaColorLegend1_title}

{Circle Pack_MetaColorLegend1_image}

Cross Tabbed Bar Graph (Y-axis)

~

Select bookmarks in the workbook to include in the image file by checking their corresponding boxes in the
Bookmarks drop-down list.

5. You can also opt to:

Enter the Parameter Values that will be added as parameters to the subject line of emails or as dashboard
values in the Image file

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

NOTE Y See Setting Parameter Values in Scheduler Tasks for more information on
the different syntax you can use to enter parameters with multiple values, as
well as parameter values that contain comma.

1 The following Date/Time range querying parameters are also supported in
the Email CSV Data task:

A CurrentTime

A LastWorkDay

A WeekStart

A QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format
yyyy - MM dd will be used instead.

Enter the Width and Height of the Image file. Default values are 1024 and 768, respectively.
Select the Hide Scrollbars checkbox.
Select the Hyperlinks checkbox. This makes the Image file in the email will be clickable.

6. Enter the email address of the recipient in the To field.
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7. You can opt to enter the following:

Sender Name alias to use when sending email. If left blank, the value of email.sender_name  property
in Panopticon.properties will be used.

CC and/or BCC recipients of the email separated by a comma.

The mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

The content of the email in the Body box.
.-";"*.

8. Click .
(» Run

Once saved, you can opt to click to manually run the task.

.e

Click to go back to the Tasks pane. A new task is added to the list.

Creating Task to Send PDF File via Email
Panopticon Real Time provides the functionality to create tasks to generate and email PDF files.

Steps:

2. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
3. Tap the Activated slider to turn it on.
4. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger CRON
Interval (sec) 3600

CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI)

Trigger Period
CRON Expression (2)

5. Select the task Type: Email PDF.
6. Upon selecting Email PDF, the Scheduler page changes to allow specification of the following:

Enter the Description of the task.

Select the Workbook Name from the drop-down list. These are the published workbooks available on the
Workbooks page.
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You can also enter the workbook name in the Search box. For workbooks in folders, ensure to start with \ to
include folder names.

Select dashboards to include in the PDF by checking their corresponding boxes in the Dashboards drop-
down list.

7. Select bookmarks in the workbook to include in the PDF by checking their corresponding boxes in the
Bookmarks drop-down list.

8. You can also opt to:

Enter the Parameter Values that will be added as parameters to the subject line of emails or as dashboard
values in the PDF file.

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

NOTE  See Setting Parameter Values in Scheduler Tasks for more information on
the different syntax you can use to enter parameters with multiple values, as
well as parameter values that contain comma.

1 The following Date/Time range querying parameters are also supported in
the Email CSV Data task:

A CurrentTime

A LastWorkDay

A WeekStart

A QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format
yyyy - MM dd will be used instead.

Select the Enable Pagination checkbox.
Select the Hide Scrollbars checkbox.

9. Enter the email address of the recipient in the To field.
10. You can opt to enter the following:

Sender Name alias to use when sending email. If left blank, the value of email.sender_name property
in Panopticon.properties will be used.

CC and/or BCC recipients of the email separated by a comma.

The mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

The content of the email in the Body box.

11. Click .
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() Run

Once saved, you can opt to click to manually run the task.

Click © to go back to the Tasks pane. A new task is added to the list.

Creating Task to Extract Data
Tasks can be created to reload workbooks or global extracts.

Steps:

1. Onthe New Task pane, enter the Name of the task. Ensure the name is unique.
2. Tap the Activated slider to turn it on.

3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger | Period CRON

Interval (sec) 3600

CRON then enter a CRON Expression on the format:
sec mins hours dayofmonth month dayofweek (e.g., 09 02 18 ? * MON-FRI).

Trigger Period CRON |

CRON Expression (2)

4. Select the task Type: Extract Data .
Enter the Description of the task.

6. Select the data extract to be scheduled in the Extract Name drop-down list box. The list is taken from the data
extracts list on the Extracts tab.

=
Extract name (2) hd

BitcoinDrders

Orders

Orders\Order
Orders\StocksStaticExtract
Orders\WebDataExtract

)

7. Click .
(» Run

Once saved, you can opt to click to manually run the task.

Click © to go back to the Tasks pane. A new task is added to the list.
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Setting Parameter Values in Scheduler Tasks

Use any of the following syntax to define parameter values in scheduler tasks:

C  For multiple values (array parameter), use bracket syntax
Example: parameterl=[Valuel, Value2, Value3]

C  For a parameter with a value containing comma, quote the value in double quotes
Example: parameterl= fParameter value, containing comma f

C  The double quoting can also be used inside arrays
Example: parameterl=[Valuel, fivalue2, containing comma i

C  Normal parameters, quoted parameters, and array parameters can be mixed

Example: parameterl=Normal,parameter2=[Vall,Val2],parameter3= fQuoted Value

Uploading a Scheduler Task
Users with an Administrator role can upload scheduler task definitions.

Steps:

=)

Upload

1. Onthe Scheduler tab, click Upload
The Upload Task dialog displays.

Upload task

Task name

Choose task to upload Drag task here

Replace task

Cancel

2. To upload a task, you can either:
i Drag it from your desktop and drop on the dialog, or
9  Click Choose task to upload and select one on the Open dialog that displays.

The name of the task is displayed on the uploaded task area and in the Name box.

Panopticon Real Time 2026.0 - Installation and Reference Guide 134



Upload task

| EmailExcelHowtoActions

Choose task to upload Drag task here

Selected task: EmailExcelHowtoActions...

[ |Replace task

3. You can opt to rename the task.

4. To replace an existing task, check the Replace task box.

Upload
5. Click .

You will be notified once the task is uploaded.

Upload task

| EmailExcelHowtoActions

Upload complete

Replace task

( Upload ) -j:' Cancel \:}

The task is added and displayed in the Scheduler list.
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Downloading a Scheduler Task

Users with an Administrator role can download scheduler task definitions.

1
Click the Download = icon of a task.

Other Scheduler Tasks Operations

On the Scheduler tab of the System Settings page, you can also perform the following:
C  Sort tasks

A task displays the following columns: Name, Activated, Type, Trigger, Last Updated By, Created, and Last Run.

T
Modify the sorting of the list by clicking the ¢ or button of any of these columns. The icon beside the
column that was used for the sorting will indicate if it was in ascending or descending order.

C  Manually run tasks
Instead of waiting for the set Period interval or CRON Expression, you can manually execute the task by clicking

®

The Last Run and Last Run Result (Success or Failed) are displayed. For failed results, you can hover on the
tooltip to view the error.

C  Modify tasks
C  Delete tasks

Click of a task. A confirmation message displays.

Are you sure you want to delete the task?

Yes
Click

Modify a Scheduled Task

Steps:
1. Onthe Scheduler tab, click the link of a task to modify.
The properties of the task are displayed.

2. Apply the desired changes.

3. Click .
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MANAGING PANOPTICON REAL TIME USERS

Users with an Administrator role can view the logged in users on Panopticon Real Time and log them out when
necessary. The ability to manage users is beneficial in monitoring the utilization of Altair Units license.

On the Logged In Users tab of the System page, Administrators can perform the following:

C  View logged in users

C  Sort logged in users

C  Log out users

C  Refresh the Logged In Users list

Viewing Logged In Users

On the System page, click the Logged In Users tab. The list of logged in users is displayed.

Altair Panopticon”  workhooks Data Library Webhooks Alerts Parameters Themes Systemn o
Subscriptions
Username T Roles Login Time Active Sessions Designing
Caches
Logs admin ANONYMOUS, Viewer, Administrator Oct 19, 2021 1:12 PM 1 —
Scheduler designer ANONYMOUS, Viewer, Designer Oct 19, 2021 1:11 PM 1 =
Logged In Users
APl Tokens
Fonts
In the list, the following properties are displayed for each user:
Property Description
User name Username used to thRebadbgTinmeéo Pan
Rol es Rol es assigned to the wuser.
Login Ti me The Date/ Time the user | ogged in.
Active sSession The number of tokens a user is us
in from two different computers,
However, if the user has two tabs
token and the active sessions wil
Designing I ndicates if a |l ogged in user is
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https://www.altair.com/altair-units/

Sorting Logged In Users

Sorting the logged in users can be done through the Username, Login Time, or Active Sessions column name.

Steps:

1. Onthe System page, click the Logged In Users tab. The list of logged in users is displayed.

2. Click on the Username, Login Time , or Active Sessions column header then click the Sort Order:

Ascending

* Descending

Logging Out Users

Logging out users on the server consequently deletes their tokens.

Logging Out All Users

Steps:

= Logout all
1. Click

Altair Panopticon’  workbooks Data Library Webhooks Alerts Parameters System o
System Settings Logged In Users B Logout all
Subscriptions
Username T Roles Active Sessions Designing
Caches
Logs admin ANONYMOUS, Viewer, Administrator Oct 19, 2021 1:12 PM 1
Scheduler designer ANONYMOUS, Viewer, Designer Oct 19, 2021 1:11 PM 1 =
Logged In Users
APl Tokens
Fonts
A notification message displays.
Are you sure you want to logout all users?
-
2. Click .
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Except for the user (i.e., admin) who is calling out the logging out of the other users, all of the other users are

logged out.
Also, the button of admin is disabled.
Altair Panopticon- Workbooks Data Library Webhooks Alerts Parameters Themes System o
Syst Setti
ystem Setlings Logged In Users 3 Refresh 5 Logout all
Subscriptions
Username T Roles Login Time Active Sessions Designing
Caches
Logs admin ANONYMOUS, Viewer, Administrator Feb 17, 2023 6:24 PM 1
Scheduler

Logged In Users
APl Tokens

Fonts

Logging Out Individual Users

Steps:

. = . .
1. Click the button of a user in the list.

A notification message displays.

Are you sure you want to logout user designer?

Yes Mo

Yes
2. Click

The user is logged out and their token is deleted.

Refreshing the Logged In Users List

3 Refresh
Click to refresh the list of logged in users.
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MANAGING APl TOKENS

On the API Tokens page, an Administrator user can add API Tokens that returns a key used for authorizing requests

to the server.

Steps:

1. Click . The Create an API Token dialog displays.

Create an API token

Label

Cancel

2. Enter the Label.

Create
3. Click - The New API Token Created dialog displays with the auto-generated key.

New API Token Created

Label access-token
Value

NOTE The key will not be displayed again.

(C
4. Click O to ensure you have a copy of the key and paste in a secure location.

5. Click “ The new API Token is displayed on the list.
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Altair PanOPticon' Workbooks Data Library Webhooks Alerts Parameters Themes Systemn

Subscriptions

System Settings API Tokens

Label + Created By Last Accessed
Caches
Logs access-token admin |
Scheduler
Logged In Users
APl Tokens
Fonts
In the list, the following properties are displayed for each API Token:
Label Label of the API Token.
NOTESel ect a | abel that is easy f
Created By The user who created the API Toke
NOTENnly Administrator users can
keys can be used by anyone as | on
Last Accessed Date/ Ti me when the APl Token was
Click on any of these column headers then click the Sort Order to sort the list.
|| T Ascending
|| + Descending
You can also opt to click to remove and revoke the API Token from the server.
NOTE If the returned key is key123, then you can utilize the API services by setting
an authorization header such as below:
Authorization= " Bearer key123 "
In the cURL, you can add a header flag such as:
- H "authorization: Bearer key123 "
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ADDING CUSTOM FONTS

Users with an Administrator role are allowed to add fonts on the System tab in Panopticon Real Time.

Altair Panopticon  Workbooks DatalLibrary ~ Webhooks  Alerts Parameters Themes System o

System Settings

Subscriptions
Caches Family T File Style
Logs

Scheduler

Logged In Users

API Tokens

Fonts

The supported custom font files include the following:

C tf
C off

When available on the server, the client will automatically detect and load the font and consequently, can be used in
a part or workbook. Otherwise, the client will fall back to the system installed fonts.

Steps:

4+ Add Fonts
1. Click

Add Fonts

. The Add Fonts dialog displays.

Choose fonts or drag font files here

Cancel

2. To add fonts, you can either:
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i drag them from your desktop and drop on the dialog, or
i click Choose Fonts and select one or more fonts on the Open dialog that displays.

The names or the number of fonts is displayed on the uploaded font area.

Add Fonts
Choose fonts or drag font files here
TitilliumWeb-Black.ttf
TitilliumWeb-Bold.ttf
Add Fonts

Choose fonts or drag font files here

11 files

Upload Cancel

Upload
3. Click .

A natification prompt will be displayed once the fonts are uploaded.
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Add Fonts

Upload complete

Cancel

The added custom fonts are displayed on the Fonts page.

Altair Panopticon’  Wworkbooks
System Settings
/ ? Fonts
Subscriptions
Family T
Caches y
Logs
Scheduler
Titillium
Logged In Users
API Tokens
Fonts
Titillium Bd
Titillium Lt
Titillium Up

Data Library

Webhooks Alerts

File

Titillium Semibold

Titillium Semibold [talic

Titillium

Titillium Regular Italic

Titillium Black

Titillium Bold

Titillium Bold Upright

Titillium Bold Italic

Titillium Thin

Titillium Light Italic

Titillium Light

Titillium Thin Italic

Titillium Regular Upright

Titillium Light Upright

Titillium Thin Upright

Titillium Semibold Upright

Parameters

Themes System

Style

Bold

Bold Italic

Regular

Italic

Regular

Bold

Italic

Bold Italic

Regular

Bold Italic

Bold

Italic

Bold

Italic

Regular

Bold Italic

G & & & = & G & & & & & & E & G
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To delete a font, click . A notification is displayed.

Are you sure you want to permanently delete the font?

Yes

Mo

Yes
Click
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[8] CONNECTIVITY AND
INTEGRATION

THIRD PARTY SOFTWARE DEPENDENCY
INSTALLATION

Some data connectors require additional third-party software installation to be enabled which typically requires adding
JAR files to the Lib folder of the Tomcat installation and then restarting Tomcat.

Common additions include:
C  JDBC Drivers
C  Advanced Message Processing System (AMPS)

The latest version for AMPS can be downloaded from the 60East Technologies official website:
http://www.crankuptheamps.com/amps/

Copy amps_client.jar ,amps_client - javadoc.jar and amps_client - sources.jar into the
Tomcat lib  folder.

The pre-compiled JAR files are in the api \ client \java \dist \lib \ directory, which contains the JAR
files mentioned above.

All of the above-mentioned java dependency files can be found after downloading and installing the AMPS Java
Evolution Kit.

If a user has Linux machine available, install the AMPS distribution. Otherwise, download the AMPS Evolution
Virtual Machine.

NOTE To effectively use the .jar files, unblock these files by right-clicking on the File
and selecting Properties . On the General tab, click Unblock .

C  Elasticsearch connector
Dependencies for Elasticsearch are included in Panopticon Real Time installation.

Select the target Elasticsearch version and unzip the contents of the appropriate dependency zip into the Tomcat
lib folder.

C  JIMX
Use the following java options to enable JMX monitoring for the JIMX plugin:
Enable JMX remote connection: ( - Dcom.sun.management.jmxremote)
Disable JMX authentication: ( - Dcom.sun.management.jmxremote.authenticate=false)

Set remote port for jmx: ( - Dcom.sun.management.jmxremote.port=number)
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NOTE Providing invalid parameters into JMX connection string may cause a number of
exceptions and make the server inaccessible. Make sure you are using the
syntax provided above.

OneMarketData OneTick / OneTick CEP
This connector requires that the following JAR be added:
jomd.jar
Which is retrieved from the OneTick bin folder:
For example:
C:\ omd one_market _data \one_tick \bin
Additionally, the following environment variables MUST be configured:
PATH
To include the OneTick bin  folder.
For example:
C:\ omd one_market _data \one_tick \bin
ONE_TICK_CONFIG
To reference the OneTick configuration file.
For example:
C:\omd client_data \ config \one_tick_config.txt
Plus, the Tomcat configuration should include the following Java option:
- Djava.library.path=C: \ omd\ one_market_data \one_tick \ bin
The OneTick configuration file should have entries for Windows OS time zone mapping and information.
Example:

WINDOWS_TZ MAPPING_FILE="C:/OMD/one_market_data/one_tick/config/windows_tz
__mapping.dat”

WINDOWS_ZONEINFO_PATH="C:/OMD/one_market_data/one_tick/config/zoneinfo"

Additionally, the OneTick client folder should be set to have the same permissions as those running the Tomcat
process. Please check that the OneTick Java APl is operational, before accessing workbooks through the server
that utilize OneTick connectivity. This can be easily achieved by running one of the OneTick Java API examples.

1 The OneTick JAR must be updated to match the version of the OneTick
NOTE client installation.

1  For version 16.7.0, the OneTick connector is built and tested against version
1.17 of the OneTick Client.

SAP Sybase ESP
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Manually copy the following dependency files from the Sybase ESP installation folder (e.g., C:\ Sybase \ ESP
5 1\ libj):

commons-codec-1.3.jar
log4j-1.2.16.jar
streaming-client.jar
streaming-system.jar
ws-commons-util-1.0.2.jar
xmlirpc-client-3.1.3.jar

xmlrpc-common-3.1.3.jar

Make sure the dependency files are copied to the appropriate WEB INF

NOTE folder in Apache Tomcat:

1  For 64-bit: C:\ Program Files \ Apache Software
Foundation \ Tomcat 10\ webapps\ panopticon \ WEB
INF\ lib

1 For 32-bit: C: \ Program Files (x86) \ Apache Software
Foundation \ Tomcat 10\ webapps\ panopticon \ WEB
INF\ lib

StreamBase CEP
This connector requires the following JAR to be added:

sbclient.jar
Which is retrieved from the StreamBase Lib folder.

For example: C:\ TIBCO\ sb- cep\ 7.5 \ lib

StreamBase LiveView
This connector requires the following JAR files to be added:
sbclient.jar ,Iv -client jar ,Iv -client -wwwdeps.jar
Which are retrieved from the StreamBase Lib folder.
For example: C: \ TIBCO\ sb- cep\ 7.5 \lib
Plus, the JARS from the LiveView installation:
Iv - compiler.jar ,jyaml -1.3.jar
Which are retrieved from the LiveView Lib folder.

For example: C:\ TIBCO\ sb-cep\ 7.5 \ liveview \lib
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DATABASE

There are two ways of connecting to a database from Panopticon Real Time.

a. Use the Listed Data Connector for the specific Database (if available).

Includes: Cassandra, Elasticsearch 7.x, InfluxDB 1.x, Kx kdb+, ksqIDB, MongoDB, OneTick, Panopticon Data
Extract.

b. Use the JDBC connector.
This requires:
1. Addition of the JDBC JAR(s) for the required Database into Tomcat/Lib
2. For JNDI:

Update of the server configuration file: panopticon.xml to include the new JNDI resource name.

- jdbc/Postresql (JMDI resource name as defined inside Context eg. jdbc/MyDB)

3. ForURL:UsetheURLspeci fic to the dat dtiver€lasd Namé €p&ific tathmeidwer,r , t he
and the Username and Password.

- jdbcpostgresglflacalhost:543 2050
org.postgresql.Driver
buyer

...... |:| Show characters

JDBC Diriver Installation

Install the relevant JDBC driver(s) on the system where you are running Tomcat and Panopticon Real Time. The
exact installation procedure depends on the JDBC driver. Follow the instructions given by the provider of the JDBC
driver and by the provider of your Java application server (for example, Apache Tomcat). In almost every case, a
JDBC driver is installed by placing one or several jar-files in the lib  folder of your Tomcat installation.

JNDI Connection Details

JNDI Connection details are specified in Panopticon Real Time configuration file panopticon.xml
Each connection has the following structure:

<Resource name="jdbc/ [Unique Name] "
auth="Container"
type="javax.sql.DataSource"
maxActive="100"
maxI|dle="30"
maxWait="10000"
username=" [User Name] "
password=" [Password] "
driverClassName="  [Class Name]
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url="" [URL] "
/>

Where:
Unigue Name : Defines the unique JNDI resource name to be used.
User Name : The username to authenticate to the database.
Password : The password to authenticate to the database.

ClassName: The Cl ass Name specific to the Databaseods

URL: The URL specific to the Databaseés JDBC Driver

Additionally, other key attributes of the JNDI resource are:
maxActive: The maximum number of active connections that can be allocated from this pool.
maxldle: The maximum number of connections that will be kept active even when there are no requests.

maxWait: Maximum time in milliseconds to wait for a database connection to become available.

Encrypted Password for JNDI Resource

The database password in a JNDI Connection can optionally be encrypted, to avoid having the password saved in
clear text in the panopticon.xml file. This requires the following:

The PanopticonJNDIDataSourceFactory.jar from the Panopticon distribution zip archive must be
placed in the tomcat/lib folder

The clear text password must be encrypted using PCLI and the Encrypt command

The special factory .JAR file must be specified in the Resource definition (see example below)

This is an example of a JNDI Connection Resource tag in panopticon.xml when using an encrypted password.

The example assumes that a MonetDB database is used.

<Resource name="ds_secure"
factory="com.panopticon.server.jndi.ds.SecureTomcatDataSourceFactory"
auth="Container"
type="javax.sgl.DataSource"
maxActive="100"
maxI|dle="30"
maxWait="10000"
username="monetdb"
password="7QdcwxTWuj+moJPZiFXquQ=="
driverClassName="org.monetdb.jdbc.MonetDriver"
url="jdbc:monetdb://1.2.3.4:50000/altair"/>
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Common Databases and their JINDI Configurations

Or acl e Us i ojdpbcé.jar
1 driverClassName="oracle.jdbc.OracleDriver"
1 url="jdbc:oracle:thin:@[HostName]:1521:[DatabaseName]"/>

MS SQL Us i sglidbcd.jar

server 1 driverClassName="com.microsoft.sqlserver.jdbc.SQLServerDriver
1 url="jdbc:sqlserver://[Server] \ [Instance];databaseName=[Database
Name]"/>

Sybase Usi fcgnnd.jar

ASE driverClassName="com.sybase.jdbc4.jdbc.SybDriver

1 url="jdbc:sybase:Tds:[HostName]:5000/[DatabaseName]

Postgr Us i pogtgresql -9.4.1208.jar
driverClassName="org.postgresql.Driver
url="jdbc:postgresql://[HostName]:5432/[DatabaseName]

My SQL Us i mysql - connector -java -5.1.38 - bin.jar

1 driverClassName="com.mysql.jdbc.Driver
1 url="jdbc:mysql://[HostName]:3306/[DatabaseName]"/ >

R AND PYTHON TRANSFORM SUPPORT

R and Python connectivity and transforms occur over TCP/IP network links.
C  For R, Rserve is used.

C  For Python, FastAPI is the recommended integration method for Linux systems, while Pyro4 (Python Remote
Data Objects) can be used on either Windows or Linux.

R Integration

To enable R connectivity:

1. Download R, install it, and the R Console ( http://cran.rstudio.com/ ).
2. Open the R Console.
3. Install Rserve using the following command from within the R Console:

install.packages("Rserve")

4. Initiatiate the Rserve library using the following command:

library(Rserve)

5. Run Rserve by executing the following command:
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Rserve()
Only steps 2, 4 & 5 need to be repeated when R connectivity is required.

Example:

R RGui (64-bit) - O X
File Edit Wiew Misc Packages Windows Help

EECIEEE
R R Console EI@

R version 4.1.2 (2021-11-01) —-- "Bird Hippie"

Copyright (C) 2021 The R Foundation for Statistical Computing
Flatform: x36_64—w64—mingw32fx64 (E64-pit)

R is free software and comes with ABSOLUTELY NO WARRANTY.

You are welcome to redistribute it under certain conditions.
Type 'license()"' or "licence()' for distribution details.

Hatural language sSupport but running in an English locale

R is a collakorative project with many contributors.

Type 'contributors()"'" for more information and

'citation()"'" on how to cite R or R packages in puklications.
Type 'demo()' for some demos, 'help()' for on-line help, or
'help.start () ' for an HTML browser interface to help.

Type 'gf)' to guit R.

Starting Rserve...
"E:\Work\R\R-4.1.2\library\Rservellibs\x64\Rsexrve.cxe"

o

NOTE Connectivity by default is over Port 6311.

To enable authentication across the Rserve TCP/IP link

C  create a password file (pwdfile.pwd)
Each line of the file should have the user and then the password.
Example:

userl passwordl
user2 password2

C  Create a configuration file with following parameters (rconfig.conf )

auth required
pwdfile [path of password file]

Example:

remote enable

auth required

port 6311

pwdfile C:  \\ Rintegration  \\ pwdfile.pwd
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load the created configuration file (the default Rserve configuration file is still loaded, but its settings have lower
priority) and run Rserve:

Rserve(args=" -- RS conf [path of configuration file]")
Example:
Rserve(args=" -- RS confC: \\ RIntegration \\ rconfig.conf")

Python Integration with Pyro4

Panopticon can use Python for both data transforms and as a primary data source. The server part of Panopticon will
send requests to Python, with data and/or Python code, via Pyro4 - Python Remote Objects. Pyro4 installs as a
Python package in your Python environment, and connectivity is enabled by starting a Pyro process with a shell script
file (.BAT script file) which is included in the Panopticon distribution zip-archive.

To set up a Python environment that can be used from Panopticon, follow these steps:
Download and install Python.

Install Pyro4.

Install pandas.
Install additional packages.

Set the Pyro HMAC key.
Start Pyro4.

I L A

Downloading and Installing Python

Download Python from https://www.python.org/downloads/ and select the release version you require
as well as the right version for the operating system of your server. Note that Linux systems often have Python
included out of the box. Install Python as described by documentation from Python.org. You can install Python on the
same host that runs the Panopticon server, or a different host, if firewall settings and port mapping allow
communication between the two hosts. If you are running Panopticon for development, testing or personal use on
your workstation, install Python on your workstation as well.

Installing Pyro4

When Python is installed, add Pyro4 by installing it like a Python package. The Pyro4 version must be 4.71 or higher.
On the command prompt, type python and press Enter to start a Python prompt. Then run this command:

pip install Pyro4>=4.71

Installing Pandas

When working with a data table in Python, the pandas package and the pandas DataFrame object provides many

useful advantages and is highly recommended. Panopticonoés
from Python is a pandas DataFrame and therefore the pandas package is required. On the Python prompt, run this

command:

pip install pandas>=1.1.5

This will also automatically give you the NumPy package.
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Installing Additional Packages

To be able to view and use the examples in the Panopticon

required to install a few additional packages using these commands:
pip install scikit -learn>=1.1.3

pip install pyarrow>=10.0.0

Setting the Pyro HMAC Key

When you send a request to Pyro4, you are required to supply the correct password which is called the Pyro HMAC
Key. This password protects the Python environment from unauthorized remote calls via Pyro4. You should create an
environment variable named PYRO_HMAC_KEY on the host where Python and Pyro4 are installed. However, if
PYRO_HMAC_KEY is not found or created, the environment variable will be created by the script used for starting
Pyro4. The default value is password . You have the option of either:

creating the PYRO_HMAC_KEY and setting a password value of your choice
editing the start script and entering your password value instead of the default value password

When using Python from Panopticon, either as a transform or as a primary data source, you will supply the password
as part of the connection settings in Panopticon. The password can also be saved in the

Panopticon.properties file, by an Administrator, which will let Designer users create Python connections
without knowledge of the password.

For details about the configuration of Python connectivity properties, see Properties: Panopticon.

Starting Pyro4

Before you can use Python from Panopticon, you must start the Pyro4 process that will receive requests from
Panopticon and pass them on to Python. This is done by running a script included with Panopticon on the host where
Python and Pyro4 are installed.

On Linux, you run the file start_Python_connectivity.sh  which in turn runs the file pyro.py .

On Windows, you run the file start_Python_connectivity.bat  which in turn runs the file pyro.py .

Multiple Python Environments on Windows

On Windows, you can install multiple Python versions in parallel, resulting in installation folders like the following
examples:

C:\Program Files\Python38
C:\Program Files\Python39
C:\Program Files\Python310

Each of these versions has its own package installations. For example, you can have one version of a package
installed for Python 3.9 and another package version for Python 3.10.

NOTE When installing packages for different versions of Python on a host which will
serve multiple users, make sure you install from a command prompt with
elevated privileges (run As Administrator), otherwise, packages will be installed
under your own Windows user profile folder.
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With Python for Windows downloaded from Python.org, you also get py.exe which is a Python launcher. When
installing Python for all users, it is placed in C:\ Windows\ py.exe or
C:\ Users \ <username> \ AppData \ Local \ Programs \ Python .

With the Python launcher py.exe , you can start a specific Python version as follows:

py -3.9

To make a package installation for a specific Python version, open a command prompt as Administrator and run:

py -3.9 -m pip install <packagename>

To start a Pyro4 process with a specific Python version (in this example, 3.9) you can launch Pyro4 as follows:

start_Python_connectivity.bat -3.9

Python Integration with  FastAPI

On Linux OS, Panopticon can be integrated with Python using FastAPI instead of Pyro4.
Python integration with FastAPI has the advantage of supporting parallel processing.
Requirements:
Python 3.8 or higher
Python packages:
uvicorn >= 0.20.0
gunicorn >= 20.1.0
fastapi >=0.88.0
pandas >=1.5.1

serpent >=1.41

Steps:

1. Copy the panopticon_fastapi_py folder to the host where you have your Python environment.

This can be the same host as where Panopticon is running, i.e., localhost from the point of view of Panopticon. If
you are using different hosts, ensure that the firewall portmapping settings allow traffic on port 9090.

You can place the folder to your preferred location.
2. Set the following values in the Panoption.properties file:

connector.python.host=<your_python_host>
connector.python.mode=fast_api
connector.python.port=9090

3. Restart Tomcat.
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NOTE 91 To start the FastAPI service, run the start.sh file with elevated
privileges:

sudo ./start.sh

1 To get back to the Linux prompt, hit Ctrl+Z (*Z) to pause the process
and immediately run the command bg to send the process to the
background.

1  To shut down the FastAPI service, run the stop.sh file with elevated
privileges:

sudo ./stop.sh

LOADING OF DATA PLUGIN

When starting Panopticon for the first time, if there is a plugins.xm | file in the AppData folder, it will be backed
up to plugins_[yyyyMMdd_HHmMmssSS].bak

Consequently, plugins.xml is replaced by plugins.json that has the following structure:
"allow" : ],
"deny" : ]

}

The Allow/Deny lists allow for controlling which plugins to load.
If the Allow list is specified; only plugins with classnames in allow will be loaded.
If the Deny list is specified; only plugins with classnames not in deny will be loaded.

If Allow and Deny are specified, only plugin classnames in allow, but not in deny will be loaded.

NOTE If you had previously created an edited version of plugins.xmi to limit
loading of plugins, you need to manually update the allow/deny lists in
plugins.json . We recommend using the Deny list since that will avoid
unintended blocking of newly and future introduced plugins, which is a risk
when plugin loading is controlled through an explicit Allow list.
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[9] VIEWING AND MANAGING

WORKBOOKS

ACCESSING WORKBOOKS

On the Recent tab of the Workbooks page lists available folders and uploaded or published workbooks in Grid View.

C  The Folders include their names and the number of available workbooks.

C  The Workbooks include their titles, thumbnail images, and when they were last modified.

Opened workbooks are then displayed on the Recent pane.

Workbooks

| Altair Panopticon’ Data Library

«h Organization v

( Q_ Search Workbook

Webhooks

Alerts

[ Orders

‘ Recent | Shared

2. My Workspace

20 Users v

» [0 ~designer
Order Book
Organization\
Viewed 17 hours ago

Folders

em Orders
1 workbook

Workbooks
v (TTLEL])

AANA

VVV _II

Axis Graphs &
Modified 12 days ago

==

-

How to Time Window &

Organization\
Viewed 17 hours ago

Bond Maturity Screen...
Modified 12 days ago

Parameters

Themes System

Name T

wtd il
hl ||1“|I|]l
VizGuide

Organization\

Viewed 17 hours ago

BPOIlSpillTimeLine
Modified 12 days ago

VW _llu

Axis Graphs &
Organization\
Viewed 18 hours ago

o

CrossTab &
Modified 12 days ago

Clicking on the workbook thumbnail opens it on the web browser.
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Geographic correlations of data

Ma
Geospatial Area Densities P

Needle
Performance across a hierarchical or grouped dataset

Needle - Numeric
Performance across a single variable for a large number of data items

Needle - Numeric Stacked
Performance across a single variable for a large number of data items, which have different importance values

Needle - Stacked and Grouped
Performance across a single variable for a small number of data elements, each with similar magnitudes

Performance across a single variable for a small number of data elements, with different magnitudes ::m:rk

Performance against a KPI : Bullet Graph or Donut Gauge
Read numeric values quickly Table / Pivot Table

Soread between two time series Soread Graoh
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On the Shared pane, the list of workbooks that are accessed through a shared link are displayed.

‘ Altair Panopticon”  Workbooks Data Library Webhooks Alerts Parameters Themes System
#h Organization b ( Q_ Ssearch Workbook Name 7T =
[0 Orders
Recent | Shared ‘
290 Users v P
» [ ~designer s 2
amull. .
01 o ml
~admin\How to Auto Parameterize ~admin\How to Conflate Time Ser...
Folders
e,
Orders 2
2 workbooks
Workbooks
]

Bond Maturity Screening
Modified 12 days ago

L

CrossTab .
Modified 12 days ago

.-: =

Ei

Displaying Spreads
Modified 12 days ago

Searching for Workbooks

Search for particular workbooks that may be located in different folders and perform other operations like merge,

copy, download, or remove.

Steps:

1. Onthe Workbooks and Folders Summary layout, click on a workbook folder then enter a workbook name or

dashboard name in the Search Workbook box.

2. Click 7
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Altair Panopticon” Workbooks Data Library Webhooks Alerts Parameters

& Organization b Q. how to actions -
- Orders

BidAsk € Search Results
2 My Workspace — How to Actions

89, Users v X R

» ~designer = = | I r

How to Drill

Matched on snDoard name:

How To Actions

s\BidAsk\
How to Actions

I i Matct ]
.. | ol

Themes

System

+ New Workbook

Last viewed by me
Aug 28, 2024 1:39 PM
Last modified

Feb 12,2024 213 PM

Last viewed by me

Aug 27, 2024 3:35 PM
Last modified

Mar 12, 2024 11:31 AM

Last viewed by me
Aug 28, 2024 1:41 PM
Last modified

Aug 28, 2024 1:38 PM

The following information is displayed for each workbook:
Folder where the workbook is located
What the search match was based on: workbook or dashboard name
Date/Time when the workbook was last viewed

Date/Time when the workbook was last modified

You can also enter one or more characters into the Search Workbook box then click Enter. The list of workbooks

that matched the entries will be displayed.
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Altair Panopticon Workbooks Data Library Webhooks Alerts Parameters Themes System o

~ B Orders
2 BidAsk € Search Results

2. My Workspace . How to Actions

Aug 28, 2024 1:39 PM
wlon_ ... mm

22 Users v ! :
= ) Il ‘ I Feb 12,2024 2:13PM
’ ~designer o o L] ’
How to Aggregate :
- Aug 27, 2024 3:00 PM
- #<M*  How to Auto Parameterize
=1 Aug 27, 2024 3:00 PM
- = o
= w i How to Color 1
= = Aug 27, 2024 3:00 PM
g . 2§
- - i
oy B
= a 2"
How to Conflate Time Series Datasets X
Aug 27, 2024 3:00 PM
il
- - = How to Drill ' !
e gy Aug 27, 2024 3:35 PM

Click on a workbook thumbnail to open and display it on the web browser.

To go back to the Workbooks and Folders Summary layout, click

To display the context menu, you can either:

1 Right-click on a workbook or several workbooks

9 Click the More Actions * icon of a workbook or selected workbooks
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Altair Panopticon
h Organization

- Orders

[0 BidAsk
8. My Workspace

9. Users

» [ ~designer

Altair Panopticon’
h Organization

- Orders

[ BidAsk
2. My Workspace

9. Users

» [0 ~designer

Workbooks Data Library Webhooks Alerts Parameters
¥ [ Q. how to actions =)
& Search Results
D — How to Actions
. wl_n__.. == B
II ‘ Matched on workbook name
[ | u 2
- = M -
e
How to Drill @
Matched on dashboard nam rtl
How To Actions
E3
- e —
— Orders\BidAsk\
How to Actions .t
wl_n__.. mm
Matched on workbook name
|_II . 1 jm)
- - | 4
Workbooks Data Library Webhooks Alerts Parameters
v [ Q. how to actions >
& Search Results
| ——— wmrmm T —
“ - How to Actions
y wlon .. mm
Matched on w ¢ name.
|_II i = I
- - | 4
How to Drill
Matched on dashboard name
How To Actions
- o — Orders\BidAsk\
How to Actions
wl_n__.. ==
Matched on workbook name

Themes System o
b @ & o + New Workbook
Last viewed by me H

Show in folder
Rename
History

Move

Copy
Download
Export Bundle
Share

Remove

Themes

3 28,2024 1:39 PM

t modified
112,2024 2:13 PM

t viewed by me :

3 27,2024 3:35 PM

t modified

r12,2024 11:31 AM

t viewed by me :

3 28,2024 1:41 PM

t modified

3 28,2024 1:38 PM

System

Last viewed by me H

Aug 28, 2024 1:39 PM

Last modified
Feb 12, 2024 2:13 PM

ewed by me :

Aug 27, 2024 3:35 PM

Last modified
Mar 12, 2024 11:31 AM

Aug 28,
Move
Last mod
Aug 28, rlj Copy
M Merge
[ Export Bundle
W Remove

To display the workbook in its location, click Show in Folder on the context menu.
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Altair Panopticon’
5 Organization

- Orders

[ BidAsk
2. My Workspace

29 Users

v [0 ~designer

The other context menu options are discussed in the sections below.

Workbooks Data Library Webhooks Alerts Parameters Themes
v [ Q. how to actions ED O]
€ Search Results
D —— — How to Actions
v
Matched on workboo B Show in folder
% Rename
7
How to Drill & History
@ Move
Matched on dashboal
How To Actions F|:| Copy
1 Download
Orders\BidAsk\
Export Bundle
How to Actions & P
.
Matched on workboo "' Share
[ Remove

Folders and Workbooks Display View

Workbooks can be displayed either on a List or Grid View.

+—
On the Toolbar, click List View
Altair Panopticon” Workbooks  Datalibrary  Webhooks  Alerts
i Organization v ( Q Search Workbook

[ Orders
8. My Workspace

29 Users ~

Parameters

‘ Recent | Shared

Order Book
Organization\
Viewed 18 hours ago

0 orders 20
O Name T
D Axiis Graphs
O Bond Maturity Screening
O BPOIlSpillTimeLine
O CrossTab
1 = Displaying Spreads

localhost:8080/panopticon/workbook/#/BPQilSpillTimeLine

A TIRN—

How to Time Window &

Organization\
Viewed 18 hours ago

Themes

Last viewed by
me

Oct 29, 2024 4:52 PM

Aug 15, 2023 1:46 PM

System

& ﬂl + New Workbook

Last viewed by me

Aug 28,2024 1:39 PM

Last modified
Feb 12,2024 2:13 PM

Last viewed by me

Aug 27,2024 3:35 PM

Last modified
Mar 12, 2024 11:31 AM

Last viewed by me

Aug 28,2024 1:41 PM

Last modified

Aug 28,2024 1:38 PM

, the folders and workbooks are displayed in a standard listing.

System
H R RO
i
VizGuide
: Organization\ :
Viewed 18 hours ago
Last published
Oct 18, 2024 2:05 PM
Oct 18, 2024 2:05 PM
Oct 18, 2024 2:05 PM :

Oct 21, 2024 5:25PM

Oct 18, 2024 2:05 PM

Oct 18, 2024 2:05 PM

Eb
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Or click Grid View

Workbooks

Altair Panopticon’ Data Library

Webhooks

h Organization e [ Q. Search Workbook

[ Orders

| Recent | Shared

2. My Workspace

R¢ Users ~

Order Book
Organization\
Viewed 18 hours ago

Folders

e Orders
1 workbook

Workhooks
V LI LR ]]

,ﬁv‘ﬁ'vﬁu _ I |

Axis Graphs &
Modified 12 days ago

Alerts Parameters
-
== - |
—— I
il s
£ Tr——

How to Time Window &
Organization\
Viewed 18 hours ago

Bond Maturity Screening
Modified 12 days ago

. The folders and workbooks are displayed as thumbnails.

System o

Name

r=

VizGuide
Organization\
Viewed 18 hours ago

BPOIlSpillTimeLine
Modified 12 days ago

On either display view style, clicking on a workbook title or thumbnail displays the workbook on the Open Workbook
in View Mode. For more information on how to analyze interactive dashboards, refer to the Client User Guide.

Sorting Workbooks
Sorting workbooks can be done by Name, Last Viewed/Last Published, or Last Viewed by Me.

Steps:
On the Folders and Workbooks Summary layout, either:
C  Click the Sort By option on the Toolbar of the Grid View

By default, the sorting is by Name.

Name T =
Marme
Last modified

Last viewed by me

1 Name
91 Last Modified
1 Last Viewed By Me
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Then click the Sort Order:

_1‘\
| Ascending

J.
1 Descending

C  Click on the Name, Last Viewed By Me , or Last Published column header of the List View

Altair Panopticon' Workbooks Data Library Webhooks Alerts Parameters Themes System

|k Organization ¥ [ Q search Workbook = u|
Orders
‘ Recent | Shared
L My Workspace
29 Users ~ 4
i
et
Order Book How to Time Window & VizGuide
Organization\ : Organization\ : Organization\
Viewed 18 hours ago Viewed 18 hours ago Viewed 18 hours ago
Orders Q0
O Name T Last viewed by Last published
me
OJ Axis Graphs Oct 29, 2024 4:52 PM Oct 18, 2024 2:05 PM
D Bond Maturity Screening Aug 15, 2023 1:46 PM Oct 18, 2024 2:05 PM
O BPOIlSpillTimeLine Oct 18, 2024 2:05 PM
O CrossTab Oct 21, 2024 5:25 PM Oct 18, 2024 2:05 PM
il = Displaying Spreads Oct 18, 2024 2:05 PM

localhost:8080/panopticon/workbook/#/BPQilSpillTimeLine

Then click the Sort Order:
T .
|| Ascending

1 7 Descending

Creating Workbooks

A user with a Designer role can create workbooks using the web authoring tool in Panopticon Real Time. This feature

is extensively discussed in the Panopticon Web Authoring Guide.

Renaming Workbooks or Folders
A user with an Administrator or Designer role can rename workbooks and folders.

Steps:

1. Right-click on a workbook or folder then select Rename on the context menu.
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[ Rename
[ Rename
(@™ History
[£]1 MNew folder
@ Move
[#] Upload workbook
r|':| Copy
L9 Permissions 1 Download
[¥] Export Bundle Export Bundle
%] Import Bundle o Share
W Remove W Remove
Workbook Folder or Subfolder Context Menu Workbook Context Menu
The Rename Workbook or Rename Folder dialog displays.
Rename Workbook
How To Actions
Rename [: Cance :.
Rename Folder
| Drder5|
lename ( cancel )

2. Enter a new name then click .

Uploading Workbooks
Users with an Administrator role can upload workbooks to the currently selected folder in the Workbooks page.

Steps:

1. On the Workbooks page, click on a folder or a personal folder and select Upload Workbook .
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s Organization w

b Orders
New Folder
So Users
) @ Upload Workbook
~designer
,9. Permissions
(%] Export Bundle
(%] Import Bundle

The Upload Workbook dialog displays.

Upload Workbook

| |'."."crhuc0»’. name

Choose workbook or drag and drop it here.

Replace existing workbook

Cancel

2. To upload a workbook, you can either:

9 Drag it from your desktop and drop on the dialog, or

9 Click Choose Workbook and select one on the Open dialog that displays.

The name of the workbook is displayed on the uploaded workbook area and in the Name box.
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Upload Workbook

OrderBook History

Choose workbook or drag and drop it here.

Selected workbook: OrderBook History

Replace existing workbook

Upload Cancel

3. You can opt to rename the workbook.

4. To replace an existing workbook, check the Replace existing workbook  box.

Upload
5. Click .

You will be notified once the workbook is uploaded.
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Upload Workbook

OrderBook History

Upload complete

Replace existing workboaok

Cancel

The workbook is added and displayed.

NOTE 1 An error message is displayed if the data source schema of the uploaded
workbook has not been updated or missing.

1  The uploaded workbook will not include the data source. However, if
Panopticon Real Time can reach the same folder of the data source, or the
workbook has been designed in the same machine, then the data can be
viewed.

Viewing Workbook History and Republishing

Aside from opening workbooks, a user with either an Administrator or Designer role can also perform the following:

C  View the change history of workbooks
C  Republish an archived workbook to the recent version of Panopticon Real Time

C  Rename an archived workbook

Steps:

1. Onthe Workbooks page, right-click on a workbook or click More Actions : and select History in the context

menu.
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El"
How to Actions Gi"
Maodified a few s @

[0

|+

The History of Workbook <Name> dialog is displayed with the current version of the workbook indicated.

Rename
History
Move

Copy

Download

Export Bundle

Share

Remove

History of workbook 'How To Actions'

| New name (optional)

Date modified

Nov 4, 2021 2:09 PM

Nov 4, 2021 2:09 PM

Nov 4, 2021 2:08 PM

Nov 4, 2021 2:01 PM

Nov 4, 2021 2:01 PM

Nov 4, 2021 2:00 PM

Nov 4, 2021 1:56 PM

Nov 4, 2021 1:56 PM

Oct 21, 2021 4:36 PM

Oct 21, 2021 4:36 PM

Modified by

designer

designer

designer

designer

designer

designer

designer

designer

designer

designer

Republish

Current

Cancel
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.-T\
Sort the archival list either through the Date Modified or Modified By by clicking on the { or button.

Lo
Also, move to the other pages of the list by clicking on a page or clicking the or * button.

2. You may opt to rename an archived workbook by entering a new one in the New Name box.

3. Click on an archived workbook in the list.

History of workbook 'How To Actions'
Mew name (optional)
Date modified Modified by
Vov 4, 2027 2:0 designe Curre
Nov 4, 2021 2:09 PM designer
Nov 4, 2021 2:08 PM designer
Nov 4, 2021 2:01 PM designer
Nov 4, 2021 2:01 PM designer
Nov 4, 2021 2:00 PM designer
Nov 4, 2021 1:56 PM designer
Nov 4, 2021 1:56 PM designer
Oct 21, 2021 4:36 PM designer o
Oct 21, 2021 4:36 PM designer

Republish
Then click . A notification message displays.

Are you sure you want to republish the earlier version of 'How To
Actions'?

Yes
4, Click

A confirmation message displays.
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The earlier version of the workbook was successfully republished.

The republished workbook version is added in the history list.

History of workbook 'How To Actions'
| New name (optional)
Date modified Modified by
Nov 4, 2021 2:22 PM designer Current
Nov 4, 2021 2:09 PM designer
Nov 4, 2021 2:09 PM designer
Nov 4, 2021 2:08 PM designer
Nov 4, 2021 2:01 PM designer
Nov 4, 2021 2:01 PM designer
Nov 4, 2021 2:00 PM designer
Nov 4, 2021 1:56 PM designer
Nov 4, 2021 1:56 PM designer
QOct 21, 2021 4:36 PM designer
Oct 21, 2021 4:36 PM designer
epublist ( Carnce )
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Moving Workbooks

Users with Administrator or Designer role are allowed to move a workbook to another folder or subfolder they have
permission to.

Steps:

1. Onthe List or Grid view, select one or several workbooks then:

Right-click or click More Actions = and select Move in the context menu, or

click the Move icon on the toolbar.

The Move Workbook dialog displays with the folder or subfolders the user is allowed to move the workbook.
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