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[1] INTRODUCTION

OVERVIEW

Altair PanopticonE Real Time supports the following data connectors:
General Connectivity: MS Excel, Text, XML, JSON, Restful Web services, JDBC Databases
Big Data: Cassandra, Elasticsearch 6.x, Elasticsearch 7.x, KsqlDB, Livy Spark, MongoDB, Splunk

Event Processing: Kx kdb+Tick, OneMarketData OneTick CEP, Tibco Streambase, Tibco LiveView,Panopticon
Streams

Messaging Streaming: Apache/Confluent Kafka, JMS (e.g., ActiveMQ), Solace, RabbitMQ, WebSocket, JIMX,
Google Cloud Pub/Sub, MQTT

Tick Data: OneMarketData OneTick, OneTick Cloud, Kx kdb+, InfluxDB
Custom code data connections, transforms, and ML model scoring: Python, R, and REST service calls

In addition, Panopticon Real Time includes a Panopticon bundle file of example workbooks (Examples.exz). To use
the example workbooks, the bundle file must be imported into the server after the server installation.

NOTE q Beginning with version 17.1, MS Access, Valo, Apache Qpid, Valo
Streaming, Ultra Messaging Streams, and OData connectors are deprecated.

q Beginning with version 16.2, DataDirect based connectors, along with
Vertica, are deprecated. The Database connector or JDBC Database
connector should be used.

1 Existing workbooks will continue to operate, but connectivity will need to be
migrated for subsequent releases.

SYSTEM REQUIREMENTS

Panopticon Real Time is supported on these operating systems:
Linux which include the following distributions and versions:
RHEL/CentOS 7 or higher
Debian 8 or higher
Ubuntu 14 or higher
Fedora 21 or higher

Windows 10 (64-bit) i For Development Environments Only

Windows Server 2012 (64-bit)
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Windows Server 2016 (64-bit)

Panopticon Real Time also requires:

Oracle Java SE 8, Oracle Java SE 11, Open JDK 8, and Open JDK 11 are supported after installing the
dependency files that are distributed with Panopticon Real Time.

NOTE T Unzip the contents of the dependency package file provided by Panopticon into
the TOMCAT_HOME!/Ilib folder to be able to run Altair Panopticon software on
JRE 11 and Open JDK 11.

T Please refer to Java documentation about setting up the JAVA_ HOME
environment variable in your system.

Apache Tomcat 9.0.x

NOTE When running on Windows instead of Linux, it is recommended to use the zip
distribution of Apache Tomcat for Windows rather than the Windows Service
Installer. This is because the zip distribution will let you run Apache Tomcat without
any dependency on the Windows service manager, and management of the Apache
Tomcat server will conform more with how it is done on Linux.

NOTE Starting with Tomcat 9, Debian Linux implements a security policy which puts a harder
default restriction on which folders a Tomcat 9 web application can write to.

The change is described in full detail here:
https://salsa.debian.org/java - team/tomcat9/ -
/commit/3ca5cbdc2f970470341926354f210dff032fc5f3

Quoting from the release notes:

1 Tomcat is sandboxed by systemd and only has write access to the following

directories:
Directory Actual Directory
Ivar/lib/tomcat9/conf/Catalina letc/tomcat9/Catalina
Ivar/lib/tomcat9/logs Ivar/log/tomcat9

Ivarl/lib/tomcat9/webapps

/varl/lib/tomcat9/work /var/cache/tomcat9

9 If write access to other directories is required, override the service settings. This is

done by creating an override.conf file in
/etc/systemd/system/tomcat9.service.d/ containing:
[Service]

ReadWritePaths=/path/to/the/directory/
Ensure to restart the service afterward with:
0  systemctl daemon-reload

o  systemctl restart tomcat9
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Panopticon Real Time is supported for deployment on the following cloud providers:
Amazon Web Services (AWS)
Microsoft Azure
Google Cloud Platform
Oracle Cloud

Containerized deployment with Docker Linux containers is also supported.

Supported browsers include the latest version of:
Google Chrome

Safari

NOTE 1 Panopticon Real Time requires administrative privileges during installation.
Administrative privileges are not required after installation is complete.

1 Panopticon Real Time does not support Tomcat 7.x, Tomcat 8.0.x, or Tomcat
8.5.x.

System Hardware Requirements

Development / Test
1 x Dual Core CPU (Hyper Threaded to 4 Cores/Threads)
8GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM

Small Scale Deployment
1 x Quad Core CPU Or Equivalent (Hyper Threaded to 8 Cores/Threads)
16GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM

Medium Scale Deployment
4 x Quad Core CPU Or Equivalent (Hyper Threaded to 32 Cores/Threads)
32GB RAM
4GB Disk (Available)
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In Memory Caching limited to available Server RAM

Large Scale Deployment
8 x Quad Core CPU Or Equivalent (Hyper Threaded to 64 Cores/Threads)
64GB RAM
4GB Disk (Available)

In Memory Caching limited to available Server RAM
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Full scale Panopticon Real Time deployment

Panopticon Real Time is deployed and hosted on an internal network. The server can be accessed from internally
and/or externally from the internet. Upon allowing access to the server from the internet it is recommended to have a
proxy and firewall in front of the server.

Panopticon Real Time exposes web services from both a SOAP interface and a REST interface. These interfaces are
used by the Web client but can also be used to execute functionality directly on the server such as by batch jobs.

Workbook access is secured through the underlying application Panopticon Real Time security model, such as
authentication and configuration of directories in Tomcat.

Furthermore, Panopticon Real Time is capable of the following features:
C  Single Sign On (SSO) Support through SAML

C  JDBC/JNDI Data Sources

C  JMX Monitoring
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Server Platforms

Panopticon Real Time consist of multiple components such as the following:

PanoptRiemadn Ti me Formerly named Panopt i ceosnp oVhi ssiuballei

managing all the published workbo
t hem. It is also responsible for
transformations, schedul kdrtiasggse

Panopticon Streec¢Processing of datametwveéeasmalfiacati @:

Web Client The web client is a graphical int
and for creation and design of da

See Installation for more information.

ENVIRONMENT PROMOTION OPTIONS

You may need to set up multiple environments for Altair Panopticon. For example, you may wish to set up your
system to support one of the following migration paths:

C  Staging A Production
C  Development A User Acceptance Testing A Production

The primary complication when promoting workbooks between environments is access to data repositories, since you
may wish to use separate data repositories for each environment. If you require different data repositories in each
environment, use JNDI or global parameters. These abstract the location of the data repository from the workbook.
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INSTALLATION

This document provides instructions on how to install Panopticon Real Time on Linux or Windows.

NOTE If you need to upgrade your previously installed Panopticon Real Time, proceed to
the Upgrade section.

Setting Up Panopticon Real Time on Linux
Follow the steps and guidelines below to install Panopticon Real Time on Linux.

Steps:

1. Extract the contents of AltairPanopticonVisualizationServerWAR_<version number>.zip
file to a new location.

This zip file will contain the following folder and files:
pcli-java folder
tomcat-users_example.xml
start_Python_connectivity.sh
start_Python_connectivity.bat
pyro.py
panopticon.xml
panopticon.war

OpenJDK11Dependencies README.txt

OpenJDK11Dependencies.zip

Examples.exz

CustomMessageParserExample.zip
Elastic_5X_Dependencies.zip

Elastic 6X_Dependencies.zip

Elastic 7X_Dependencies.zip

Panopticon Web Authoring Quick Start Guide
Panopticon Web Authoring Guide
Panopticon Real Time Installation and Reference Guide

User_License.rtf

Panopticon Real Time 2022.1 - Installation and Reference Guide



NOTE To support Python Transform, the following files are included in the installation zip
file:

1 start_Python_connectivity.sh
1 start_Python_connectivity.bat

T pyro.py

Refer to Python Integration for more information.

2. Create the AppData folder (i.e., /usr/share/vizserverdata ) and ensure that the user account Local
Service running Tomcat has read/write and execute permissions to this folder.

3. Inthe Tomcat config folder (/tomcat_home /conf/Catalina/localhost ) create the
panopticon.xml file with the following information:

<?xml version ="1.0" encoding ="UTF- 8" ?>

<Context path ="/panopticon” >

<Environment = name="PanopticonAppData" override ="false"
type ="java.lang.String" value ="/usr/share/vizserverdata ">
</Context>

NOTE 1 Instead of setting the path of the environment variable PanopticonAppData
on the panopticon.xml file, you can do so on the System Environment
Variables. For example:

Variable New Value

PanopticonAppData lusr/share/ panopticondata

1 If the directory path is set in both an environment variable and in the
panopticon.xml file, the value set in the XML file will take precedence.

1  Starting with 21.2, the DatawatchVDDAppData is replaced with
PanopticonAppData  as the specifier for the Panopticon application data
directory. You can still use DatawatchVDDAppData as a fallback, but going
forward, PanopticonAppData  should be used.

4. Specify the license type that will be used. Use any of the following license types:

Volume License file (PanopticonLicense.xml) that must be copied to the designated AppData folder.

Altair Units license. Refer to Using Altair Units License in Panopticon Real Time for more information.

Hosted Altair Units license. Refer to Using the Hosted Altair Units License in Panopticon Real Time for more
information.

5. Copy the panopticon.war file into the Tomcat webapps folder (/ftomcat_home /webapps ).

6. For a basic installation using the Tomcat inbuilt XML file user directory, copy the provided tomcat-
users_example.xml and overwrite the existing tomcat - users.xml file which is available in the Tomcat
config folder (/ tomcat_home /conf ).
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The provided tomcat - users_example.xml contains the following roles and users:

<role rolename ="user " />
<role rolename ="designer "/>
<role rolename ="admin" />
<user username ="viewer "

password =" viewer roles ="user " />

<user username ="designer " password ="designer " roles ="user,designer " />
<user username ="admin" password ="admin" roles ="user,admin "/>
<user username ="su" password ="su" roles ="user,designer,admin ">
NOTE In Panopticon 2020.0 and onwards, the Administrators.txt and
AdministratorGroup.txt files are no longer used to authorize administrator

users. The function provided by these files has been replaced by a set of properties
in Panopticon.properties

access.default.roles=VIEWER

ac cess.administrator.groups= admin
access.designer.groups= designer
access.viewer.groups=

The access.default.roles property defines the default roles assigned to any
user accessing the server, defaulting to VIEWER. The administration
(access.administrator.groups property) and content creation
(access.designer.groups property) on the server are mapped by default to

groups named "admin" and "designer".

For more complex authentication and user directory options, see section [3]
Authentication.

IMPORTANT 1 Before proceeding to step 7, ensure the Tomcat temp folder (e.g.,
(tomcat_home/temp) is available.

1  You can opt to choose a different temp folder with the CATALINA_TMPDIR
environment variable. For example:

Variable Value
CATALINA_TMPDIR / tomcat _home/ dev/ temp

7. Start Tomcat to deploy the panopticon.war file.

The server initializes the AppData directory with an empty content repository and empty subdirectories for other
types of data. The Panopticon.properties file is created with the default server properties.

8. Increase the Java heap size of Tomcat.
9. YoucanalsoopttoinstallJava data connectords dependencies
10. You should now be able to log on to Panopticon Real Time using the following:

[Host Name]:[Por t}/[Name of your application]
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For example:
http://localhost:8080/panopticon

The more advanced configuration options are also discussed in this document.

Setting Up Panopticon Real Time on Windows
Follow the steps and guidelines below to install Panopticon Real Time on Windows.

Steps:

1. Extract the contents of AltairPanopticonVisualizationServerWAR_<version number>.zip
file to a new location.

This zip file will contain the following folder and files:
pcli -java folder
tomcat-users_example.xml
start_Python_connectivity.sh
start_Python_connectivity.bat
pyro.py
panopticon.xml
panopticon.war

OpenJDK11Dependencies README.txt

OpenJDK11Dependencies.zip

Examples.exz

CustomMessageParserExample.zip
Elastic_5X_Dependencies.zip

Elastic 6X_Dependencies.zip

Elastic 7X_Dependencies.zip

Panopticon Web Authoring Quick Start Guide
Panopticon Web Authoring Guide
Panopticon Real Time Installation and Reference Guide

User_License.rtf
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NOTE To support Python Transform, the following files are included in the installation zip
file:

1 start_Python_connectivity.sh
1 start_Python_connectivity.bat

T pyro.py

Refer to Python Integration for more information.

2. Create the AppData folder (i.e., vizserverdata) and ensure that the user account Local Service running
Tomcat has read/write and execute permissions to this folder.

Example: c: \ vizserverdata

3. Specify the license type that will be used. Use any of the following license types:

Volume License file (PanopticonLicense.xml) that must be copied to the designated AppData folder, or

Altair Units license. Refer to Using Altair Units License in Panopticon Real Time for more information.

Hosted Altair Units license. Refer to Using the Hosted Altair Units License in Panopticon Real Time for more
information.

4. Copy the extracted panopticon.xml file into the Tomcat config folder (\ Apache Software
Foundation \ Tomcat 9.0 \ conf \ Catalina \ localhost ). This file contains the following information:

<?xml version ="1.0" encoding ="UTF-8"?>

<Context path ="/panopticon” >
<Environment  name="PanopticonAppData" override ="false"
type ="java.lang.String" value ="c: \vizserverdata" />
</Context>
NOTE Instead of setting the path of the environment variable PanopticonAppData

on the panopticon.xml file, you can do so on the System Environment
Variables. For example:

Variable New Value

PanopticonAppData c¢: \ panopticondata

If the directory path is set in both an environment variable and in the
panopticon.xml file, the value set in the XML file will take precedence.

Starting with 21.2, the DatawatchVDDAppData is replaced with
PanopticonAppData  as the specifier for the Panopticon application data
directory. You can still use DatawatchVDDAppData as a fallback, but going
forward, PanopticonAppData should be used.

5. Copy the panopticon.war file into the Tomcat webapps folder (\ Apache Software
Found ation \ Tomcat 9.0 \ webapps).
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For a basic install using the Tomcat inbuilt XML file user directory, copy the provided tomcat -

users_example.xml and overwrite the existing tomcat - users.xml file which is available in the Tomcat
config folder (\Apache Software Foundation \ Tomcat 9.0 \ conf ).

<role rolename
<role rolename
<role rolename
<user username

The provided tomcat - users_example.xml contains the following roles and users:
“user " />
"designer " />
"admin " />
"viewer " password ="viewer " roles ="user " />
"designer " password ="designer " roles ="user,designer " />

<user username
<user username
<user username

NOTE

"admin" password ="admin" roles ="user,admin "/>

="su" password ="su" roles ="user,designer,admin ">
In Panopticon 2020.0 and onwards, the Administrators.txt and
AdministratorGroup.txt files are no longer used to authorize administrator

users. The function provided by these files has been replaced by a set of properties in
Panopticon.properties

access.administrator.groups=admin
access.default.roles=VIEWER
access.designer.groups=designer
access.viewer.groups= user

The access.default.roles property defines the default roles assigned to any
user accessing the server, defaulting to VIEWER. The administration
(access.administrator.groups property) and content creation
(access.designer.groups property) on the server are mapped by default to
groups named "admin" and "designer".

For more complex authentication and user directory options, see section [3]
Authentication.

7. YoucanalsoopttoinstallJava data connect andJDBC divwplARfitbeas requies.

IMPORTANT 1 Before proceeding to step 8, ensure the Tomcat temp folder (e.g.,

(\ Apache Software Foundation \ Tomcat 9.0 \temp)is
available.

1 You can opt to choose a different temp folder with the CATALINA_TMPDIR
environment variable. For example:

Variable Value

CATALINA_TMPDIR C:\tomcat \ dev\ temp

8. Start Tomcat to deploy the .war file.

The panopticon

folder is extracted in the Tomcat webapps folder:
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¥ ThisPC » Windows (C:) * Program Files » Apache Software Foundation » Tomcat9.0 » webapps

L] Mame B Date modified Type Size
|, docs 11/12/2018 5:22 PM  File folder
. host-manager 1MA1272018 5:22 PM File folder
| manager 11272018 5:22 PM  File folder
., panopticon 18/12/201811:10 .. Filefolder
~ Roar 11/12/2018 5:22 PM  File folder
D pancpticon.war 18/12/2018 7:27 AM WAR File 104,648 KB

The server initializes the AppData directory with an empty content repository and empty subdirectories for other
types of data. The Panopticon.properties file is created with the default server properties.

9. Increase the Java heap size of Tomcat.

10. You should now be able to log on to Panopticon Real Time using the following:
[Host Name]:[Port]/[Name of your application]

For example:

http://localhost:8080/panopticon

[ Altair Panopticon : Visualization X + [~]

& 2> C @ localhost:8080/panopticon/#/workbooks/ W 9 H

Altair Panopticon

Welcome

Sign in to your account

| hsername

| Password

The more advanced configuration options are also discussed in this document.
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NOTE Panopticon Real Time supports different user roles. To have full access to all the services, the user is
required to have an ADMINISTRATOR and DESIGNER roles.

For example, logging on using the ADMINISTRATOR role added in step 6 (i.e., admin/admin), will
display:

Altair Panopticon”  Workbooks Data Templates Extracts ~ Webhooks  Alerts Parameters Themes System °

Welcome, admin

Recent Workbooks

Porvarm b by

]

J

How to Drill Order Book
Viewed 2 hours ago Viewed 2 hours ago

All of the available user specific folders in the authentication method used are displayed.

However, logging on with a DESIGNER role (i.e., designer/designer) will only display:

Altair Panopticon”  Workbooks Extracts Webhooks ~ Alerts Parameters Themes o

Welcome, designer

Recent Workbooks
T . e oa 2
feas ' P .
m | 0w ~
:_‘s e st s
[RSSS—N Armette banm ey 2
(YR - ‘ L ot - i
-y - Sl e
—— 5 } -
- g 2 m .
Order Book How to Drill
Viewed 5 days ago Viewed 5 days ago

The allowed features available for the DESIGNER role is extensively discussed in the Web Authoring
Guide.

For more information on how to set up the user groups and map them to the user roles, refer to
Supported Roles in Panopticon Real Time.
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Open JDK 11+ Dependencies

The AltairPanopticonVisualizationServerWAR_<version number>.zip file includes
OpenJDK11Dependencies.zip which contains necessary dependencies for running Altair Panopticon software
on Open JDK 11 and up.

The overview, installation, and list of the contents of OpenJDK11Dependencies.zip are provided and
discussed in the OpenJDK11Dependencies_ README.txt file.

Background

In Java 9, a number of Java EE modules were marked for deprecation, and subsequently removed completely from
Java 11.

With missing Java EE dependencies, the typical exceptions would include NoClassDefFoundError exceptions
being thrown for javax/xml/bind classes.

Exception in thread "main" java.lang.NoClassDefFoundError:
javax/xml/bind/JAXBException

at monitor.Main.main(Main.java:27)
Caused b y: java.lang.ClassNotFoundException: javax.xml.bind.JAXBException

at
java.base/jdk.internal.loader.BuiltinClassLoader.loadClass(BuiltinClassLoader.java:582

)

at
java.base/jdk.internal.loader.ClassLoaders$AppClassLoader.loadClass(ClassLoaders.java:
185)

at java.base/java.lang.ClassLoader.loadClass(ClassLoader.java:496)
... 1 more

In order to support deployment on either Java 1.8 or Open JDK 11+, we have packaged the necessary Java EE
dependencies separately for simple installation in Tomcat.

Installation

Do the following to make the dependencies available to the JVM and the Altair Panopticon server:

1. Stop Tomcat.
2. Unzip the contents of OpenJDK11Dependencies.zip into the TOMCAT_HOME/lib folder.
3. Start Tomcat.

Zip File Content

Jakarta XML Binding API (jakarta.xml.bind-api), version 2.3.2
jakarta.xml.bind-api-2.3.2.jar
jakarta.activation-api-1.2.1.jar

JAXB Runtime (jaxb-runtime), version 2.3.2
jakarta.xml.bind-api-2.3.2.jar
txw2-2.3.2.jar
istack-commons-runtime-3.0.8.jar

jakarta.activation-api-1.2.1.jar
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stax-ex-1.8.1.jar
jakarta.activation-api-1.2.1.jar
jakarta.xml.bind-api-2.3.2.jar
FastInfoset-1.2.16.jar
jakarta.activation-api-1.2.1.jar

Jakarta SOAP Implementation (saaj-impl), version 1.5.1
saaj-impl-1.5.1.jar
jakarta.xml.bind-api-2.3.2.jar
jakarta.activation-api-1.2.1.jar
jakarta.xml.soap-api-1.4.1.jar
mimepull-1.9.11 jar
stax-ex-1.8.1jar

Java API for XML Web Services (jaxws-api), version 2.3.1
jaxws-api-2.3.1.jar
jaxb-api-2.3.1.jar
javax.activation-api-1.2.0.jar
javax.xml.soap-api-1.4.0.jar

javax.annotation-api-1.3.2.jar

Panopticon Real Time 2022.1 - Installation and Reference Guide



The Welcome Page

The Welcome page is the first screen that displays when you log on to Panopticon Real Time. This page can also be
accessed by clicking the Altair Panopticon logo on the header.

Altair Panopticon”  workbooks

Recent Workbooks

How to Drill
Viewed 2 hours ago

Getting Started

Explore

Panopticen lets you organize
your workbooks and data in
folders. Click to explore all the
content available within your
organization.

Q Explore Workbooks

Welcome, admin

Data Templates Extracts Webhooks Alerts

Order Book
Viewed 2 hours ago

R

Quick Start

Get familiar with concepts and
features of the Panopticon web
client in just a few minutes.

[5 Open Quick Start

Parameters Themes System o

Documentation

Find user guides, release notes,
fact sheets, and installation
instructions here.

[5 Open Documentation |

From this page you can:

C  Open recently viewed workbooks (if available)

Explore workbooks available in your organization

Open the Analyst User Guide

O O 0

View online documentation and help
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Importing the Bundle of Example Workbooks

The AltairPanopticonVisualizationServerWAR_<version number>.zip file includes the
bundle file of the example workbooks and their associated data files (Examples.exz ).

Follow the instructions below to import this bundle to Panopticon Real Time.

Steps:
1. On the Workbooks and Folders Summary page, right-click on a folder and select Import Bundle on the context
menu.
i Organization =

2 My Workspi

Mew Workbook

[=J

Upload Workbook

[+D

Export Bundle

Import Bundle

The Import Bundle dialog displays.

Import Bundle

Choose bundle to import Orag bundle here

Keep Folder Structure
Replace existing workbook

Cancel

2. Toimport the bundle, you can either:
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drag it from your desktop and drop on the dialog, or
click Choose Bundle to Import and select one on the Open dialog that displays.

The name of the selected bundle is displayed on the dialog box.

Import Bundle

Choose bundle to import Orag bundle here

Selected bundle: Examples.exz

Keep Folder Structure
Replace existing workbook

3. Check the Keep Folder Structure box.

This means the exported folder structure is maintained when uploading the bundle. If the folders do not exist on
the server, they will be created.

4. To replace an existing workbook, check the Replace existing workbook box.

Click .

The example workbooks that you can view and explore are imported.
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Altair Panopticon’
h Organization

7 Examples

2 Users

Workbooks

Data Templates

Extracts

‘Webhooks Alerts

[ Q. search Workbook

anization » Examples

Workbooks

Bond Maturity Screening
Modified 3 minutes ago

BPOIlSpillTimeLine
Modified 3 minutes ago

Parameters

Name

Themes System p

T = T:I i‘_’) |

CrossTab
Modified 3 minutes ago

Displaying Spreads
Meodified 3 minutes ago

FinancialTimeSeries
Modified 3 minutes ago

How to Auto Parameterize
Modified 3 minutes ago

Equity Analysis
Modified 3 minutes ago

b A & v

GDP Per Capita
Modified 3 minutes ago

How to Conflate Time Series Data...
Modified 3 minutes ago

Equity Universe Screening
Meodified 3 minutes ago

How To Actions
Modified 3 minutes ago

How to Drill
Maodified 3 minutes ago

Panopticon Real Time 2022.1 - Installation and Reference Guide

20




CONFIGURATION OF THE CLIENT PROPERTIES

Starting with version 2020.1, Panopticon Real Time generates JSON configuration files in the
JavaScriptConfiguration directory of the AppData folder (i.e., c:\vizserverdata).

» ThisPC » Windows (C:) » wvizserverdata » JavaScriptConfiguration

e

(] Mame Date modified Type Size
[5; admin json 10/11/2020 2:43 PM 1KE
[1; workbook.json 10/11/2020 2:43 PM 1KE
NOTE In the JSON files, a dot in the name (e.g., namel.name2) is used to denote a
nested object structure:
{
"namel"; {
"name2"; ...
}
}

The default content of the admin.json  file has the following objects/names:

"baseUrl" : ".",
"hideAuthenticationButton" : false,

}

In the admin.json file, you can control the configuration of the following objects/names:

Obj ect / Nan automaticReconnectOnServerDisconnect

Descripticldettnuwehe real ti MelBookmieamp®@bhi (g) to €

server wil/ be automatically reconnecttez
Default Vafalse
Required N o
Ohect / Name baseUrl
DescripticLocation ofRePaanolptmecon
De f avuall tu e
Required Yes

Obj ect / Nan dataLoading.transport
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Des

Def
Req
Obj

Des
Def
Req
Obj

Des

De f
Req
Obj

Des

De f
Req
Ob j

Des

Def
Req
Obj

Des
Def
Req
Obj

Des

De f
Req
Obj

Des

pti o

ed
/ Nan

ptia

ed
/ Nan

ptia

ed
/ Nan

pti o

ed
/ Nan

ptiac

ed
/ Nan

ptiac

ed
/ Nan

pti o

ed
/ Nan

pti o

Controls which transport should be used v
arwebsotkahdmfo!l I"i.ndf comwkbgord&ae btwvde IS bk et
connection fails, then the wtd onrdg lelhitngvi I

websocket
N o

hideAuthenticationButton

Bool.edades the | ogin and | ogout buttons.
fal se
N o

localization.defaultLocale

Locale used if the br ows etrhudeBrovasereocaless net ¢
t dalse

" e-pS"
No

localization.fallbackLocale

Locale used if a resource string is missi
localization.defaultLocale is specified.
v a | ulecalizétion.defaultLocale

N o

localization.useBrowserLocale

Bool .dfaett nnuwehe brnoawsiegrat or. | anguage, navig
controls the |l ocalization of the Ul Not
true

N o

localizationOverride

Nested object with resource strings per |

N o
logLevel

Controls which types of |bgesw®anopeVv coong
val uest radicgeed'ig nfT swaner"r™orasdl"gnt

"info"

N o

workbookUrl

Location of the workbook application.
NOTEhe wor kbookUrl rpfbpettyhsehaot dal |l oc
aplpi catbamn it doashmhtghdececnaatnieo n loifc astaiian ap
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Default Va

Required

"wor kbook"

Yes

The default content of the workbook.json  file has the following objects/names:

{

"baseUrl" : "..",
"forceClientSelectionHandling" : true,
"startUrl" : "../",
"subscriptionCompression"” : true,

"dataLoading" : {
"transport" : "websocket"

"WebGIEnabIed" : true,
"pdfMultiplePagesEnabled" : true

In the workbook .json file, you can control the configuration of the following objects/names:

t / Nan baseUrl

Obj
Des
Def
Req
Obj

Des

Def
Req
Ob j

Des

Def
Req
Obj

Des

Def
Req
Obj

Des

@

ptia
t Va
ed

/ Nan

pti o

ed
/ Nan

ptioa

ed
/ Nan

pti o

ed
/ Nan

pti o

Locati on ofRePadn olptmecon
Yes

localization.useBrowserLocale

Bool.dfaett t wweh e b rnavigaterlanguage ,
navigator.userLanguage on | E11, controls the | oca
|l anguages are supported.

true
N o
localization.defaultLocale

Locale used if the br ows euseBrowsed bcalei si sn oste
false

"e-S"
N o
localization.fallbackLocale

Local e used sitfriangr eessounticsesi ng from the | o
localization.defaultLocale is specified.

v a | ulecalizé&tion.defaultLocale

N o

localizationOverride

Nested objectstwiitrhgs epeoruricenguage. Used t
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ed
/ Nan

ptia

ed
/ Nan

ptia

ed
/ Nan

ptia

ed
/ Nan

pti o

ed
/ Nan

pti o

ed
/ Nan

pti o

ed
/ Nan

pti o

ed
/ Nan

N o

logLevel

Controls which types of |l ogs Panopticon v
val uest radicgeed'tg nT sva'nertorasdl"gnt

"info"

N o

disableExternalHelpText

Di sables the browser dev console splash s
fal se

N o

theme

Name of the defwad kbaddhlsne,tPlwar faiedf atul tt h e me
picked as the default theme.

N o
allowOrigin

A comma separated |ist of allow origins,

N o

automaticReconnectOnServerDisconnect

ls§ettnwehe real ti MelSookatleecp®bhi fg) to the
server wil/ be automatically reconnected
fal se

N o

alwaysHideNonInteractiveParametersinDialog

Hi des parameters that are not interactiVve
di al og.

fal se

N o

enableDevicePixelRatioCanvasScaling

Enaloldei sabl e handling ofDvdewiadd zmitx eolnsr.at
true

N o

staleStateTimeout
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Des
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Obj

Des
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Req
Obj

Des

De f
Req
Obj

Des
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Req
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=

D

riptioao
ulluue Va
ired
ct/ Nan
riptioa
ul t Va
ired
ct/ Nan
riptioac
ult Va
ired
ct/ Nan
riptioac
ult Va
ired
ct/ Nan
riptioac
ul t Va
ired
ct/ Nan
riptioac
ul t Va
ired
ct/ Nan
riptioac
ult Va
ired
ct/ Nan

Ti nfen mi |l itd@atocodosntrols how fast the "sta
on top of visualizations. Only applies tc
|l oading" animation. A value equal to or |
150

N o

preloadDetailsPopup

Data to be DBéatogiolpdpni sherel oaded as part ¢
request .f allfskseanttet @i | s data wil.|l be | oade:q
true

N o

forceClientSelectionHandling

| f stertitehen sel ection handling in the vist
| f sfeatl, tstkoen t he server will calculate the
fal se

N o

subscriptionCompression

Controls idtdian@s qgluemger than 2048 chars
client before sending them to the server.
fal se

N o

pdfMultiplePagesEnabled

Controls the visibility of the " Cr édtifee pmoL
di al og.

true

N o

startUrl

URL usedBa®otkuttheon, and by the dialog for

r e mo v e diseBrowdserHistoryToNavigateBack i 6al,sd heBnactkhe
button will not be displayed.

N o

useBrowserHistoryToNavigateBack

| f stertutehenBadbdbdeutt on will be visible and t
window.history.back() when pressed. This setting

having a startJfli gur ed
true
N o

hideThemeSelection
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/ Nan
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/ Nan

pt

ed
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Va

/ Nan

pt

ed

i a

/ Nan

pt

ed

i c

/ Nan

pt
t

i o

Va

Controls the visibility of the theme drog
fal se

N o

dataloading.transport

ould be wus
v'da.lndefs aare
, then t he

Controls the which transport s
receiving notificawelbe¢k &b dmptp
'websotkeb W Sobkeednnection fail
fall blacHpgo & W'i.'h g

websocket
N o

datalLoading.connectTimeout

Controls the timeout used, i n lnoialdliinsge ccoonnc
the server.

10000

N o

preventVisualizationMouseWheelDefaultEvents

Prevents the browser default action when

Usef ul insaenambedi f the hosting web page
zoom in a visualization using the mouse v
fal se

N o

webGIEnabled

Enables the use of WebGL in visualizatior
true

N o

maxClipboardLength

Maxi mum | ength of text that will be atter
too much t ex,;tt hiem dthteerhptoevd er mi ght becom
500000

N o

selectionInDetailsPopup

Enabl es/ di sables selection data in the vi
this setting issertwerdilseawdle. it on a

true

N o

showAlertsButton

Controls the AV iesviblsiklbiotoyk dfutttloen

true
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Required N o

Obj / Na n showBookmarksButton

(¢)
(@]
=

DescriptiaocControls theBwiokimawdkisk ook bbheton.

Default Vatrue
Required N o
Obj ect / Nan showCopyDashboardimageButton

DescripticControls the Cvoipyi b maigpkeypook Hliéet on.

Default Vatrue
Required N o
Obj ect / Nan showPdfExportButton

DescripticControls the CviesitleRadRDfyd rkfb otofkke but t on

Default Vatrue
Required N o

Obj ect / Nan showRefreshDataButton

DescripticControls theReifsiwbihkibtopkobuthen.

Default Vatrue
Required N o

Obj ect / Nan showPauseRealtimeButton

DescripticControls the Paiusieb-TRilemdoyr kobfo otkhebut t on

Default Vatrue
Required N o
Obj ect / Nan pluginDenyList

DescripticArragl wdin | Ds, used to block t

Default Vaempty array

Required N o

Obj ect / Nan pluginAllowList

DescripticArray of plugin I Ds, used to al |l ow samllyi zt
The default value, an empty array,

Default Vaempty array

ed N o

=
=

Req
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NOTE 1  With the new application configuration files, the workbook/config.js
inside the extracted war file is no longer valid.

1 If there are no config files available on the server, default ones will be created
and saved. After that, you can alter them in any way you would like and keep the
configuration even if the server is restarted.

LICENSING

Licensing within Panopticon Real Time supports the following license types:

a volume-based XML file (named PanopticonLicense.xml) which is used to store all license information for a

specific customer, must be copied to the designated AppData folder (i.e., c:\vizserverdata)

NOTE Starting with 21.2, the newly issued volume-based license file is named
PanopticonLicense.xml . For customers with the

DatawatchLicense.xml file, it can still be used but it is strongly
recommended to rename it to PanopticonLicense

Altair Units license which is available in Altair License Server you are connected to (local or over the network)

Hosted Altair Units license

The license file type you will use is delivered separately from the installation packages.

NOTE In the Panopticon documentation, HyperWorks Units (HWU) and Hosted

HyperWorks Units (HHWU) are now named Altair Units and Hosted Altair Units,
respectively.

In the Panopticon product, these license types are still named HyperWorks Units and
Hosted HyperWorks Units.

For more information on Altair Units, visit https://www.altair.com/altair-units/.
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Using Altair Units License in Panopticon Real Time

Before using the Altair Units license type in Panopticon Real Time, it is required to configure certain properties in the

Panopticon.properties file located in the AppData folder or c: \ vizserverdata

Property Service authentication | evel

Attribute authentication.required

Description The property that will make the aut
to login in order to use any of the
set to true.

Default Value true

Property Licensing

Attribute license.hwu.operating.system

Description The operating syst®&mawhf@s eneRatablted
val ue Wl &Nr &WIEN_XBACLI NUX , X®&NUX_ARMG6
NOTH:f the Java kiittness (dd .fafpeerreantdi nfc
(e.gbithd it is recommended to add
(e.g., WI N_X86).

Default Value

Property Licensing

Attribute license.hwu.uri

Description The path where the Licehxd®0®@eTv.e255
wher e t hePGRTNUMBER®@KIOSTI f mul t i pslpee cg €f

use Dheemi colon separator 8igonl dors
fo

sign r Linux.
NOTES:
I f v abte s i sPamopticanipmwperties , the envi
vari AbTAI R_LI CENSE&rPATSHas the backu
used

Exampl e For Wi ndows:

license.hwu.uri=6200@192.168.5.51;6200@192.168.5.52

For Linux:
license.hwu.uri=6200@192.168.5.51:6200@192.168.5.52

Default Value

Property Licensing

Attribute license.hwu.version

Description Val ue must match the | iAdebhdiet vyelrisc ®
Default Value 19.0

Property Licensing

Attribute license.mode

Description The | icense mode. Possible val udWuU a
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Defaul t Val

For example:

ue

FI LE

authentication.required=true
license.hwu.operating.system=WIN_X64
license.hwu.uri=6200@192.168.5.51;6200@192.168.5.52
license.hwu.version=19.0

license.mode=HWU

NOTE

il

Panopticon Real Time supports different user roles which check out different
numbers of Altair Units.

Role Altair Units License Draw
Viewer 2
Designer 2

21 when designing a workbook

Administrator 2

Alerts and scheduled tasks are leveled towards each other. Regardless of
the number of alerts or scheduled tasks a user creates, only two Altair Units
licenses will be checked out.

These units are separate from the units that are checked out for a user of
the server. For example, if a user is logged on to the server (two units) and
starts an alert (two units), a total of four units are checked out. If the user
then starts two more alerts and a scheduled task, the total number of
checked out units will still be four. If the user logs out without shutting off
any alerts, two units will remain checked out.

Two products (e.g., Panopticon Real Time and Panopticon Streams) or two
instances of one product, must not be configured to use Altair unit licensing
if they run on the same Tomcat.

Using the Hosted Altair Units License in Panopticon Real Time

Using the Altair Units licensing will support simplifying the license management by removing all manual aspects of
emailing license files, extending evaluation periods, among others.

In addition, Altair Units licensing will help small to medium deployment customers who do not want to host on-

premise license server.

Before using the Altair Units license type in Panopticon Real Time, it is required to configure certain properties in the

Panopticon.properties

file located in the AppData folder or c: \ vizserverdata

Property
Attribute

Description

Licensing
| icense.hwu.hosted

Bool ean stating if you AWitsah ttiddeunsses
torué you wish to use hosted | icen
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Defaul t Val ue fal se

Property Licensing
Attribute license.hwu.  hosted .authorization.username
Description User namhbilttoai r One account.

Defaul t Val ue

Property Licensing
Attribute license.hwu.hosted. authorization .password
Description Passwotrideltteai r One account .

Defaul t Val ue

Property Licensing
Attribute license.hwu.  hosted .authorization.token
Description An authorization token generated t

to authorize a maiklhtianies tbh gtthse Hos't

Defaul t Val ue

NOTE I To use the Hosted Altair Units licensing, set the following properties:

license.hwu.hosted=true
license.mode=HWU
license.hwu.operating.system= WIN_X64
authentication.required=true
license.hwu.uri=6200@Ilocalhost
license.hwu.version=20.0

1 Add the Panopticon application to your Altair One account.

To authorize the machine against the Hosted Altair Units system, you have two options.
Option 1
If you wish to generate the authorization token through Altair One:

1. Log on to Altair One (https://admin.altairone.com) then navigate to User Profile -> View My Authorized
Machines -> Generate Auth Code (up in the right corner).

2. Paste the generated code into the license.hwu.hosted.authorization.token property in the
Panopticon.properties file.

3. Start the server.
Option 2

To eliminate token generation on your own:

1. Enter your Altair One credentials into the license.hwu.hosted.authorization.username and
license.hwu.hosted.authorization.password properties in the Panopticon.properties
file.

2. Start the server.
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NOTE 9 If atoken is entered, this will be tried first. If the token was invalid or not
present, and credentials are present, the credentials will be used to
authorize the machine towards the Hosted Altair Units system.

1 A working Internet connection is required to use Hosted Altair Units
licensing.

T I'f you donét have ,yoncarAsigh upifora fr€erral thatc c o
will allow you to test the product for 14 days.

Configuration Properties

Encoding

The default encoding of the JVM is the same as the system it is running on. It is recommended to configure your Java
and Apache Tomcat to use the UTF-encoding. This is achieved by setting the property file.encoding to UTF-8.

There are several ways to configure the property and one method is to create a setenv file in your Apache Tomcat
bin folder:

setenv.bat  for Windows

setenv.sh  for Linux

The following operating systems should contain the following information in order to use the UTF-8 encoding:
For Windows:

set JAVA_OPTS=%JAVA_OPTS%- Dfile.encoding=UTF -8

For Linux:

JAVA_OPTS="$JAVA_OPTS - Dfile.encoding=UTF -8"

Restart the Apache Tomcat to save the changes.

PROXY

A proxy is a server or software running on a server that acts as an intermediary for requests from clients seeking
resources from other servers. Instead of using a proxy, you can use a load balancer.

It is recommended to use a proxy when setting up Panopticon Real Time. There are a variety of proxies available.
One of the most commonly used proxies is Apache HTTP Server with the proxy module. Refer to the section below
on how to setup an Apache HTTP Server with Proxy functionality.

Apache HTTP Server

This section describes the steps on how to install and configure an Apache Proxy. The guide expects that the Apache
HTTP Server is being setup for the first time. Please note that the installation steps might vary depending on your
environment. These steps cover how to install and configure an Apache HTTP Server with proxy support for Microsoft
Windows.
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1. Download the Apache HTTP Server from the official webpage:
https://httpd.apache.org/download.cgi

2. Unzip and copy the files to a folder.
3. Configure the proxy by opening the httpd.conf file in the conf  folder.
4. Update the SRVROOVariable. The value must be updated to the file location of the Apache HTTP server.

Define SRVROOT "/Path/To/Apache"
ServerRoot "${SRVROOT}"

5. Modules are required to be loaded to make the Apache HTTP Server into a proxy. Add the following lines in the
httpd.conf file.

LoadModule proxy_module = modules/mod_proxy.so

LoadModule proxy_http_module modules/mod_proxy_http.so
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so
LoadModule rewrite_module modules/mod_rewrite.so

NOTE In the httpd.conf file:
1  Ensure that the line Include conf/extra/httpd - vhosts.conf is
uncommented.

1 Replace Listen 80 with Listen 10088.

6. Configure the logic for the proxy and how requests should be passed. The Virtual host config should look like this
and be added to the httpd - vhosts.conf file in the conf/extra folder:

<VirtualHost :10088>
ServerAdmin webmaster@localhost
ProxyPreserveHost On
ProxyPass /panopticon http://localhost:8080/panopticon
ProxyPassReverse /panopticon http://localhost:8080/panopticon
ProxyPass /panopticon/server/ws http://localhost:8080/panopticon/server/ws
ServerName localhost:8080
RewriteEngine on
RewriteCond %{HTTP:UPGRADE} *websocket$ [NC]
RewriteCond %{HTTP:CONNECTION} Upgrade [NC]
RewriteRule . ws://localhost:8080%{REQUEST_URI} [P]
</VirtualHost>

7. The Apache HTTP Server can be started when all the configurations are in place. This is done by running the
httpd  script or application in the Apache bin folder.

Panopticon Real Time 2022.1 - Installation and Reference Guide 33


https://httpd.apache.org/download.cgi

LOAD BALANCER

A load balancer is a server used to distribute the workload across multiple computer resources. A load balancer
allows you to scale the system to max and optimize the resource use and throughput, and at the same time minimize
the response time. A load balancer can also be used to ensure that the system will still be available, even during
downtime on a computer resource.

Very much like proxies, there are a variety of load balancers available. The only requirement Panopticon Real Time
has on the load balancer is that it supports persistence or stickiness. This means that the proxy will establish a user
session and ensure that the user continues to use the same computer resource.

Stickiness are mainly implemented in two means: Cookies or URL encoding. These two alternatives will be used to
determine which route the user will continue to take in the load balancer. The rest of this section will cover how to
implement stickiness with cookies.

Sticky load balancer that are using cookies are normally using session tokens. Due to this, it is required to configure
Panopticon to use session tokens. This is done by updating the following property to SESSION in the
Panopticon.  properties file: authentication.token.persistence .

authentication.token.persistence=SESSION

IMPORTANT After modifying the property value to SESSION, ensure to clear the
AppData/Token folder before starting the server.

For details on how to configure multiple servers to run in a cluster and synchronize content between them, see Server
Cluster Configuration.

Apache HTTP Server

The following section describes the steps on how to install and configure an Apache Load Balancer. The guide
expects that the Apache HTTP Server is being setup for the first time. Please note that the installation steps might
vary depending on your environment. These steps cover how to install and configure an Apache HTTP Server with
proxy support for Microsoft Windows.

1. Download the Apache HTTP Server from the official webpage:
https://httpd.apache.org/download.cgi

2. Unzip and copy the files to a folder.
3. Configure the proxy by opening the httpd.conf file in the conf  folder.
4. Update the SRVROOVariable. The value must be updated to the file location of the Apache HTTP server.

Define SRVROOT "/Path/To/Apache"
ServerRoot "${SRVROOT}"

5. Modules are required to be loaded to make the Apache HTTP Server into a load balancer. Add or uncomment
the following lines in the httpd.conf file.
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LoadModule proxy_module = modules/mod_proxy.so

LoadModule proxy_http_module modules/mod_proxy_http.so
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so
LoadModule rewrite_module modules/mod_rewrite.so

LoadModule headers_module = modules/mod_headers.so

LoadModule Ibmethod byrequests_module
modules/mod_Ibmethod_byrequest S.S0

LoadModule proxy_balancer_module modules/mod_proxy_balancer.so
LoadModule slotmem_shm_module modules/mod_slotmem_shm.so

6. Configure the logic for the load balancer and how requests should be passed.

In the following example, we have configured the load balancer to listen to port 10080 and to use two balancer
members (Route 1 and Route 2). The example will also set a session cookie named ROUTEID. The cookie
contains the route that the user took and will continue to use throughout the active session.

<VirtualHost *:10080>
ServerAdmin webmaster@localhost
ProxyPreserveHost On

Header add Set - Cookie "ROUTEID=.%{BALANCER_WORKER_ROUTE}e; path=/"
env=BALANCER_ROUTE_CHANGED

<Proxy "balancer://panopticoncluster">
BalancerMember "http://localhost:80 80/panopticon" route=1
BalancerMember "http://localhost:8081/panopticon” route=2
ProxySet stickysession=ROUTEID

</Proxy>

ProxyPass /panopticon balancer://panopticoncluster
ProxyPassReverse /panopticon balancer://panopticoncluster

ServerName localhost:8080
</VirtualHost>

7. The Apache HTTP Server can be started when all the configurations are in place. This is done by running the
httpd  script or application in the Apache bin folder.

MULTIPLE INSTANCES

Multiple instances of Panopticon Real Time can be deployed onto a single machine.
The common usage models for multiple instances are:
Multi-tenant deployments, providing separate Sand boxes for each tenant
Multi environments (Development, Test, Production)
Regression Testing

To deploy multiple servers, the WAR and corresponding configuration file must be updated to have a unique
name.
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BACKUP

Panopticon Real Time consists of:
Software Installation & Server Configuration
License
Usage Configuration
Published Workbooks
Data
Caches

Backup is typically divided into the above sections, with published workbook backup occurring on a regular basis from
the configured AppData (i.e., c: \ vizserverdata ) folder.

DATA ACCESS AND CACHING

Panopticon assumes in general that data is never at rest and too big to be simply loaded into memory. The data can
either be subscribed against or polled (automatically refreshed on a defined period).

This means either:
Load Subset of Data in Memory
Load Summary and Parameterized Detail Views
ROLAP (Dynamically explore datasets)

Consequently, for direct access, Panopticon is only as fast as the underlying data platform, or the refreshing of result
set caches.

When data is not changing on a timely basis, such as a daily updated data warehouse, there is the additional option
of retrieving data into a data extract.
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Data Source

Data Extract

Data Source

Polling
Cache

ETERTT ]

17

ETERTT ]

Streaming

Cache
Data Source

Data Source Data Flow

>

Consequently:

Only required data is retrieved. Majority of the data stays in the underlying data sources
Typically aggregated, conflated, filtered data is retrieved

Behind each dashboard part (visualization) is a micro-cube

Each cube is designed for streaming real time updates

Behind each cube is a real-time data table (also powering filters)

Behind each data table is a resultset cache

Behind the cache is the underlying data repository

Caches can be loaded on the fly, or pre-loaded on a periodic basis

All caching is optional

O 0 0 0 0 0 0 0 0O 0

Consequently, data access is either:

Work Directly against underlying sources (either Exploratory Analysis (ROLAP), Or Pre-Defined
Parameterised Views)

Extract & Cache Data from slower underlying sources. And query this data extract locally. (Similar to
competitor products).

In reality, usage is typically Hybrid. Based on the characteristics of the underlying data, you choose whether to
extract and load, or query directly.

This is to cater for real world data landscapes, where different data has different data retrieval latency characteristics,
and different timeliness; and where there is too much data to simply load all into memory.
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CONTENT REPOSITORY

Previous versions of the server stored workbook files in the Workbooks subdirectory of the application data
directory (i.e., ¢: \ vizserverdata \ Workbooks ), and older versions of those workbooks in the Archive
subdirectory (i.e., c: \ vizserverdata \ Archive ). Starting with the 2020.0 release, workbooks are now stored
in a version tracking repository, located in the .repository subdirectory (i.e.,

c: \vizserverdata \ .repository ).

The repository also stores other types of content that was previously stored in separate subdirectories of the
application data directory, such as data files and bookmarks.

The new workbook repository tracks changes to content, folders, and permissions. It also makes it possible for
multiple servers to synchronize their repositories, so you only have to make changes to a workbook on one node in a
server cluster, and it will automatically propagate to the other servers [see section on cluster configuration].

The first time you start the 2020.0 server, it will initialize an empty repository in the application data directory. If you
are upgrading an existing install you have the option of migrating content from the old application data directory into
the new repository [see section on content migration].

For the list of properties that control the repository behavior, refer to those starting with 6 apository.éin the
Properties: Panopticon section.

SERVER CLUSTER CONFIGURATION

When you have muliple servers running, you can set them up so they synchronize content between them. The
servers will use an internal protocol over http(s) to propagate changes and make sure their content is the same.

The cluster component discovers the other servers and the topology that connects them, and can use various
methods to do so. The cluster component also identifies one of the running servers as the leader, the others are
followers.

The leader-follower relationship determines how content is synchronized. A follower will immediately push any local
change to the leader, for example, when you save a workbook after editing it. On the other hand, a follower
periodically polls the leader for changes. This means the leader has the "latest" version of the content, whereas a
follower may lag behind by a few seconds. The leader is also special if there are conflicting changes, for example, if
two users edits and saves the same dashboard. In this case, the leader's changes always wins.

The REST services, that the servers call to synchronize content, expose potentially sensitive information such as
data tables and data source settings. They are protected by token validation just as other services on the server, and
only accepts special "server" tokens that are never issued to users. A server can only get a token from another server
if they have both been configured with the same shared secret. That said, the calls are not encrypted, so if you
connect two servers over the internet, you will want to use https.

Even though the content synchronization makes it easier to run a set of servers as a cluster behind a load balancer,
you still need to use sticky sessions (session affinity). The server requires that a single user stays with the same
server instance for the duration of a session.

There are four different cluster modes:

None - Each server is completely stand-alone, and nothing will be synchronized. This is the default, and no
further configuration is needed.

Fixed - One server is the permanent leader. The other servers will synchronize with it if it is up. If the leader
goes down, the followers will log the problem, but will continue to run basically as stand-alone servers. When
the leader comes back up, they will start synchronizing again.
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In practice, the fixed mode has a single point of failure. Because the followers connect through the leader, even if
they keep running, their content will not be synchronized, and conflicts become more likely the more their content
diverge.

To configure fixed mode, set cluster.shared.secret to the same non-empty string on all, set
cluster.mode  to FIXED on all, and then set cluster.fixed.leader to the URL of the leader on the
followers only (leave it blank on the leader).

The leader URL should be the path to the web application, for example

http://panoserver:8080/panopticon/ . It needs to identify the leader server, and be resolvable on
the network that the followers run on. If you use a load balancer, you cannot use the externally exposed URL, as
it always needs to resolve to the leader server. If the leader server is dynamically assigned an IP, you need to
take extra steps to assign it with a URL that does not change.

Bully - The server with the lowest ID (lexicographically) of the running servers is chosen as leader, and if it goes
down a new leader is automatically appointed.

When a new server joins a bully cluster, it needs to discover the current list of members and their IDs. To do this,
it tries to contact any running server from a list of known servers, called the boot servers. If any one of them
answers, it replies with the current members and leader. If none of them answers, it starts as the single member
of the cluster if it is one of the boot servers, or refuses to start if not.

In a sense, the bully mode is more flexible than the fixed mode, since it eliminates the single point of failure. As
long as one server is still running, there will be a leader, so synchronization will happen. In another sense, it's
less flexible as you need to provide more non-changing URLs, one for each server.

To configure the bully mode, set cluster.shared.secret (see above), set cluster.mode  to BULLY
on all, set cluster.bully.id to a unique ID string for each server (lower ID has higher leader priority), set
cluster.bully.bind on each to the URL on which the other servers can reach it, and
cluster.bully.boot to a comma-separated list of known server URLs.

An example bully configuration with three servers:
On server #1:

cluster.shared.secret =supersecretpassword
cluster.mode =BULLY

cluster.  bully. id=panopticon -1

cluster.  bully. bind=http://192.168.0.10/panopticon
cluster.  bully. boot=\
http://192.168.0.10/panopticon, \
http://192.168.0.11/panopticon

On server #2:

cluster.shared.s ecret=supersecretpassword
cluster.mode=BULLY

cluster.  bully. id =panopticon -2

cluster.  bully. bind =http://192.168.0.11/panopticon
cluster.  bully. boot =\
http://192.168.0.10/panopticon, \
http://192.168.0.11/panopticon

On server #3:

cluster.shared.secret=supersecretpassword
cluster.mode=BULLY

cluster.  bully. id =panopticon -3

cluster.  bully. bind =http://192.168.0.12/panopticon
cluster.  bully. boot =\
http://192.168.0.10/panopticon, \
http://192.168.0.11/panopticon
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Note that only servers #1 and #2 are boot servers, and that only id and bind differ between servers. With this
configuration, servers #1 and #2 can be started in any order, but at least one of them must be up before #3
starts. On the other hand, you can add server #3 without #1 and #2 knowing about it up front, so non-boot
servers can be useful in auto-scaling scenarios.

One caveat with non-boot servers is that if all the boot servers go down, a non-boot server will become the
leader. If a new server joins, or a boot server rejoins, there is now way for them to see this, and you will end up
with two separate clusters.

Kubernetes - The servers discover each other through the Kubernetes API Server, and the one whose pod has
the lowest name (lexicographically) is chosen as leader. Each server periodically refreshes this information, so if
the list of available pods change, they adapt.

To call the Kubernetes API, the server needs to know the address of the API Server and also have valid
credentials. By default, the address is passed into the pod via Kubernetes downward API as environment
variables KUBERNETES_SERVICE_HOST/PORANd the credentials are mounted to
Ivar/run/secrets/kubernetes.io/serviceaccount/ , and the server will use these, so no extra
configuration is needed.

The server discovers the other servers (pods) with a Kubernetes label selector. You can use any label and any
selector for this, e.g., give each pod the metadata label "app" with value "panopticon” and use the selector
"app=panopticon”. The server will assume that all pods returned by the query are standard Panopticon servers.

You also need to tell each server what its own pod name is, so it can tell if it's supposed to be a leader or
follower, and avoid calling itself. You can use the Kubernetes downward API to pass this in: use valueFrom,
fieldRef and fieldPath "metadata.name" (see example below).

To configure the Kubernetes mode, set cluster.shared.secret (see above), set cluster.mode  to
KUBERNETES, set cluster.kubernetes.id to the pod's name, set
cluster.kubernetes.label_selector to the pod selector, and

cluster.kubernetes.peer_path to the web application path.

If the pod that runs the Panopticon server container also runs other containers, the first container will be used. If
this is not the case, you can set cluster.kubernetes.container_name to the name of the container

that runs the Panopticon server.
Example yaml snippet:

template:
metadata:
labels:
app: panopticon
spec:
containers:
env:
- name: CLUSTER_SHARED_SECRET
value: supersecretpassword
- name: CLUSTER_MODE
value: KUBERNETES
- name: CLUSTER_KUBERNETES_ID
valueFrom:
fieldRef:
fieldPath metadata.name
- name: CLUSTER_KUBERNETES_LABEL_SELECTOR
value: app=panopticon
- name: CLUSTER_KUBERNETES_PEER_PATH
value: panopticon/
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SYNCHRONIZING TOKENS

When a user has authenticated successfully with a server, a token is issued that is passed back and forth in a cookie.
These tokens may be long-lived with a default expiration time of seven days and normally automatically reissued. So
when the server is regularly used, the user will rarely need to log in again. Similarly, API tokens never expire.

Normally, a token issued by one server is only valid on that server. The server keeps track of issued tokens and
validates each incoming token against its stored tokens. Furthermore, tokens are revoked when an administrator logs
out a user, and the token is removed from the servero6s | ist.

If there are multiple servers that is being used as a cluster with a load balancer in front, they should be configured to
have synchronized tokens. Even if the load balancer usess sticky sessions as it should, a token is typically valid for a
longer time than a sessions lasts, and the user should not have to log in again just because a new session is directed
to a different server than last time.

Token synchronization uses a different mechanism from repository synchronization. The repository stores content
with its change history, and there are scenarios where the user may want to synchronize one and not the other. For
example, there may be one QA server and one production server then use a common login.

Tokens are synchronized through the cluster shared store. By default, this is just a subdirectory
<appdata>/shared/ which is not synchronized. The store also keeps other types of non-content data that the
user may want to synchronize between servers.

To enable token synchronization:

Change the property cluster.shared.store.type from its default PRIVATE_DIRECTORY to
SHARED_DIRECTORY.

Set cluster.shared.store.shared_directory.path to a location that is accessible from all
servers. On Kubernetes, this would typically be a volume that you mount on a path in the container.

Ensure all servers use the same cookie name in authentication.token.cookie , Or a cookie issued by
one server would not be visible to another.

Ensure all servers (i.e., validating server and the one that issued the token) have the same
authentication.token.secret . This secret is used to sign and validate tokens.

EXPORTING LEGACY FILES

Starting with Panopticon 2020.0, new server installation will no longer include Workbooks and Data folders in the
AppData folder. To recreate these folders and export workbooks and their associated data files,
GroupAccessRestrictions , and parameters that are stored inside the repository, you can either:

do a POST call to
http://[host]:[port])/[serverappname]/server/rest/server/export/legacy/file
s?replaceExistingDataFiles=true&replaceExistingWorkbooks=true

Example:

http://localhost:8080/panopticon/server/rest/server/export/legacy/files?re
placeExistingDataFiles=true&replaceExistingWorkbooks=true

or perform the following steps

1. Setthe documentation.enabled property in Panopticon.  properties to true.

documentation.enabled=true
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2. Restart the server.

3. Access the REST API to call the /rest/server/export/legacy/files service using this URL:
http://[host]:[port])/[serverappname]/swagger - ui.html
Example: http://localhost:8080/panopticon/swagger - ui.html

The Panopticon REST API page displays.
4. Select legacy in the Select a Definition drop-down list.
5. Expand the Server section and find the Export Legacy Files service then run it.

If successful, the Data and Workbooks folders are recreated in the AppData folder with the exported
workbooks, data files, parameters, and GroupAccessRestrictions.

UPGRADING PANOPTICON REAL TIME

The server stores all its content in the AppData (e.g., C: \ vizserverdata ) directory. Ensure that you back up
this directory frequently. You can always revert the server to an earlier state by restoring the entire AppData
directory from a backup.

In general, a newer server will use an AppData from an older server, with exceptions for some types of content that
you may need to migrate manually. In contrast, the server will refuse to start if you point an older server to an
AppData that has been used with a newer server.

NOTE Two servers should never share the same AppData directory.

It is recommended that you try out the new server version with your existing content before you decide to upgrade.
The best way to do this is on a dedicated server machine, or at a minimum on a separate Tomcat instance. You
should use a separate AppData directory for the new server while you are evaluating it --- if for some reason you
decide to wait with the upgrade, you will not be able to use the new version's AppData on the old server, even if you
have not made any changes.

Summary of steps:

Make a full backup of the old server's AppData directory.

Configure a new Tomcat, ideally on a separate machine.

Put the new server WAR file in the new Tomcat's webapps directory.
Copy the entire AppData from the old server to the new server.
Make sure the new server is pointed at the new AppData copy.
Read below for how content is migrated between versions.

Start the new server and then review its log file carefully to see if there were any warnings related to migration.

© N o g b~ 0w DB

Try out the new server. Keep in mind that content created or changed on the new server cannot be moved back
to the old server if you decide to roll back.

9. If you have continued to use the old server in parallel with testing, you should copy over the AppData again to
make sure you have the latest content.
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Content Migration

The format of the AppData changes between versions. Certain types of content may be moved to a different
location with the AppData e.g., bookmarks from loose files into the repository for version tracking and cluster
replication. Frequently, new features may be added to the content which may include changes to the content models,
e.g., workbooks with new property. Typically a newer server version will do this migration behind the scenes when it
first starts up, and any issues found will be logged with at least a warning level.

NOTE After starting a new server version for the first time, check the log file for warnings.
It is much easier to address these issues immediately than later on, for example, if
you wish to redo a one-time migration step.

By default, the server will check for content in an old location in AppData and do a one-time migration of anything it
finds when it starts. Typically, the server will copy old content from loose files into the repository. This type of
migration is controlled through the repository.migrate.<type>.path properties in
Panopticon.properties

For example, in versions 21.1 and older, the server stored workbook bookmarks as loose files in the

AppData /Bookmarks/  directory. Version 21.2 stores them inside the repository in AppData /.repository/
instead. The property repository.migrate.bookmarks.path defaults to Bookmarks which is relative to
AppData and therefore points to the 21.1 bookmark files. When the 21.2 server starts, this can happen:

There are no bookmarks in the repository, but are available in AppData /Bookmarks/  or to some other
location you have set the property to. The server will do a one-time migration and move them into the repository.
The result of this will be logged. The old bookmark files are left in the old location but will no longer be used.

There are bookmarks in the repository. You may have created them on the new server, or the migration has run
already. In this case, it does not matter if the old location has bookmarks or not, and the server will log a
warning that it will not run a second migration. To get rid of the warning, simply blank out the property value.

There are no bookmarks in either location, but the property is still set. This would be the default on a new
server. In this case, you will get a false migration warning because the server cannot find
AppData /Bookmarks/ . Again, just blank out the property value to get rid of the warning.

NOTE 1 Because the server will not migrate a type of content (e.g., bookmarks) if that
type of content is already in the repository, you will need to delete the
repository to run the migration again. The easiest way is to start over with the
AppData from the old server.

1  After the content has been migrated, the original files are left in the old
location in AppData . They are no longer used, to clean up, you may want to
delete them after you have checked the logs for any migration issues.

There are some types of content that have changed so much between releases that they cannot be automatically
migrated like this.

Workbooks and their history in version 17 and older were stored separately in AppData / Workbooks/ and
AppData /Archive/ . You can use the repository.migrate.workbooks.path and
repository.migrate.archive.path properties to migrate them, but we do not default these to the old
locations (e.g., you may not want to migrate the entire history), and for clarity you need to use absolute paths if you
set them.
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Data files used with text data sources can now optionally be stored in the repository so they can be bundled with the
workbook, and also replicated to other servers in a cluster. You can still have data files in AppData / Data/ , so old
workbooks will continue to work on new servers, but old files are not automatically migrated into the repository.

Permissions on workbook folders were in version 17 and older stored in XML files in the AppData / Workbooks/
subtree. The permissions model has changed completely since then, so they are not automatically migrated. To
migrate permissions from version 17, you need to:

1. Use PCLI convertpermissions to create a permissions template which, as closely as possible, reflects
the old permissions. This is a single JSON file which the new server can apply to its repository.

2. Review the generated permissions template in a text editor to make sure it is correct.

3. Point the repository.startup.apply.permissions.path to the template file and start the server.
You can control how the template is applied with the properties
repository.startup .apply.permissions.clean and
repository.startup.apply.permissions.create

4.  Clear the properties after the server has started, or they will be applied on each startup overwriting changes you
make.

NOTE In version 17 and earlier, the files AppData /Administrators.txt and
AppData /AdministratorsGroup.txt were used to give users
administrative permissions. Currently, with the normal permissions model, these
files are no longer used.

Authentication tokens are server-specific. They will only work on a new server if it has the same
authentication.token.secret value as the old server that created them. In addition, a normal user token is
also stored as cookie in the user's browser, and will only get sent to a new server if it has the same URL as the old
server. For these reasons, tokens are not automatically migrated and users will have to log in again.

The exception to token migration is API tokens. In version 21.1 and older, these were stored in

AppData /APIToken /. In 21.2, all tokens, including the API tokens, are stored in the shared cluster storage (even if
you only have one single server), by default in AppData /shared/tokens /. See also the section on
Synchronizing Tokens. If the server finds API tokens in the old location, they will be migrated on startup.
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[3] AUTHENTICATION

INTRODUCTION

Panopticon Real Time provides multiple approaches on authentication. It can easily be configured to use different
authentication mechanisms depending on the environment and the setup. The server only supports authentication
and authorization and does not have any support for user management or administration of users.

There are mainly two properties that manage the authentication on the server. These properties are listed and
described in the table below. Please note that more properties might need to be configured depending on the
authentication mechanism you are using.

authenticatiThe required role or
needs to be identifie
The propedtey tcdoh am&k i
group is required
authenticatiThis property wil!/| matrue
required. 't will for
order to use any of t
the server.

authenticatiThe type of authenticBASI C
used when authenticat
property all ows (BRI f(
FILTHEADE®RAUTHR2AML
WI NDOWS

aut henticatiThe default domain in
aut hentication.

Supported Roles in Panopticon Real Time

There are four roles supported in Panopticon Real Time:
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Depending on the authentication or user management mechanism used, the role that a user should have is specified
and then mapped to a group set in Panopticon.properties

access.admini The role that is mapped to admin
access.defaul The def aappl ired etso all user VI EWER

For example, if

access.default.roles =DESI GNER, ADMI N

and a user with a VIEWER ro
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NOTE q Group sets can be added for a role, separated by a comma.

To be able to use all of the features of Panopticon Real Time, a user is
required to have Designer and Administrator roles.

q When using Altair Units licensing, different user roles will check out different
numbers of Altair Units.

Token

Role Altair Unit Draw
Viewer 2
Designer 2
21 when designing a workbook
Administrator 2

A web token is used when the user has successfully logged into Panopticon Real Time when using one of the
following authentication types: BASIC, SAML, or WINDOWS. The token is used to identify the user and represent the
session. This is done to prevent

userds ongoing
necessary.

user

The token is returned from Panopticon Real Time in the form of a cookie when the user has been authenticated. By
default (false), the cookie will be stored in the browser as https cookie and is accessible to the JavaScript.

The token can be configured differently to suit your needs and requirement. The token can be configured to be valid
at a certain amount of time, if it can refresh itself, if it should be persistent or if it should only last for a user session
(while the browser is still open), and/or it can be stored as a HttpOnly cookie. All this can be configured in the

Panopticon.properties.

The table below lists all available token properties.
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TOMCAT REALM

Panopticon Real Time can be configured to use the Tomcat Realm when performing authentication. The Tomcat

Realm is configured in the server.xml

The sub chapters in this chapter will give examples on how to configure the Tomcat Realm.
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file in the Tomcat conf folder. The Tomcat Realm itself can be configured
to authenticate towards a variety of different types of authentication source, such as Tomcat user base and LDAP.

Panopticon Real Time needs to be configured to use the BASIC type in order to do the authentication towards the

Tomcat Realm. To enable Tomcat Realm authentication, set this property in the Panopticon.properties

authentication.type =BASIC
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NOTE

1

Reading the Apache Tomcat documentation is recommended:
https://tomcat.apache.org/tomcat - 9.0 - doc/realm -

howto.html . Abbreviations used: CN = Common Name, OU = Organizational
Unit, DC = Domain Component.

It is a common approach to wrap your Tomcat Realm with the LockOutRealm.
This is used to prevent brute-force attacks.

<Realm
className="org.apache.catalina.realm.LockOutRealm">
<! dInsert your own Tomcat Realm here A
</Realm>

Tomcat User Base

The Tomcat User Base Realm is using a JNDI resource to store user information. By default, the INDI resource is

configured in an XML file. The default file is tomcat - users.xml in the Apache Tomcat conf folder.

We strongly recommend using this authentication approach for your test or local environment. It is easy to setup and

configure. However, it is not designed to be used for large-scale production or when you have a large number of

users.

The following Realm should added in the server.xml file in the Apache Tomcat conf folder:

<Realm className="org.apache.catalina.realm.UserDatabaseRealm"
resourceName="UserDatabase"/>

NOTE

The Tomcat User Database Realm is used as the default. No configurations are
required in the server.xml file to be able to use the Tomcat Database Realm.

The users and roles are managed in the tomcat - users.xml file in the Apache Tomcat conf folder. In this file,
you can add users and roles as well as assign roles to users.

Example 1

Add the following role and user to your tomcat - users.xml file:

<role rolename="administrator"/>
<user username="James" password="james" roles="administrator"/>

By adding these two lines you have achieved the following:

Created a new role named administrator

Created a new user with username James and password james

Assigned the newly created user the role administrator
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Example 2

<role rolename="admin"/>

<role rolename="designer"/>

<role rolename="user"/>

<user username="viewer" password="viewer" roles="user"/>

<user username="John" password="john" roles="user,admin"/>

<user username="Paul" password="paul" roles="user,designer"/>

<user username="Austin" password="austin" roles="user,designer,admin"/>

By adding these seven lines, you have achieved the following:
Created three new roles named admin, designer, user
For the role user, created four users:

with username viewer and password viewer

with username John and password john

with username Paul and password paul

with username Austin and password austin
For the role admin, created two users:

with username John and password john

with username Austin and password austin
For the role designer, created two users:

a user with username Paul and password paul

with username Austin and password austin
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NOTE User Austin has both administrator and designer roles and is considered a super

user.
A sample tomcat - users_example.xml is provided in the
AltairPanopticonVisualizationServerWAR_<version number>.zip file.

You can modify or add new users and roles in this file.

In Panopticon 2020 and onwards, the Administrators.txt and
AdministratorGroup.txt files are no longer used to authorize administrator
users. The function provided by these files has been replaced by a set of properties
in Panopticon.properties

access.default.roles=VIEWER
access.administrator.groups=admin
access.designer.groups=designer
access.list.delimiter=,
access.viewer.groups=

The access.default.roles property defines the default roles assigned to any
user accessing the server, defaulting to VIEWER. The administration
(access.administrator.groups property) and content creation
(access.designer.groups property) on the server are mapped by default to the

admin and designer user groups.

Group sets can be added for a role, by default separated by a comma

LDAP

Panopticon Real Time can be configured to authenticate towards a Lightweight Directory Access Protocol (LDAP) or
source. By configuring the Apache Tomcat Realm, the server can authenticate users and extract their roles by
querying the LDAP source.

The real més connecti on t o canheetiondURL e catributey Eachsiserdhatfcanee d by t he
authenticated must be represented in the directory with an individual entry that corresponds to an element in the
initial DirContext from the connectio nURL This user entry must have an attribute containing the username

that is presented for authentication.

You can add a dedicated user with connectionName  and connectionPassword in a Realm to define a
user with a Read access to the user database and roles. If for example the admin cn name is set as admin and
the admin password is set as admin , then you need to add these properties as shown in the example below.

The userPattern attribute may be used0}too nsaprekciinfgy whheer dibdtdbesw iutshe riin a me
substituted.

The role is usually an LDAP group entry with one attribute containing the name of the role and another one whose
values are distinguished names or usernames of the users in that role. The following attributes configure a directory
search to find the names of roles associated with the authenticated user:

roleBase: The base entry for the role search. If not specified, the search base is the top-level directory context
roleSearch: The LDAP search filter for selecting role entries
roleName: The attribute in a role entry containing the name of that role

roleNested: Includes nested roles if set to true. This means every newly found roleName and distinguished
Nameuwill be recursively tried for a new role search. The default behavior is false.
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The following is an example on how the Realm can be configured when using LDAP, in conf/server.xml
Please note that the values should be replaced with details from your own LDAP source.

<Realm className="org.apache.catalina.realm.JNDIRealm"
connectio nURL="Idap://localhost:389"
connectionName="cn=admin,dc=test,dc=com"
connectionPassword="admin"
userPattern="uid={0},ou=users,dc=test,dc=com"
roleBase="ou=groups,dc=test,dc=com"
roleName="cn"
roleSearch="(unigueMember={0})"
r olenested="true"

/>

Using this configuration, the r eal m sdbstituéngtind useenametintoghe user 6 s di
userPattern , authenticates by binding to the directory with this DN and the password received from the user, and
searchesthedi rectory to find the userods rol es.

NOTE If you opt not to have a dedicated user, remove connectionName and
connectionPassword , and then have each user extract information about
itself. You do this by adding userSearchAsUser and roleSearchAsUser
in a Realm, and setting both values to true. The recommended usage, however, is
to have a dedicated user. This allows you to always have the rights to query a
LDAP, unlike using userSearchAsUser and roleSearchAsUser  where
there is no guarantee that each user is authorized to extract th

You can specify more than one LDAP domain by defining a Combined Realm. This is done by putting more than one
Realm configuration within a parent CombinedRealm:

<Realm className="org.apache.cat alina.realm.CombinedRealm" >
<Realm className="org.apache.catalina.realm.JNDIRealm"
(realm details...) />
<Realm className="org.apache.catalina.realm.JNDIRealm"
(realm details...) />
</Realm>

NOTE LockOutRealm (mentioned at the start of this chapter) is an implementation of the
Tomcat Realm interface that extends the CombinedRealm. For futher information,
please see Apache Tomcat 9 documentation on https://tomcat.apache.org/tomcat-
9.0-doc/realm-howto.html

Using LDAPS

To use TLS/SSL encrypted communication between Panopticon Real Time and the LDAP directory, we need to make
the following changes in configuration:

Change the protocol in the LDAP URL to Idaps
Change the port in the LDAP URL to an SSL enabled port, typically 636
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If the LDAP directory is configured with a self-signed certificate; the certificate need to be imported into a
TrustStore.

See an example of a Tomcat Realm using LDAPS below:

<Realm className="org.apache.catalina.realm.JNDIRealm"
connectionURL="Idaps://Idap - server:636"
connectionName="cn=admin,dc=test,dc=com"
connectionPassword="admin"
userPattern="uid={0},ou=users,dc=test,dc=com"
roleBase="ou=groups,dc=test,dc=com"
roleName="cn"
roleSearch="(unigueMember={0})"
rolenested="true"

/>

There are two options for trusting a self-signed LDAP certificate:
Import the certificate into the JVM TrustStore

The JVM TrustStore is located at JAVA_HOME/lib/security/cacerts . Use the command below to add
a new trusted certificate to the TrustStore:

keytool -import - alias Idap - keystore cacerts - trustcacerts - file Idap.crt
- noprompt - storepass changeit

Create an application TrustStore

1. Import the chain certificate:

keytool  -import - alias root - keystore Idaptruststore.jks - trus tcacerts
- file ca.pem - noprompt - storepass changeit

2. Import the LDAP server certificate:

keytool -import - alias Idap - keystore Idaptruststore.jks - file Idap.crt
- noprompt - storepass changeit

3. Check the TrustStore.
keytool - list - keystore Idaptruststore.jks - storepass changeit
4. Configure Tomcat to use the new TrustStore by editing setenv.bat/.sh
setenv.bat (Windows)

set JAVA _OPTS=%JAVA_OPTS% "- Djavax.net.ssl.trustStore=[path to
Idaptruststore.jks]" " - Djavax.net.ssl.trustStorePassword=changeit"

setenv.sh (Linux)

export JAVA_OPTS="$JAVA_OPTS - Djavax.net.ssl.trustStore=[path to
Idaptruststore.jks] -Djavax.net.ssl|l .trustStorePassword=cha

With either approach, Tomcat need to be restarted for the changes to have effect.
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Active Directory

Panopticon Real Time can be configured to authenticate towards an Active Directory server. Panopticon Real Time is
using LDAP to interact and communicate with the Active Directory server. Therefore, the configuration is very similar
to the LDAP configuration in the previous section.

The following is an example on how the Realm can be configured when using Active Directory. Please note that the
values should be replaced with details from your own LDAP source.

<Realm className="org.apache.catalina.realm.JNDIRealm"
connectionURL="Idap://ad.dwch.com:3268"
alternateURL="Idap://ad.dwch.com:389"
authentication="simple"
referrals="follow"
connectionName=admin@DWCH.com
connectionPassword="admin"
userBase ="cn=Users,dc=DWCH,dc=com"
userSearch="(sAMAccountName={0})"
userSubtree="true"
roleBase="cn=Users,dc=DWCH,dc=com"
roleName="cn"
roleSearch="(member={0})"
roleSubtree="true"
roleNested="true"

/>

NOTE Similar with LDAP, you can opt not to have a dedicated user by removing
connectionName  and connectionPassword and instead let each user
extract information about itself by adding userSearchAsUser  and
roleSearchAsUser in a Realm. Set both values to true . As mentioned in
the LDAP section, the recommended usage is to have a dedicated user since
there is no guarantee that each user is authorized to extra

A useful tool when configuring your Active Directory realm is Active Directory Explorer from Microsoft Sysinternals:
https://docs.microsoft.com/en - us/sysinternals/downloads/adexplorer

USEFUL Depending on how your Active Directory is set up, you may need to specify

TIP different attribute values for your userBase and your roleBase. For further info,
see Apache Tomcat 9 documentation about realms:
https://tomcat.apache.org/tomcat-9.0-doc/realm-howto.html.

Abbreviations used: CN = Common Name, OU = Organizational Unit, DC =
Domain Component

WINDOWS AUTHENTICATION

Panopticon Real Time supports Windows authentication. Panopticon Real Time will authenticate a user towards the
local machine and verify its credentials with the existing and configured users on the Windows machine. The
Windows authentication operates similarly to the Basic authentication function. Both the username and the password
are sent to Panopticon Real Time which they are then verified.
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To enable Windows authentication, set this property in the Panopticon.properties file:

authentication.type =WINDOWS

NOTE Single Sign On is currently not supported with the Windows authentication. In
addition, Windows authentication only supports authentication towards the local
machine. This means that the machine where Panopticon Real Time is deployed
on also has to manage all of the users.

SAML

Panopticon Real Time supports Security Assertion Markup Language, SAML2. Upon a login request, Panopticon
Real Time will redirect the user to an Identity provider (IdP). The IdP will authenticate the user and redirect the user
back to Panopticon Real Time. The response message will be controlled and validated. Username and roles will be
extracted from the response message and used within Panopticon Real Time.

Panopticon Real Time will redirect the user back to the IdP upon a logout request. The IdP logout service should then
invalidate the SAML token.

aut hentication.saml.ass<User attribute for roles conf
aut hentication.saml.ass<User attribute for username ¢

aut hentication.saml.ass«<The URL to the Pano
rl URL: [Protocol]: /1]

Exampl e:
http://localhost:8080/panopticon/server/r
est/auth/login

aut henticattbohisesamé.oarThe name of the certificate u
sign outgoing SAML messages

aut hentication.saml.cerThe password of the certifica
and/ or sign outgoing SAML mes

aut hentication.saml.ch¢Determines whfeitrhetr autehd dtPi c a

enabl ed or not . To e nfaabl.lsee, s e
authentication.saml.ide¢eThe URL to the | dP | ogout ser
aut hentamhtidensityproyThe URL to the 1 dP |l ogin serv
aut hentication.saml. keyThe | ocation of the Keystore
aut hentication.saml. keyThe password to the Keystore
authentication.saml.serThe | D of the service provide
aut hentication.saml.ideTakes a file path to a certif
e public key.

whet her to

i es re
SAML responfsal.s®

authenticati onv.isdaenl..siidge Spec
t

i f
idation.prequired on he
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aut hentication.saml.prcThe

|l dP provider. OPENSAKMP&E NAA
Def aul t

OPEINBK. i s

authentication.saml. keyThe key store typelKPosFCHKS
PKCS12DefaulXXKSalue i s

aut hentication.saml. |l o(Redirects the user to the spe
|l oggingprope@ahybe | eft bl ank,
user is redirected to the URL
aut hentication.saml .|l o(Redirects the user back to th
This is mainly used with a pr
Real doen® not know the endpoi
towards to, and trkeeiefctetbhan
Overview page. I f you are usi
ot hertwiiisse pcampelbbe yl eft bl ank.
aut hentication.saml.ope¢eThe meta alias for the | dP if

Using SAML Through OpenAM

To enable roles mapping with OpenAM, perform the following configuration in the IdP:
1. Add value isMemberOf to the LDAP User Attributes list in your Data Store.
2. Add value isMemberOf to the attributes mapping in your IdP configuration.

3. Set authentication.saml.asser tion.roles=isMemberOf in the Panopticon.properties

OAUTH 2.0

This section discusses how to configure Panopticon Real Time to use the OAuth 2.0 for authorization. Upon a logon
request, Panopticon Real Time will redirect the user to the Login page provided by the OAuth 2.0.

Note that OAuth 2.0 does not normally provide support on how to authenticate the user, Panopticon Real Time will
only know if the user is authorized or not. To authenticate the user, Panopticon Real Time can be configured to use a
REST service to extract the user identity with an access token retrieved from the OAuth 2.0 provider. In addition to
the standard OAuth 2.0 configurations, the server includes properties (i.e., authentication.oauth2.* ) that

are specifically used to extract the user detalils.

If user roles are configured, the user identity attribute (i.e.,
authentication.oauth2.identity.attribute.roles=<Name of role attribute in
OAuth2 server> ) will expect a list of roles that enable role based access restrictions on workbook folders.

For example: "r oles": ["VIEWER","DESIGNER"]

If this attribute is not set, the default role VIEWER is used.

To use OAuth2.0, change the authentication type:

authentication.type =0OAUTH2

Afterwards, go through the following properties to be configured with respect to your OAuth server configuration.
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aut hentication. The I D of the OAuth 2.0 client.

authentication. The secret used by the OAuth 2.0 clien
cret

cation.The attribute that wil!| be extracted f
e. rol ecs

aut hent
attribu

—

o
o))
—
o
=}

aut henti .Takes regex used to extract thetrndlyeg ef
ttribute.rolespg,, oxamplepgturned string:

ch=admin,ou=groups,dc=openam,dc=openidentityplatform,dc=
org,cn=designer,ou=groups,dc=openam,dc=openidentityplatf

orm,dc=org
contains admiamaless gner
Theegex to extract [t"hg +nol es i s
aut hentication. The attribute that wil!/l be extracted f

attribute.userruser name.

aut hentication. The URL to the REST service that provi

ut hentication.The call back URL. The URL should be th

back. ur |l URLs used by the client. Thea&e@dRL.Td meul

authentication. The response type. The only rerstpecdogies Tt

ponse.type value can also be |l eft bl ank.

authentication. Redirects the user to the specified UR

irect.url can be | eft bl ank, in which case tha& t«
access.

aut hentication. The requestepgdrepepeybdhlkeft bl ank.

ope

aut hentication. The request ed ospteanthey.beThHe ft bl ank.

authentication. The URL to thegiOAutthisi@su Ofcieel d can be | €

authentication.Logging out revokes the token from the
direct.url authentication.oauth2.logout.url is set to thelfetwvhic
property,tihse nsoetr vseert wi I | only remove it

I'f none of 't hesethper ospeerrvieire swialrle astette, mp t
page of the Panopticon when | ogging ou

aut hentication. The URL to the OAut Wh2 speirmgocéanriesoluel

aut hentication. The method on how the token shoulQlERe,

et hod BODY aHhHHADER

aut hentication. The URL to the OAuth 2.0 token resourc

access.default.The default role that wil!.l be assigned
field can be | efVtl EBNEdenlke ilsf uUseefd. bl ank

access.administThe | i st of administrator r®l®er awaeait .hen

access.designerThe | ist of designer roles authenticat
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access.viewer.cThe I ist of viewer roles authenticated

Example

For an example of OAuth2.0 server configuration, here are some roles and users:
Roles/Groups available:

admin-backend

admin-all

server-designers

server-viewers

server-viewer-groupX

Users:
1. username :testuser, roles :['server - viewers"]
2. username :testuser2, roles :[ "server -viewers ", "server -designers ","admin-all "]

For the OAuth2.0 server authentication, you would have to generate ClientID and ClientSecret.

To be authenticated by the OAuth2.0 server, the following Panopticon properties will be set:

authentication.oauth?2.client.id=Clientld
authentication.oauth2.client.secret=ClientSecret
authentication.oauth2.identity.attribute.roles=roles
authentication.oauth2.identity.attribute.username=username
authentication.oauth2.identity.url= https://oauth2/me
authentication.oauth2.login.callback.url= http://localhost:8080/panopt
icon/server/rest/auth/login

authentication.oauth2.login.redirect.url=

authenticati on.oauth2.login.response.type=code
authentication.oauth2.login.scope=

authentication.oauth2.login.state=

authentication.oauth2.login.url= https://oauth2/authorize
authentication.oauth2.logout.redirect.url=

authentica  tion.oauth2.logout.url=
authentication.oauth2.token.method= QUERY
authentication.oauth2.token.url= https://oauth2/access_token
authentication.type=OAUTH2

access.default.roles=

access.administrator.groups=admin - back end,admin - all
access.designer.groups=server - designers
access.viewer.groups=server - viewers,server - viewer - groupX

Using OAuth 2.0 Through OpenAM

To enable roles mapping and username retrieval with OpenAM, perform the following configuration in the IdP:

1. Add value isMemberOf to the LDAP User Attributes list in your Data Store.

2. Add values uid|Username and isMemberOf|Groups to the scopes mapping in your OAuth agent configuration.
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Example configuration in Panopticon.properties

authentication.oauth2.client.id=panopticon
authentication.oauth?2.client.secret=password123
authentication.oauth2.identity.attribute.roles=isMemberOf
authentication.oauth2.identity.attribute.ro les.pattern=cn=(["]+)
authentication.oauth?2.identity.attribute.username=uid
authentication.oauth?2.identity.url=http://localhost:9080/openam/oauth2/t
okeninfo
authentication.oauth?2.login.callback.url=http://localhost:8080/panoptico
n/server/rest/auth/login

authentication.oauth2.login.redirect.url=
authentication.oauth2.login.response.type=code
authentication.oauth?2.login.scope=uid isMemberOf
authentication.oauth2.login.state=
authentication.oauth?2.login.url=http://localhost:9080/openam/oauth2/auth

orize

authen tication.oauth2.logout.redirect.url=http://localhost:8080/panoptic

on

authentication.oauth2.logout.url=http://localhost:9080/openam/oauth2/tok

en/revoke

authentication.oauth2.token.method= QUERY
authentication.oauth2.token.url=http://localhost:9080/openam/oau th2/acce
ss_token

authentication.type=OAUTH2

FILTER

Custom authentication filters can be applied to the server and the application when the default authentication settings
are not sufficient. This type of authentication is referred to as Filter authentication. When Panopticon Real Time is
configured to use filter authentication, it means that the incoming requests have already been authenticated and
authorized before reaching the server. Follow the steps below to configure filter authentication:

1. Openthe Panopticon.pro  perties  file in the AppData folder (c:\vizserverdata).

Enable authentication.type =FILTER in Panopticon.properties

2
3. Apply the following URL pattern to your own filter: /*
4

Save the changes and restart the Tomcat.

Creating a Custom Filter

The custom filter will be a basic authentication filter which will authenticate the user with hardcoded values. The
Principal forwarded by the filter will be used to authenticate the user.

The filter will require the following dependencies:
Javax Servlet

Tomcat embed core

Steps:
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Create a HTTP request wrapper.

The class will contain the following:
the original incoming HTTP request
the Principal which contains both the credentials and the roles for the authenticated user.

The HTTP wrapper will be forwarded to Panopticon Real Time instead of the original incoming HTTP request.

import org.apache.catalina.realm.GenericPrincipal;
import org.apache.catalina.users.MemoryUser;
import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletRequestWrapper;
im port java.security.Principal;

public class FilterRequestWrapper extends HttpServletRequestWrapper {
private final GenericPrincipal principal;

public FilterRequestWrapper(final HttpServletRequest request, final
GenericPrincipal principal) {
super(request);
this.principal = principal;

}

@Override

public Principal getUserPrincipal() {
return principal;

}

@Override
public boolean isUserInRole(final String role) {
if (principal = null) {
return principal.hasRole(role);
}

return super.isUserinRole(role);
}

Create a custom filter. The filter will create a new Principal which includes both the credentials and the
groups/roles for the user.

In this example, the class GenericPrincipal contains username, password, and groups. Panopticon Real
Time is only able to extract the groups from GenericPrincipal class or the MemoryUser class. Both the
Principal and the original HTTP request will be wrapped in an instance of FilterRequestWrapper . The
wrapper will then be forwarded towards Panopticon Real Time.

import org.apache.catalina.realm.GenericPrincipal;
import org.apache.catalina.users.MemoryUser;
import javax.servlet.*;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import  java.io.lOException;

import java.security.Principal,

import java.util.Arrays;

import java.util.List;

public class ExampleFilter implements Filter{

@Override
public void init(FilterConfig filterConfig) throws ServletException {}
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@Override
public void doFilter(final ServletRequest servletRequest, final ServietResponse
servletResponse, FilterChain filterChain) throws IOException, ServletException {
if (!(servletRequest instanceof HttpServletRequest || !(servlietRequest
instanceof Http ServletResponse))) {
return;

}

final HttpServletRequest request = (HttpServletRequest) servletRequest;

final HttpServietResponse response = (HttpServletResponse) servletResponse;

final String username = "usernam e";

final String password = "password";

final List<String> groups = Arrays.asList("Groupl", "Group2");

final GenericPrincipal principal = new GenericPrincipal(username, password,
groups);

filterChain.doFilter(new FilterReque stWrapper(request, principal),
response);

}

@Override
public void destroy() {}

}

When these classes have been created, you can compile them and package them in a jar file.

4. Copy the jar file to the WEBINF/lib  folder in the panopticon  war file (or the extracted folder).

5. Enable the filter by adding the following code to the web.xml file in panopticon WEB - INF folder:

<filter>
<filter - name>ExampleFilter</filter - name>
<filter - class>com.datawatch.server filter.ExampleFilter</filter - class>
<ffilter>
<filter - mapping>
<filter - name>ExampleFilter</filter - name>
<url - pattern>/*</url - pattern>
<ffilter - mapping>

HEADER

It is possible to use a web-facing Panopticon Real Time behind a proxy server that will handle the authentication of

users. The proxy server forwards the name of the user and roles to Panopticon Real Time as HTTP headers for every

request.

For requests where headers are blank or missing, they are treated like anonymous requests while requests where the

user HTTP header are valid are treated like authenticated requests with that specific username.

Requests from the proxy server are fully trusted and checks are no longer performed at Panopticon Real Time with
regard to the validity of the username. The authorization on workbooks and administration will work as usual.

To activate the Header authentication, add or update the following properties in the Panopticon.properties

file:

authentication.type=HEADER
authentication.header.role.delimiter=,
authentication.header.roles= {roles header}
authentication.header.rolesdynamic={dynamic roles header}
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authentication.header.username ={userid header}

For example:

authentication.type=HEADER
authentication.header.role.delimiter=,

authentication.header.roles= X- Roles, X - Company
authentication.header.rolesdynamic=watcher,role_for_{X
authentication.header.username= X- User
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[4] ADDITIONAL OR OPTIONAL
STEPS

REPLACING PARAMETER VALUES WITH HTTP
HEADERS AND COOKIES

Panopticon Real Time can be configured to replace both the incoming and outgoing parameters with HTTP headers
and cookies:

C  Incoming Parameters are parameters sent to Panopticon Real Time when requesting data. These types of
parameters are also referred to as request parameters.

C  Outgoing Parameters are parameters which are returned to the Client when retrieving a workbook. These
types of parameters are also referred to as response parameters.

This feature is used for employing the user identifier as a parameter and sending the user identifier as a Header and

Cookie. The Server Administrator can configure these properties so that the incoming parameters employ the user

identifier value when requesting data. Consequently, the requested HTTP Header and Cookie values will be tailored

for each user. The Server Administrator can also update these properties so that the outgoing parameters get

updated when | oading a workbook. For example, if you want th
Title.

Replacing the parameter values with Header and Cookie values is achieved by configuring certain properties in the
Panopticon.properties file located in the Appdata folder or c: \ vizserverdata ).

Updating incoming parameters can be achieved by configuring the following properties:

Property Request parameter mapping

Attribute request.cookie.parameters.mapping.required

Description The parameters that are required t
This property will only affect 1inc
configured cookprees/ar tueisn atrtee nrog q u ¢
should be formatted as follows: Pa
name.

Default Val ue

Property Regquest parameter mapping

Attribute request.cookie.parameters.mapping.optional

Description The parameters that could be updat
property wil!/| only affect incoming
the cookie values nneeueadtt. pTleesemdr ¢
their default value instead of the
present. The property should be fo
(Value delimiter) Cookie name.

Default Val ue

Property Request erarmanegdi ng
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The following properties can be configured to update outgoing parameters:

Property Response parameter mapping

Attribute response.operation.parameters.mapping.required

Description The parameters that are required t
Thipsoperty will only affect outgoli
configured Header values are not p
should be formatted as foll ows: Pa
name.

Default Value

Property Respenparameter mapping

Attribute response.operation.parameters.mapping.optional

Description The parameters that could be updat
property wil!/| only affect outgoing
the Heoadars are not present in the
their default value instead of the
not present. The property should b
(Value delimiter) Header name.

Def aule Val

Property Response parameter mapping

Attribute response.operation.parameters.mapping.entry.delimiter

Description The delimiter that separates the ¢
only adf@epiamgmeters.

Default Value , (Comma)

Property Response parameter mapping

Attribute response.operation.parameters.mapping.value.delimiter

Description The delimiter that separates the p
This property will only affect inc

Default Value : (Col on)

Example

This section describes how incoming parameters are replaced with Header values. For example, Panopticon Real
Time is required to update parameters uid and uname.

ui d user | DHeader

uname user NameHeader

The request will fail if the required Headers are not present in the incoming request.

For the next example, Panopticon Real Time will try to update the parameter ulocation with userLocationHeader
header. The parameter value will only be updated if the Header is available.
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In both of these configurations, comma was used as an entry delimiter and colon as a delimiter between the
parameter name and the Header name.

However, for outgoing parameters, the property prefix (request) has to be changed to response instead.
Configurations:

request.header.parameters.mapping.required=uid:userldHeader,uname:userNameHea
der

request.header.parameters.mapping.optional=ulocation:userLocationHeader
request.header.parameters.mapping.entry.delimiter=,

request.header.parameters.m apping.value.delimiter=:

NOTE Mapping the same parameter in both the header and cookie will thrown an
exception on initialize.

FILE UPLOAD SIZE LIMITS SETTINGS IN
TOMCAT AND PANOPTICON

Starting with version 2020.0 and the introduction of web authoring, any connection to a file data source involves
uploading the file first to the server then loading its data into Panopticon. The upload happens as part of using the

data connector for the file.
Setting the limit of the file upload sizes are done in the following properties:

maxSwallowSize

This setting is part of the overall Tomcat configuration, particularly for the HTTP connector, and is found in the
<tomcat>/conf/server.xml file.

maxSwallowSize controls how much data Tomcat will accept for upload before it is cancelled or terminated.
If the file size is larger than the file.upload.size.max.bytes , and the limit of maxSwallowSize is
hit, then Panopticon will never get a chance to send a proper error message about the file being too large. The
upload will simply be terminated with a message about an unknown error. It is therefore recommended to set the
maxSwallowSize  value high enough to the file size that Panopticon users are expected to load.

Any minus value (e.g., -1), means unlimited. Setting a minus value for maxSwallowSize creates a risk of
getting the Tomcat connection saturated by a very large file upload or being stuck in an infinite file upload. A
reasonable setting would be something between one to two times of the Panopticon

file.upload.si ze.max.bytes  property value.

Example:

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443"
maxSwallowSize="100000000"/>

file.upload.size.max.bytes

This property is part of the Panopticon specific settings found in the Panopticon.properties file in the
Panopticon Appdata folder (i.e., c: \ vizserverdata ).
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This size limit property (in bytes) controls how large are the files Panopticon will accept to connect to for loading
data.

If the file exceeds the size limit, there will be an informative error message that indicates the current size limit.
The size limit check can only take place on the condition that the file has already been successfully uploaded to
the server. The upload success depends on the limit set in maxSwallowSize

TOMCAT MEMORY CONFIGURATION FOR
LINUX

NOTE It is recommended to increase the Java heap size of Tomcat to avoid the
initiation of garbage collection when memory usage hits the set threshold.

The steps may vary depending on how Tomcat was deployed.

Steps:

1. Stop Tomcat.

2. Create a file named setenv.sh

3. Place the file in the Tomcat bin folder.

4. Set the minimum and maximum heap size with the JVM T Xmsand T Xmxparameters. A minimum of 1 GB is

5.
6.

recommended. For example:
JAVA_OPTS="$JAVA_OPTS - Dfile.encoding=UTF -8 -server -Xms512m - Xmx2g"

NOTE Setting the maximum value should be dependent on your system. Ensure that
the heap size is not larger than the available free RAM on your system. It is
recommended to use 80% of the available RAM not taken by the operating
system or other processes of your JVM.

Save the file.

Restart Tomcat to apply the increase in the heap.

Panopticon Real Time 2022.1 - Installation and Reference Guide 67



TOMCAT MEMORY CONFIGURATION FOR
WINDOWS

NOTE It is recommended to increase the Java heap size of Tomcat to avoid the
initiation of garbage collection when memory usage hits

Steps:

1. Stop Tomcat.

2. Create a file named setenv.bat

3. Place the file in the Tomcat bin folder.
4

Set the minimum and maximum heap size with the JVM T Xmsand T Xmxparameters. A minimum of 1 GB is
recommended. For example:

set JAVA _OPTS=%JAVA_OPTS%- Dfile.encoding=UTF -8 -server -Xmsb512m - Xmx2g

NOTE Setting the maximum value should be dependent on your system. Ensure that
the heap size is not larger than the available free RAM on your system. It is
recommended to use 80% of the available RAM not taken by the operating
system or other processes of your

5. Save the file.

6. Restart Tomcat to apply the increase in the heap.

SET CLIENT AUTOMATIC RECONNECTION TO
THE SERVER WHEN DISCONNECTED

When the client loses connection to the server, by default, it will no longer attempt to automatically reconnect to the
server.

A notification message displays such as below. Clicking the Reconnect link will attempt to reconnect to the server.
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The AppData folder of Panopticon Real Time has a subfolder named JavaScriptConfiguration
contains the file named workbook.json

Below is an example default content of a \JavaScriptConfiguration \ workbook.json file:
{

"baseUrl!" U

"forceClientSelectionHandling" : true,

"startUrl" R A

"subscriptionCompression" : true,

"dataLoading" A

"transport” : "websocket"
"webGlEnabled" :true,
"pdfMulti  plePagesEnabled" : true

To set automatic reconnection to the server, add the following parameter in the

JavaScriptConfiguration \ workbook.json file:
"automaticReconnectOnServerDisconnect” s true,
NOTE After each change in the workbook.json file, the Panopticon application

must be restarted.

A notification message displays suchasbelow.Connecti on t o server | ost
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performance variance).

Most pecple can leamn to understand the information presented in a Circle Pack in under a minute 3€° even if that Circle Pack is showing data representing an underlying data set of thousands of
records.

A recommended aiternative to the Circie Pack is the Treemap, which can display a larger number of data points, and is easier to compare constituent data points.
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AUTOMATIC LOGOUT OF USERS ON TIMEOUT
TO SAVE UNUSED LICENSES

Users who have no activity and leave their browsers open may be logged out and their license units are checked out

by setting the following properties in the Panopticon.properties file:
.
Property Ti meout Session

Attribute timeout.session.enabled

Description Bool ean value stating if timeout f
Default Value fal se

Property Ti meout Session

Attribute timeout.session.exception.delimiter

Description The delimitemstonamesf et atleel i n th

ti meout.session.exception.username
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Default Val ue , (comma)

Property Ti meout Session

Attribute timeout.session.exception.usernames

Description Usernames that should be excluded
Separated by the delimiter stated
timeout.session.exception.delimiter property.

Defaul t Val ue

Property Ti meout Session

Attribute timeout.session.minutes

Description Mi nutes of inactivity before a use
user.

Default Val ue 480

Property Ti meout Session

Attribute timeout.session.notification.minutes

Description Mi nutes before a timeout tthiamhe cautn oi

the user.

Defaul t Val ue 1

NOTE 1 The timeout functionality is only enabled if property
timeout.session.enabled is set to true.

1 Each time a user actively interacts with the server, the timeout timer for that user
is reset. Just sitting idle on a tab in the Ul or having a dashboard open will not
reset the timer.

1 If timeout.session.notification.minutes has been set to a value > 0,
a notification will be sent to the user on an established notification subscription
on the websocket, X minutes before the timeout happens. This is the format of
the timeout notification:

{"TimeoutNotification":{"minutesUntilTimeout":1}}

1 When a session times out, a logout notification will be sent on an established
notification subscription on the WebSocket. This is the format of the logout
notification:

{"LogoutNoaotification":{"reason":"Logged out due to session
timeout"}}

I To abort a session timeout, all that is required is that the user interacts with the
server. To facilitate the process there is a new service that can be called using
GET on URL /rest/user/timeout/reset that will reset the timeout for the
calling user. The service itself does not do anything, but the layers the message
interacts with before reaching the service will count it as a user activity and
resets the timeout.
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SETTING THE TRANSPORTATION PROTOCOL

In previous versions, you can control which transportation protocol the browser would use for subscriptions to the
server by setting the value (WEBSOCKET or LONG_POLLING) in the client.data.load.transport
property in the Panopticon.properties file.

Starting with version 2020.2, you can instead edit the workbook.json ~ and admin.json in
<appdata>/JavaScriptConfiguration/ , where you add the section:

"dataLoading" : {

"transport"” : "websocket" or "long - polling"

NOTE After each change in the workbook.json  and admin.json files, the
Panopticon application must be restarted.

PANOPTICON REAL TIME CONFIGURATIONS
FOR EMAIL SEND OUTS AND ALERTS

NOTE When triggering email send out via the REST API, scheduling email send outs, or
sending email alerts, Panopticon Real Time needs to be configured with valid email
server information.

The following values need to be configured in the Panopticon.properties file located in the AppData folder
(e.g., c: \ vizserverdata ):

email.address Emai | awlhdereesst he alert will be ser
email.host Host name used by the email servel
email.password Email password, if available.
email.port Port number used by the email ser
email.security.mode Security mode used when senNhdONESE
TLSThe vNONREI | | be used if there w

the property.

email.username Email account wuser name.
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FONT INSTALLATION REQUIREMENT FOR PDFS
AND IMAGE EXPORT WITH CJK CHARACTERS

When creating PDF reports or exporting images from workbooks that contain text in Chinese, Japanese or Korean
(CJK), a font with CIK support is required. The font must be installed on the server operating system. Refer to your
operating system documentation on how to install a new font.

The PDF and image export functionalities in Panopticon will use the font specified in the workbook Theme. While
used in the browser, the workbooks and dashboards will get the suitable font by the browser if a font with CIK
support is needed.

When creating a PDF or an image, the browser is not involved since it happens on the server-side, and correct
characters depend on the availability of a font with CIK support on the local system of the server, plus the
specification of that font (e.g., Yu Gothic), in the workbook Theme. For the list of CIK-supporting fonts, you may refer
to https://en.wikipedia.org/wiki/List of CJK fonts.

SETTING SERVER PROPERTIES THROUGH THE
ENVIRONMENT VARIABLES

Server properties set in the Panopticon.properties file in the AppData folder (i.e., ¢: \ vizserverdata) are
overridden by environment variables.

For example, you can supply a JSON object through the environment variable SPRING_APPLICATION_JSON that
will be parsed during server start up:

{
"server.id" : "Test_Server",
"subscription": {
"data.loading.pool.max.size": "5",
"broadcasting.pool.max.size": "6"
}
}

NOTE Ensure that you minify the JSON object before setting the environment variable.

This will override and set the following property values:

server.id=Test_Server
subscription.data.loading.pool.max.size=5
subscription.broadcasting.pool.max.size=6

As seen from the example above, you can use inline JSON annotations for properties that share the same prefix,
which in this case is subscription.

To override a single property, create an environment variable with the same name, but replace each '.' with an'_" and
use upper case.

Example: Override the property server.id
Name: SERVER_ID
Value: <some value>
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You can also override individual properties with environment variables. Just set a variable with the same name as the
property but with all letters in upper case and periods replaced with underscores. For example,
REPOSITORY_STARTUP_IMPORT_PATHS will override the repository.startup.imp ort.paths in
Panopticon.properties
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[5] ADVANCED SERVER
DEPLOYMENTS

USAGE IN SSL ENABLED ENVIRONMENTS

Enabling SSL for Panopticon Real Time

The steps shown in this guide use the keytool command for managing keyStores and certificates. The keytool
command is part of the Java distribution and can be found in the JAVA_HOMEDbin . Make sure you have the
JAVA HOMEDbiIn folder in your PATHenvironment variable, in order to run the command. Details on the keytool
command can be found here: https://docs.oracle.com/javase/8/docs/technotes/tools/unix/keytool.html

Follow the steps below to configure SSL for Panopticon Real Time.

Steps:

1. Change directory to the CATALINA_HOMEconf folder, which is where we want to generate the Tomcat
keystore.

2. Create a keyStore file to store the private key and self-signed certificate used to identify the server:

keytool - genkey - alias myalias - keyalg RSA - keystore keystore.jks

NOTE Java is strict when validating the certificate of a host.

If the domain name store in the certificate does not match the domain of the
server, the connection will be rejected. Enter the target domain name
(www.mydomain.com) when keytool asks for fy
running the command above.

3. Add an SSL HTTP/1.1 Connector entry in $CATALINA_BASE/conf/server.xml

<! -- Define a SSL Coyote HTTP/1.1 Connector on port 8443 - >
<Connector

protocol="org.apache.coyote.http11.Http11NioProtocol"
port="8443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"
keystoreFile="conf/keystore.jks "
keystorePass="keystorepassword"
clientAuth="false" ssIProtocol="TLS"/>

4. Disable unencrypted server access by commenting out the default HTTP connector for port 8080.
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<l -
<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

5. After completing the configuration changes, you must restart Tomcat. When the process is back up you should
be able to connect over SSL using the URL below:

https://localhost:8443/panopticon
Details on how to configure Apache Tomcat SSL can be found at:

https://tomcat.apache.org/tomcat -9.0 - doc/ssl - howto.html

Defining a TrustStore

In scenarios that require TLS-enabled intra-service communication, we need to configure a trustStore. These
scenarios include, for instance, LDAP, SAML or OAuth integration.

A trustStore is essentially a keyStore, but where the keyStore is used to store private keys used to identify the server,
the trustStore is used to store public keys of trusted Certificate Authorities (CA). The trustStore is used to verify
certificates presented to the server when establishing an SSL connection.

Follow the steps below to create a new trustStore, import a certificate and configure Java to use the new trustStore:

Steps:

1. Create a new keyStore called truststore:

keytool - genkey - alias truststore - keyalg RSA - keystore
truststore.jks

2. Export a certificate from a keyStore:

keytool - export - keystore keystore.jks - alias myalias - file cert.cer

3. Import the certificate into the trustStore:

keytool  -import - trustcacerts - alias myalias - file cert.cer - keystore
truststore.jks

You can also re-use a keyStore as a trustStore in which case the certificate does not need to be exported and
imported.

To configure a trustStore for Apache Tomcat you need to edit the JAVA_OPTS environment variable in the setenv
script, located in the Tomcat conf  folder.

On Windows, setenv.bat:

set JAVA OPTS= Djavax.net.ssl.trustStore="C:/location/to/truststore
[truststore.jks"

On Linux, setenv.sh:

export JAVA OPTS="$JAVA OPTS -
Djavax.net.ssl.trustStore="/location/to/truststore/truststore.jks™;
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[6] AUTHORIZATION

NOTE Starting with version 2020.0, mapping of administrators through

Administrators.txt and AdministratorGroups.txt is no longer
supported. The property access.administrator.groups should be used
instead.

I f the customeros authent i caAdmnistratoesttt od morel i ed to the
AdministratorGroups.txt file, they can still do so by additionally using the tomcat - users.xml to
replicate the usage of these administrator text files.

For example, in the tomcat - users.xml , they can assign groups from the administrator text files to specific users
like this:

<user username="admin" password="admin" roles="rolel,otherRole"/>
<user username="admin2" password="admin2" roles="role2"/>

Then in the Panopticon.properties file, use the access.administrator.groups property to map the
admins (i.e., admin and admin2) to the administrator groups by adding their
roles:acce ss.administrator.groups=rolel,role2

SECURE ACCESS

Panopticon workbooks published to the folders or subfolders in Panopticon Real Time can be secured by granting
allowed or denied permissions.

NOTE Beginning with version 16.1.0, new workbooks must be published to a folder or
subfolder to use their access restrictions.

However, workbook access restriction is still available and supported on older
workbooks that will be accessed in the current and later Panopticon Real Time
versions.

Creating Folders

A user with an Administrator or Designer role can create folders.

Users that log on with a Designer role will have their own personal folder created
NOTE and displayed on the Workbooks page (e.g., ~designer).

The personal folders:

1 are displayed and can be accessed for users with an Administrator or
Designer role.

M are where Designers can create workbooks and build dashboards. For more
information, refer to Altair Panopticon Web Authoring Guide on how to create
workbooks on the Web client.

Panopticon Real Time 2022.1 - Installation and Reference Guide 77

of



Steps:

1. Onthe Workbooks tab, right-click on the topmost folder, and select New Folder.

& Organization

22 Users
(21 MNew Folder

~designer
[f] Upload Workbook
S¢ Permissions
[¥] Export Bundle
(%] Import Bundle
NOTE Only Administrators are allowed to change the permissions on the root folder.

The Create Folder dialog displays.

Create Folder

Folder Name |

Allowed + Read Write Modify
O designer Q -]
Denied =+

Cancel

NOTE 1 Everyone is available in the Allowed section by default.

1 Removing the Everyone group will mean that the folder and its subfolders will
not be available for public access.

1 The default group permissions on the root folder are WRITE

2. Enter a Folder Name.
3. Proceed to defining the Authorization to Allowed or Denied groups and users.
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4. Click .

The new folder is displayed on the expanded Folder hierarchy list and on the Root Folder list.

Altair Panopticon. Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System
h Organization v Q. Search Workbook Name T —
Orders
» Orders
2o Users v
~designer

There are no items in this space yet.

NOTE 1 Folders and subfolders can be deleted as long as they do not contain published
workbooks.

 The folders and subfolders on the Workbooks tab will also be available on the
Extracts, Data Templates, Extracts, Webhooks tabs.

Adding Groups and Users with Allowed Authorization

A user with an Administrator or Designer role can grant permissions for users or groups to a workbook folder or
subfolder.

Steps:

1. Right-click on a folder (except the root folder) and select Permissions on the context menu.

Panopticon Real Time 2022.1 - Installation and Reference Guide

79




¢h Organization w
[ orders
“  Rename
2o Users -
- : MNew Folder
~designer
@ Upload Workbook
S¢ Permissions
(] Export Bundle
(%] Import Bundle
T Remove

The Permissions dialog displays.

Permissions for 'Orders'

Allowed <+ Read Write Modify

89  Everyone O - )
Denied -+

Apply permissions to subfolders
2. Under the Allowed section, click the Add + icon.
A new User/Group Allowed section is displayed.

Permissions for 'Orders’
Allowed Read Write Modify

L0 Everyone Q 0]

| Group V| |

Denied <+

Apply permissions to subfolders
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3. Select User or Group to be given permission in the drop-down list.
Allowed Read

80 Everyone

Group v | | o

4. Enter the user or group Name.
Select the permission level that will be granted to the user or group:
7 READ
Permission to read the folder.
1 READ + WRITE
Permission to write to the folder and read.

7 MODIFY + WRITE + READ

Write Modify

©

Permission to read, modify, and write to the folder as well as create subfolders.

Allowed

290  Everyone

| Group V| | Financials

6. Click * . The useror group is added under the Allowed list.

Allowed <+
80  Everyone

B0 Financials

7. You can either:

9 check the Apply Permissions to Subfolders box
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Permissions for 'Orders'

Allowed <+ Read Write Modify
B89 Everyaone o

89  Financials 0
Denied +

Apply permissions to subfolders

Warning: This will overwrite all existing permissions on all subfolders

This means the permissions that will be used on all of the subfolders will be fetched from the root folder.

NOTE The Apply Permissions to Subfolders:

1 is only enabled when there is an existing subfolder.

1 does not affect the private folders.

leave the Apply Permissions to Subfolders box unchecked and modify the permission properties of the
subfolders

8. Click to save the changes.

Adding Groups and Users with Denied Access

Steps:

1. Right-click on a folder and select Permissions on the context menu.
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¢h Organization w

Orders
“  Rename
2o Users -
. MNew Folder
~designer
@ Upload Workbook
S¢ Permissions
(] Export Bundle
(%] Import Bundle
T Remove

The Permissions dialog displays.

Permissions for 'Orders'
Allowed + Read
D0 Everyone

D90 Financials
Denied +

[ ] Apply permissions to subfolders

Write Modify

o O
o

2. Under the Denied section, click the Add + icon.

A new User/Group Denied section is displayed.
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Permissions for 'Orders'
Allowed <+
B9 Everyone

89 Financials

Denied

Group v

Apply permissions to subfolders

Read Write Modify
(] ®
(] @

(] X

3. Select User or Group that will be given denied permission in the drop-down list.

4. Enter the user or group Name.

5. Select the denied permission level that will be granted to the user or group:

MODIFY

Prevent user or group to modify and create subfolders.
WRITE + MODIFY

Prevent user or group to modify and write to the folder.

READ + WRITE + MODIFY

Prevent user or group to modify and create subfolders, modify and write to the folder, as well as read the

folder.

Denied

User W John

6. Click ~ .The useror group is added under the Denied list.
Denied <+

O John

—

Repeat until all of the users with denied access are added.

7. Click to save the changes.
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Creating Subfolders

Steps:

1. To create subfolders, you can either click a folder:

on the expanded Folder hierarchy list

sh Organization w
Orders
Crders
42 Users w
~designer

on the Root workbooks/folders list

#h Organization v Q. Search Workbook
Orders
Folders
25 Users ~
Orders
~designer 0 workbooks

The Folders page is displayed.

2. Right-click on the folder and select New Folder.

sh Organization ¥ Q, Search Workbook
Orders
[ Rename » Orders
e Users
Mew Folder
~designer
Upload Workbook
Permissions

Export Bundle
Import Bundle

Remove

B B @ &

Refer to Creating Folders for the steps in creating the subfolders. Also, Adding Groups and Users with Allowed

Authorization and Adding Groups and Users with Denied Access for more information on adding Users and
Groups with allowed or denied authorization.

The subfolder is added.
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3.

Altair Panopticon' Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System

+h Organization ¥ [ Q search Workbook ) Name T = 0 ® &
~ [ Orders
B BidAsk Organization » Orders » BidAsk

20 Users v

[ ~designer

There are no items in this space yet.

You can also opt to delete a subfolder by right-clicking on the folder and selecting Remove on the context menu
as long as it does not contain published workbooks.

sh Organization v [ Q search Workbook |

~ [0 Orders

B BidAsk Organization » Orders

Folders
Do Users w

e BidAsk
0 workbooks

0 ~designer

[ Rename

New Folder

[f)  Upload Workbook
S¢ Permissions

[T Export Bundle

[F] Import Bundle

W Remove

A confirmation message displays.
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Are you sure you want to remove the 'BidAsk' folder from the
server?
Yes No
) Yes
Click

Updating Folder or Subfolder Properties

Steps:

1. To update folder properties, click a folder or a subfolder.

2. Right-click on the folder or subfolder and select Permissions.

+h Organization v .D\ Se
- Orders
BidAsk (lroaniza
4 Rename
20 U
sers Mew Folder
~designer
[f] Upload Workbook
,9' Permissions
(%] Export Bundle
(] Import Bundle
I Remove

The corresponding Permissions dialog displays.
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Permissions for 'Orders'

Allowed <+ Read Write Modify
B0 Everyone Q Tl

B0 Financials Q |7

Denied <+
O John e Tl

Apply permissions to subfolders

3. Make the necessary changes such as new folder name, add or delete users and groups.

4. You can either:
check the Apply Permissions to Subfolders box

This means the permissions that will be used on all of the subfolders will be fetched from the root folder.

leave the Apply Permissions to Subfolders box unchecked and modify the permission properties of the
subfolders

NOTE The Apply Permissions to Subfolders check box is not enabled when defining the
permissions for a subfolder.

5. Click to save the changes.

Downloading a Workbook

A user with an Administrator or Designer role with READ + WRITE permission to the folder is allowed to download a
copy of a workbook available in it.

Right-click on a workbook and select Download on the context menu.
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Workbooks

[¥] Rename

* History
OrderBook His

8 Move

1 Copy

1 Download

C

Export Bundle

b

Remove

[

A copy of the workbook is downloaded.

Exporting Workbook or Folder Bundle

1 Data files associated with workbooks will only be included in the download if
NOTE they are available inside the repository.

1 Users will only be able to download workbooks from folders where they have
WRITE permission.

Steps:

1. Right-click on a workbook or folder and select Export Bundle on the context menu.

- -.-I—.__— .
' Orders I. [ Rename
~desly 5 Mew Folder How to Actions o .
o Modified 22 minuts ™~ History
A =
[1] Upload Workbook (=) Move
LS9 Permissions ] Copy
(%] Export Bundle 3 Download
(%] Import Bundle (] Export Bundle
'ﬂ' Remaove
Workbook Folder or Subfolder Context Menu Workbook Context Menu
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A notification message displays.

Export Bundle for How To Actions

Include data files

Download Cance

Export Bundle for root

Include data files

Download Cance

2. Checkthe Include Data Files box to include the associated workbook data files in the download.

3. Click . A copy of the workbook or folder bundle is downloaded.

Importing Workbooks Bundle

1 Users will only be able to import a bundle to folders where they have WRITE
NOTE permission.

1  Existing workbooks with the same name as the uploaded workbooks will be
archived, only if the new workbook differs from the current one. Consequently,
the uploaded version will be the current one.

1 The bundle must not exceed the value set in the property
file.upload.size.max.bytes in the
Panopticon.properties

Steps:

1. Right-click on a folder and select Import Bundle on the context menu.

sh Organization

» Orders
[¥] New Folder
Ao Users
[f] Upload Workbook
~designer L
JQ' Permissions

[+

Export Bundle

[+)

Import Bundle
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The Import Bundle dialog displays.

Import Bundle

Choose bundle to import Orag bundle here

Keep Folder Structure
Replace existing workbook

Cancel

2. Toimport a bundle, you can either:

drag it from your desktop and drop on the dialog, or
click Choose Bundle to Import and select one on the Open dialog that displays.

The name of the selected bundle is displayed on the dialog box.

Import Bundle

Choose bundle to import Drag bundle here

Selected bundle: Actions.exz

Keep Folder Structure
Replace existing workbook
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3. Check the Keep Folder Structure box.

This means the exported folder structure is maintained when uploading the bundle. If the folders do not exist on
the server, they will be created.

4. To replace an existing workbook, check the Replace existing workbook box.

Import
5. Click

Data Level Secure Access

In this case the data being displayed is filtered to a particular authenticated user.
Data is filtered through the use of the special parameter _user_id.

This _user_id parameter is replaced at run time by the authenticated user id in lower case.

[3; Pararneter *

Mame id

Default Value wssses

Is Encrypted B .
OK || Cancel

This parameter can then be used to restrict the data being retrieved, though use in either:
C  Connection Details to Data Sources

C  Filter constraints on data queries (e.g., SQL WHERE Clauses)
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[7] SYSTEM ADMINISTRATION

Panopticon Real Time system administration is done on the following pages of the System tab:

Altair Panopticon’ Wworkbooks Data Templates Extracts Webhooks Alerts Parameters Themes System o
System Settings Altair Panopticon : Visualization v2022.0.0.15553
Subscriptions ) .
Copyright © Datawatch Corporation, 2022
Caches Warning: This program is protected by copyright law and international treaties. Unautheorized reproduction or distribution
Logs of this program or any portion of it may result in penalties.
Scheduler LICEMNSE
Logged In Users <2?uml version="1.0" encoding="utf-1&"?>
<l-=
APl Tokens
THIS FILE IS FOR INTEENAL TESTING ONLY!
Fonts
——>
<Pancpticonlicense CustomerName="Test License nr 1" SerialNumber="1" Created="2022-01-12"
SchemaVersion="1.1" xmlns="http://panopticon.comn/Fanopticonlicensse 2007/11">
<PBroduct Mame="Pancpticon Dewelcper .NET">
<Fallkack ExpiryDate="2023-01-31" Evalunation="False"™ Cem="Falae" />
<Visualizations>
<TypeLicense Type="Pancpticcn.Developer.Visualizations.BarGraph.VerticalBarGraph"
ExpiryDate="2023-01-31" Evaluation="False" Qem="Fal=zs" /> .
Location on the server: c\vizserverdata
LOGGING
File logging level:| INFO ~
METRICS
Publisher:| MEMORY v
SERVER INFORMATION
Operating system Windows 10
Java version 1.8.0_171
Java vendor Oracle Corporation
Tomcat Apache Torncat/9.0.37
Tomeat version 9.0.37.0
Total memary (Mb) 2051
Max rmemory (Mb) 7607
Free memaory (M) 1272
Available cores 4
Uptime 02/14/2022 10:27:56 AM
PROPERTIES
Data extract plugin BinaryTableFile-Cache
0 Clear Cache
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System Settings Al ows to set fiviieewme®glgi agnsevand:
information.

Subscriptions Al l ows to vi evw-admidke mdmuaggen subscri

Caches Al l ows to view, refresh, cl ear, o)
on the server.

Logs Al'l ows to set the | ogging |level a
|l oggamdgogpy ologbkear

Shedul er Al'l ows scfreemaulli mgenad outs and extr
Logged I n User Al'l ows to view and manage | ogged
APl Tokens Al ows t odealdadt e APAN@oOKkE s

Font s Al l ows ctus tfaamlt s t hat @ampabé wsedvoi

SYSTEM SETTINGS

The System Settings page include the following panes or sections:

C  License Information

C  Logging Level
C  Metrics Publisher
¢

Server Information

View License Information

If the licensing used is Altair Units license, the following license information are displayed:

C  License server type

C  License version

C  Start Date and End Date of the license
C

Total number of units available in the license
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Altair Panopticon’
System Settings
Subscriptions
Caches
Logs
Scheduler
Logged In Users
APl Tokens

Fonts

Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System

Altair Panopticon : Visualization v2022.1.0.28519

Copyright © Datawatch Corporation, 2022

Warning: This program is protected by copyright law and international treaties. Unauthorized reproduction or distribution
of this program or any portion of it may result in penalties.

LICENSE INFORMATION
Server type LMX
Version 200
Start date 2020-11-27
Expire date 2020-12-10
Units 50
LOGGING
File logging level:
METRICS
Publisher:
SERVER INFORMATION
Operating system Windows 10
Java version 1.8.0.171
Java vendor Oracle Corporation
Tomcat Apache Tomcav9.0.37
Tomcat version 9.0.37.0
Total memory (Mb) 2681
Max memory (Mb) 7607
Free memory (Mb) 1673
Available cores 4
Uptime 10/04/2021 01:41:25 PM
PROPERTIES
Data extract plugin BinaryTableFile Cache

Jo

If the licensing used is the volume-based XML file (named PanopticonLicense.xml), the content and location (i.e.,

c: \vizserve rdata ) of the license are displayed.
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Workbooks Data Templates Extracts Webhooks Alerts

Altair Panopticon’

Systemn Settings

Altair Panopticon : Visualization v2022.1.0.28519

Subscriptions . )
Copyright © Datawatch Corporation, 2022

Caches

Loas program or any portion of it may result in penalties.
0gs

Scheduler LICENSE

Parameters Thermes Systern

Jo

Warning: This program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of this

ExpiryDate="2023-01-31" Evaluation="false™ Jem="Ffalse™
<Typelicense Type="Pancpticcn.Developer.Visualiza

ExpiryDate="2023-01-31" Evaluation="False" Cem="Falsze"

Logged In Users

API Tokens <Typelicense Type="Pancpticcn.Developer.Visualiz
ExpiryDate="2023-01-31" Evaluation="False" Cem="False"
Fonts <Typelicense Type="Pancpticcn.Developer.Visualiza

ExpiryDate="2023-01-31" Evaluation="False" Qem="Falze"
<Typelicense Type="Pancpticcon.Developer.Visualiza
ExpiryDate="2023-01-31" Ewvaluat "False" QJem="Falsze"
<Typelicense Type="Pancptic
ExpiryDate="2023-01-31" Evaluation="False" QOem="Falsze"
<Typelicense Type="Pancpticcn.Developer.Visualiza
ExpiryDate="2023-01-31" Ewvaluation="False" Cem="False"
<TypeLicense Type="Pancp

.BarGraph.HorizontalBar&Graph™

.BarGraph.Funnel. FunnelChart™

.BarGraph.Waterfall .WaterfallChart"

.BulletGraph.VerticalBulletGraph”

.CirclePack.CirclePack”

cn.Developer.Visualizations.Crogsteb.Crosatab™ ExpiryDate="2023-

BulletGraph.HorizentalBulletGraph"

01-31" Evaluaticn="False" Oem="False" />
Location on the server: cwizserverdata
LOGGING
File logging level:| INFO A
METRICS
Publisher:| MEMORY v
SERVER INFORMATION
Operating system Windows 10
Java version 1.8.0_.171
Java vendor Oracle Corporation
Tomcat Apache Tomecat/9.0.37
Tomcat version 9.0.37.0
Total memary (Mi) 1049
Max memory (Mb) F607
Free memory (Mb) 375
Available cores 4
Uptime 04/28/2022 10:29:21 AM
PROPERTIES
Data extract plugin BinaryTableFile-Cache
Clear Cache
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Setting the File Logging Level
The current set level (e.g., FINEST) is displayed. To change, click the drop-down list and select another log level.

LOGGING

File logging level:| FINEST v

SERVER INFORM!# FINEST

Operating system| FINER

Java version FINE
Java vendor CONFIG
Tomeat
INFO
Tomcat version
Tatal memory [Mm
SEVERE

Max memaory (Mb

Free memaory (Mb)
Available cores

Uptime

The new log level is written in the Panopticon.properties file:

logger.level.file=WARNING

Setting the Server Metrics Publisher

The server performance metrics can be used to report, monitor, and configuret h e s e r v eanddimits.Aleea | t h
collected metrics may include the following information:

Long polling, WebSocket, and total number of connections
CPU loading percentage

Maximum, size, and used Heap Bytes

Subscription alerts, users, and total

Number of parallel data loading and live threads

O 0 0O 0 0 0

Average data load time or refresh rate

On the Metrics section of the System Settings page, select the Publisher of the server performance metrics.
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METRICS

Publisher:| NONE =

NOME

MEMORY

FILE

Metrics Publisher

None No metrics are published.

Me mor y Metri eaabdrieshed to a queue

File Metrics are published to
AppData /Metrics/ fol dewe. (

c: \ vizserverdata

\ Metrics ) .

me

file

To add other Kafka publishers in the drop-down list, ensure their configuration file are available in the

AppData/Metrics/Config folder.

A configuration file can be generated by creating a new data source in the Panopticon Streams Server and selecting

any of the Output connectors. You can either:

C  export the JSON file from the repository, or

C  download the DSM file by right-clicking the Data Source and clicking Download on the context menu

Refer to the Panopticon Streams Server Installation and Reference Guide for more information.

For example, when the generated Kafla data sources are added in the AppDat a/Metrics/Config folder:
| Chwizserverdata' Metrics', Confi
(] Mame Date modified Type Size
[ kafka_publisher_settings.json 20/01,2021 3:51 PM 4 KB
D KafkaOutputDs.dsm 20/01/2021 3:53 PM  DSM File 21 KB
D ServerMetrics.dsm 20/01/2021 3:51 PM  DSM File 11 KB

The ID of the new configuration files are displayed in the Publisher drop-down list.
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METRICS

Publisher:| KafkaMetricsPublisher »

MONE
MEMORY
FILE
KafkaOutputDs

ServerMetrics

Selecting any of these specific Kafka data sources means that this is only place where metrics will be published to.

View Panopticon Real Time Information

On the System Settings page, the following server information are displayed:

Operating SysterThe ser woe@rrladsing system

Java Version The ver siJarn aofRutntted me Environment .
Java Vendor The vendor of the Java Runti me En
Tomc at Il dentifies the Tomcat hosting the
Tomcat Version Th&omcat version.

Tomcat Memory (NThe total amount of memory avail a

Max Memory (Mb) The maxi mum amount of VmetMaxhi nieaiw
attempt. to use

Free Memory (mb)The amount of f rJeeerame/marty ailn Malcehi
Avail able Cores The number of cor esViarviMaalaibhe t o

Upti me The ti me wheReBandapsnekcast started

Panopticon Real Time 2022.1 - Installation and Reference Guide



VIEW PLUGIN SUBSCRIPTIONS

View all of the currently running real-time plugin subscriptions.

Altair Panopticon

System Settings
Subscriptions
Caches

Logs

Scheduler
Logged In Users
APl Tokens

Fonts

Workbooks Data Templates

Subscriptions

Data Source

KafkaPlugin

PanopticonStreamsPlugin

KDBPlusTickPlugin

KDBPlusTickPlugin

Preview Subscriptions

Data Source
KafkaPlugin
KDBPlusTickPlugin

KDBPlusTickPlugin

Extracts

Workbooks

StocksAnalysis

BidOfferTrade

ecs_kx

ecs_kx

Parameters Themes

Datatables #Rows

B8ab633bc2-5bb3
47cb-aed? 0
d9afb23%ed73

2c76103e-fd4b-40a3-

0
9a2c-7b903eeaba7f
vordersfororderid 6
orderswithcalcs 297

#Columns

85

82

Cancel all

Time Slices

0 X
0 X
0 X
0 X

10 20 50 100

10 20 50 100

Including the following information:

¢
¢
¢
¢

Data source with an installed plugin

Workbook name
Data table name

Current size of the real-time table held by the plugin such as number of rows, columns, and time slices

For subscriptions created by ad hoc services, or those with no owner (workbook reference), they can be viewed on
the Preview Subscriptions section.

You can also opt to do any of the following:

C
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Altair Panopticon” workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System o
Systemn Settings Subscnp“ons
Subscriptions
No records found.
Caches
Logs Preview Subscriptions
Scheduler No records found.
Logged In Users
API Tokens
Fonts
C  Cancel a plugin subscription by clicking
A notification message displays.
Are you sure you want to permanently cancel the
'KDEBPlusTickPlugin' plugin subscription?
Click to cancel.
C  Move to other pages
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VIEW CACHE USAGE

View the caches currently in use on the server.

Altair Panopticon  workbooks Data Templates Extracts Vebhooks Alerts Parameters Themes System o
System Settings
ystem Setting Cache Usage [ server Rendered Cache Client Rendered Cache Ml Clear Cache
Subscriptions
- Type Workbook Datatable Datasource #Caches Created Last Used #Hits ™ #Rows
aches
Server Oct 19,
. )
o Rendered oW teAuto Summary 1 2021 1:15 (O ), 20k i 778 1750 w
B Parameterize PM 1:15PM -
Scheduler ache
v 5 Oct 19
Logged In Users erver How to Auto 11760850 2dad-45e0-bacd- o Oct 19, 2021 -
Rendered . B 1 2021 115 T 1 778 3 i
APITokens Cache arameterize adiEe PM :
Fons server How to Oct 19, Oct 19, 2021
Rendered " Equity Portfolio 1 2021 1:10 . 1 485 1750 w
Actions 1:10 PM -
Cache PM
Server Qct19,
Rendereq oW leAute Bylndustry 1 2021 115 Oct 19, 2021 [ 778 373 w
Parameterize 115 PM
Cache PM
Server Qct19,
Rendered ~ HoWleAute ByRegion | 2021 1:15 0ct 19, 2021 | 778 584 w
Parameterize 115 PM
Cache PM
Server Qct 19,
How to Auto 720da9d7-171b-400b-99ac- ' 0Oct 19, 2021 -
Rendered 1 2021 1:15 | 778 10
enaere Parameterize 141a10e44daa 1:15PM =
Cache PM
Server Oct 19,
Rendered ~ OW'0Aute ByRegionAndindustry | 2021 1:15 Oct 13, 2021 | 778 138 w
Parameterize 115 PM -
Cache PM
Client Oct 19,
Rendered  HOW!OAUto ByRegion 1 2021 1:15 Oct 18, 2021 2 785 584 o
Parameterize 115 PM -
Cache PM
Client Qct19,
Rendered How to StocksTimeSeriesFilteredTimeParameters 2 2021 1:10 Oct 19, 2021 4 730 2 T
Actions 114 PM -
Cache PM
Client Qct19,
Rendered  OW!o Filtered Equity Universe 1 2021 1:10 Oct 19, 2021 20 49 E w
Actions 1:14 PM
Cache PM
12 3 = 10 20 50 100

Including the following information:
C  Cache Rendering Type
Workbook Name

Data Table Name

Cache Usage Count

Date Created

Date Last Used

Cache Usage Hits

The Time to Live

O 0 0 0 0 0 0O 0

Row Count of the cached dataset
You can also opt to do the following:
C  Clear Cache and refresh page

C  Display Server-rendered Cache
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Display Client-rendered Cache
Refresh the Cache Usage list

Move to other pages

O 0 0O 0

Delete a Cache Usage instance in the list

O Refresh
Click the Refresh button to refresh the list.
M Clear Cache
Clicking Clear Cache will clear all caches of data, ensuring that any subsequent workbook

access that utilizes a cache, will cause a cache reload.

Cache cleared!

Checking the Server Rendered Cache box displays the list of server-rendered caches.

Altair Panopticon”  workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System o
System Settings
v B Cache Usage Server Rendered Cache || Client Rendered Cache  (RSRUEIE0Y flr Clear Cache
Subscriptions
Coct Type Workbook Datatable Datasource #Caches Created Last Used #Hits TTL #Rows
aches
Server
Logs How to Auto Oct 19, 2021 Oct 19, 2021
Rendered S 1 X . 1 674 1750
e Parameterize ummary 1415 PM 115 PM L2}
Scheduler ache
5 5
Logged In Users e How to Auto 11f6e850-2dad-45e0-bacd- ; 0ct 19, 2021 Oct 19, 2021 , s 5 .
Parameterize 3db476badsed 115 PM 1115 PM
AP Tokens Cache
Fonts
Server
Oct 18, 2021 Oct 19, 2021
Rendered How to Actions Equity Portfolio 1 110 PM 1410 PM 1 381 1750 w
Cache
Server
How to Auto Oct 19, 2021 Oct 19, 2021
Rendered Parameterize Bylndustry 1 1415 PM 115 PM 1 674 373 jmj
Cache
Server
How to Auto Oct 19, 2021 Oct 19, 2021
Rendered ByRi 1 . . 1 674 584
endere Parameterize viegion 1415 PM 115 PM L}
Cache
server How to Auto 72dd89d7-171b-400b-99ac 0ct 19, 2021 Oct 19, 2021
Rendered e Lo ALK (1 /ThEREhERac 1 : ' 1 675 10 0]
Parameterize 141a10ed4daa 1:15PM 115 PM
Cache
Server
How to Auto Oct 18, 2021 Oct 19, 2021
Rendered Parameterize ByRegionAndIndustry 1 115 PM 1415 PM 1 674 138 w
Cache
10 20 50 100
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Checking the Client Rendered Cache box displays the list of client-rendered caches.

Altair Panopticon”  workbooks Data Templates Extracts Vebhooks Alerts Parameters Themes System o
System Settings
¥ 9 Cache Usage Server Rendered Cache Client Rendered Cache m Clear Cache
Subscriptions
Cact Type Workbook Datatable Datasource #Caches Created Last Used #Hits TTL #Rows
aches
Client Oct 19
Logs ' F
a Rendered  HOW!© Equity Portfolio 1 2021 1:10 Oct 18, 2021 1 255 1750 o}
Cache Actions oM 1:10 PM
Scheduler ad
Logged In Users Client Oct19, ;
Rendered :olw to StocksTimeSeriesFilteredTimeParameters 2 2021 1:10 ?_?:1;;12“21 4 491 2 W
API Tokens Cache cons PM :
Fonts
Client Oct 19,
Rendered  HOW(0Auto Bylndustry 1 2021 1:15 Oct 19, 2021 2 546 373 L]
Parameterize 1:15 PM -
Cache PM
Client Oct 19,
Rendered  Order Book Filterad Orderbook 1 2021 1:11 Oct 19, 2021 7 205 10 oW
1:14 PM -
Cache PM
Client Oct 19,
Rendered  Order Book arderbook 1 2021 1:11 Oct 19, 2021 7 205 4926 mw
1:14 PM -
Cache PM
Client Ooct19, ;
Rendered How to Auto 72dda9d7-171b-400b-9%ac- ] 2021 1415 Oct 19, 2021 ] 546 10 0
Parameterize 141a10e44daa 115 PM -
Cache PM
Client Oct 19,
How to Auto 11f6e850-2dad-45e0-bacd- ) Oct 19, 2021 .
Rendered Parameterize 3db476badBed ! 20211:15 1:15 PM ! 546 3 L
Cache PM
Client Oct19, ;
Rendered  HOW!© Filtered Equity Universe 1 2021 1:10 Oct 18, 2021 20 257 38 ]
Actions 1:14 PM -
Cache PM
Client Oct 19,
Rendered  HOW(0Auto ByRegionAndindustry 1 2021 1:15 Oct 19, 2021 4 546 138 L]
Parameterize 1:15PM -
Cache PM
Client Oct 19,
Rendered ~ HOW'0Auto Summary 1 2021 1:15 Oct 19, 2021 2 546 1750 o
Parameterize 1:15PM -
Cache PM
12 3 » 10 20 50 100
Click the Delete Cache Usage icon of a cache usage in the list.

VIEW LOGS

View the latest 300 rows of a Logging Level in the Logs tab:
FINEST (lowest level)

FINER

FINE

CONFIG

INFO (default level)

WARNING

O 0 0 0 0 0 0

SEVERE (highest level)
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Steps:
1. Onthe System page, click the Logs tab. Initially, the default level (INFO) logs are displayed.

Altair Panopticon- Workbooks Data Templates Extracts Vebhooks Alerts Parameters Themes System o

Systermn Settings Logs n o

Subscriptions .
Logging levels: 1000 rows
Caches INFUT RESdIng FILS/URCT MeposItory //Ostar I1es/STOCKSSTaTIC_J8Z1- 18- [9- 15-15-24_Z. CEV
Qct 159, 2@21 1:15:32 PM com.panopticon.dashboards.data.plugin.DataPluginltils
Logs INFQ: Reading File/URL: repository://destafiles/StocksStatic_2021-18-19-13-15-24.csv
Qct 19, 2821 1:15:32 PM com.panopticon.dashboards.data.plugin.TextPluginBase
Scheduler INFO: 18 rows, 2 columns retrieved in @ seconds.
Qct 19, 2821 1:15:32 PM com.pancpticon.dashboards.data.plugin.DataPluginUtils
Logged In Users INFO: Reading File/URL: repository://dstafiles/StocksStatic_2021-18-19-13-15-24 3.csv
Oct 18, 2221 1:15:32 PM com.panopticon.dashboards.datz.plugin.TextPluginBase
AP Tokens INFO: 1,758 rows, 32 columns retrieved in ©.838 seconds.
Qct 19, 2821 1:15:32 PM com.panopticon.dashboards.data.plugin.TextPluginBase
Forits INFO: 373 rows, 32 columns retrieved in 8.841 seconds.

QOct 19, 2821 1:15:32 PM com.pancpticon.dashboards.data.plugin.TextPluginBase

INFO: 585 rows, 32 columns retrieved in @.842 seconds.

QOct 19, 2821 1:15:32 PM com.panopticon.dashboards.data.plugin.TextPluginBase

INFO: 139 rows, 32 columns retrieved in @.885 seconds.

Oct 19, 2821 1:15:49 PM com.datawstch.dashboards.server.web.manager.WorkbookSearchManager

INFO: [WorkbookSearchManager] WorkbookSearchManager index updated. 1 Success, @ Failure

Qct 19, 2821 1:15:5@ PM com.datawstch.dashboards.server.web.imageclient.pdf.PDFProducer

INFO: [PDFProducer] PDF command: C:\Program Files\Apache Software Foundation‘\Tomcat 9.@\temp‘Pancpticon‘win64\node-
image-client-win.exe generate-pdf --workbook-name How to Auto Parameterize --werkbook-settings-id cacfb941-laff-
4584-8dbE-ed96e2daSlb2 --hide-scrollbar --multiple-pages --base-url hitp://localhost:B@8@/pancpticen --locale en_US
--log-level trace --fonts-path C:“Program Files‘\Apache Software Foundation‘\Tomcat
9.8\temp'\Panopticon\winé4\assets\fonts -tn ptoken -tv <redacted>

Qct 19, 2821 1:21:59 PM com.panopticon.server.core.cache.DatalacheRegistry

INFQ: [DataCacheRegistry] Clear all cache entries

2. Select another Logging Level in the drop-down.
For example: FINEST

Altair Panopticon- Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System L
System Setti

yetem medings Logs n [ B Clearall
Subscriptions

1000 rows

Caches T Rea EPOSITOrY /0BT aT I1e5/ STOCRSSTETIC_ 202 - 18- 19-15-15-28_Z.C5V
Oct 19, 2821 bm . panopticon.dashboards.data.plugin.DataPluginUtils
Logs INFO: Reading FINER epository://datafiles/StocksStatic_2821-18-19-13-15-24.csv
Oct 19, 2821 om. panopticon.dashboards.data. plugin. TextPluginBase
Scheduler INFO: 18 rows| retrieved in @ seconds.
Oct 19, 20821 FINE om.pancpticon.dashboards.data. plugin.DataPluginltils
Logged In Users INFO: Reading CONFIG Epository://datafiles/StocksStatic_2021-18-19-13-15-24_3.csv
oct 19, 2821 pm.pancpticeon.dashboards.data.plugin.TextPluginBase
AP Tokens INFO: 1,758 rf INFO mns retrieved in 9.838 seconds.
Oct 19, 2821 om. panopticon.dashboards.data. plugin. TextPluginBase
Fonts INFO: 373 row WARNING g retrieved in @.841 seconds.
Oct 19, 2821 om. panopticon.dashboards.data. plugin. TextPluginBase
INFO: 585 row g retrieved in 9.942 seconds.
Oct 19, 2821 SEVERE pm.pancpticon.dashboards.data. plugin. TextPluginBase

INFO: 139 rows, 32 columns retrieved in 8.885 seconds.

Oct 19, 2821 1:15:49 PM com.datawstch.dashboards.server.web.manager.WorkbookSearchManager

INFO: [WorkbookSearchManager] WorkbookSearchManager index updated. 1 Success, @ Failure

Qct 19, 2821 1:15:5@ PM com.datawstch.dashboards.server.web.imageclient.pdf.PDFProducer

INFO: [PDFProducer] PDF command: C:\Program Files\Apache Software Foundation\Tomcat 9.e\temp\Pancpticon\win64\node-
image-client-win.exe generate-pdf --workbook-name How to Auto Parameterize --workbook-settings-id cacfb94l-laff-
4084 -8db6-ed96e2daslb? --hide-scrollbar --multiple-pages --base-url hitp://localhost:888@/panopticon --locale en_US
--log-level trace --fonts-path C:\Program Files\Apache Software Foundation\Tomcat
9.@\temp\Panopticon\wing4\assets\fonts -tn ptoken -tv <redacted>

Qct 19, 2821 1:21:59 PM com.panopticon.server.core.cache.DatalacheRegistry

INFO: [DataCacheRegiztry] Clear all cache entries
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Altair Panopticon’
Systemn Settings
Subscriptions

Caches

Logs

Scheduler

Logged In Users

API Tokens

Fonts

Workbooks Data Templates Extracts ‘Webhooks Alerts Parameters Themes System

2

Logging levels: | FINEST  w

603 rows

Qct 19, 2821 1:28:27 PM com.pancpticon.server.core.web.service.AbstractServiceCacheProcessor

FINE: [AbstractServiceCacheProcessor] Service is not cacheable. ServiceCache is nmot going to be used
Qct 19, 2821 1:28:27 PM com.panopticon.server.core.web.controller.AbstractControllerlayer

FIMNE: [AbstractControllerLayer] Time to complete request GetWorkbookNames: 1

Qct 19, 2821 1:28:29 PM com.datawstch.dashboards.server.web.subscription.SubscriptionComponent

FINE: [SubscriptionComponent] Start loocking for orphan data plugin subscriptions

Qct 19, 2821 1:28:29 PM com.datawstch.dashboards.server.web.subscription.SubscriptionComponent

FIMNE: [SubscriptionComponent] No active dates plugin subscriptions were found

Qct 19, 2821 1:28:29 PM com.pancpticon.server.core.web.controller.AbstractControllerlayer

FINE: [AbstractCentrollerLayer] Processing new request: ConnectlLogSubscriberRequest

Qct 19, 2821 1:28:29 PM com.panopticon.server.core.web.repository.file.licenseFileRepository

FIME: [LicenseFileRepository] Validating server license

Qct 19, 2821 1:28:29 PM com.pancpticon.server.core.web.authentication.duthenticationlayer

FINE: [AuthenticationlLayer] Request token provided, valid: true

Qct 19, 2821 1:28:29 PM com.panopticon.server.core.web.authentication.Authenticationlayer

FINE: [AuthenticationLayer] Converting the request token to an identifier

Qct 19, 2621 1:28:29 PM com.panopticon.server.core.web.authorization.AuthorizationLayer

FINE: [AuthorizationLayer] Checking the authorization for incoming request

Qct 19, 2821 1:28:29 PM com.panopticon.server.core.web.service.fbstractServicelacheProcessor

FINE: [AbstractServiceCacheProcessor] ConnectlogSubscriberService is about to process WebSocketRequestEnvelope
Qct 19, 2621 1:28:29 PM com.pancpticon.server.core.web.service.AbstractserviceCacheProcessor

FINE: [AbstractServiceCacheProcessor] Service is not cachesble. ServiceCache is mot going to be used
Qct 19, 2821 1:28:29 PM com.panopticon.server.core.utility.Panopticonlogger debug

FINE: [AbstractControllerlLayer] Time to complete request ConnectlogSubscriberRequest: 21

The latest 1000 rows of the selected log level or higher are fetched.

3. You can also click any of the following buttons:

to pause the logging, it changes to

»

to resume the logging

[0

W Clear all

to copy log to clipboard

to clear the logs
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SCHEDULING TASKS

On the Scheduler tab of the System Settings page, Panopticon Real Time allows scheduling of tasks.

Altair Panopticon’” Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System o
Systern Settings Scheduler
Subscriptions
Caches
Logs
Scheduler
Logged In Users
API Tokens
Fonts
A new scheduled task is added in the list with the properties.
Upload Task
Altair Panopticon Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System e
System Settings Scheduler mﬁ Create
) New Task
Subscriptions
Name Activated Type Trigger Last Updated By Created Last run Last Run Result
Caches
Logs ® ExtractStocksStatic O E;:l':“ Period admin :z‘gﬁ‘mn ;pu;::“.dzozz Success L+ Tei— Delete Task
Scheduler — Download Task
Logged In Users Task
APl Tokens Properties
Fonts
Run Task +«
Scheduler Property Description
Run Task Manual |y ruotnask.hedul e
Upl oad Task Upl oad schedul er task.
Create New Task Create sa hrdawd sek .
Del ete Task Del et e artsashke.dul e
Downl oad Task Downl oad a schedul er task.
Task Properties The task properties include:
f Name of the task
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To create a new task, click New Task
the following tasks:

Activated st
Type of the

Date/ Ti me wh
Date/ Ti me wh

= -4 -4 -8 -—a -—a -a

For failed r
NOTEH:he resul

+ Mew Task

atus
schedul ed task

TriggePet yop@RON
Last user whpdarnaede an

en the task was <c¢cre
en the task was | as

Last ruuceaosHati | ed

esults, you can hov
t i s Emxdtr acisscpbl@adyael de

. The New Task pane displays that allows you to define
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Altail’ Pa nopticon- Workbooks Data Ternplates Extracts Webhooks Alerts Parameters Themes Systern p=
System Settings € Taskl
Subscriptions

Activated
Caches
Trigger O period ) CRON
Logs
Interval (sec)*
Scheduler
Typex g
Logged In Users
Description Email CSV Data
API Tokens Email Excel
Email HTML Formatted Data
Fonts :
Email Image
Email PDF
Extract Data
C  Sending of a CSV Data via Email
C  Sending of an MS Excel file via Email
C  Sending of an HTML Formatted Data via Email
C  Sending of an Image file via Email
C  Sending of a PDF file via Email
C  Extracting Data
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NOTE

Panopticon.properties
c: \ vizserverdata ).

See Panopticon Real Time Configurations for Email Send Outs and Alerts for

1 To allow scheduling of email send outs, Panopticon Real Time must be
configured with valid email server information in the
file located in the AppData folder (e.qg.,

instructions.

i If any data load fails, such as when the data source is offline, the PDF/Image
generation fails as well and an email will not be sent.

Create Task to Send CSV Data via Email

Panopticon Real Time provides the functionality to create tasks to generate and email CSV data from a workbook,

dashboard, or visualization.

Steps:

1. Onthe New Task pane, enter the Name of the task and click ~" . Ensure the name is unique.

2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger Period CROM

Interval (sec)*

CRON then enter the CRON Expression.

Trigger Period CROMN

CROMN Expression *

Select the task Type: Email CSV Data.

Enter the Description of the task.

N oo o &

Select the Workbook Name in the drop-down list. These are the published workbooks available in the

Workbooks page.

Check the Zip CSV Data box to attach a zipped copy of the CSV data in the email.

Upon selecting Email CSV Data, the Scheduler page changes to allow specification of the following:

Select dashboards or parts where to source the CSV data from, by checking their corresponding boxes in

the Dashboards & Parts drop-down list.
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Industry Performance by Region, Regional Performanc:

Dashboards & Parts

Industry Performance by Region

Output File Names Regional Performance

Industry Performance

Parameter Values

To*

cC

BCC

Scatter of Filtered Universe for {Region:, } an...

Using Action Cantrols

Treemap

Start: {TimeWindowStart: yyyy-MMM-dd HH:...

enter comma-separated list of Output File Names.

NOTE 1

The items in the list must be either unique or empty.
Empty string items indicate that the default title should be used.
By default, the text box is blank causing the implicit naming to be used.

If the supplied names are fewer than the selected data sets, the default naming
comes into effect for non-specified names

You can also opt to enter the Parameter Values that will be added as parameters to the subject line of
emails or as dashboard values in the CSV Data.

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

The following Date/Time range querying parameters are also supported in the

NOTE Email CSV Data task:
1 CurrentTime
1 LastWorkDay
1 WeekStart
1 QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format yyyy -
MM dd will be used instead.

8. Enter the email address of the recipient in the To field.
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9. You can opt to enter the following:

the CC and/or BCC recipients of the email separated by a comma.

the mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

the content of the email in the Body box.

10. Click .

Click to go back to the Tasks pane. The new task is added in the list.

Altair Panopticon- Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System
System Settings Scheduler
Subscriptions

Name Activated Type Trigger Last Updated By Created
Caches

Email Qct 25, 2021

Logs [C] EmailCsy () €3V Data Periad admin 1:40 PM
Scheduler

Logged [n Users
API Tokens

Fonts

Q

+ New Task

Last run Last Run Result

Create Task to Send an MS Excel File via Email

Panopticon Real Time provides the functionality to create tasks to generate and email MS Excel files.

Steps:

1. Onthe New Task pane, enter the Name of the task and click ~" _Ensure the name is unique.
2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger O rperiod CRON

Interval (sec)*

CRON then enter the CRON Expression.
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Trigger

Period CROM

CRON Expression*®

4. Select the task Type: Email Excel.

Upon selecting Email Excel, the Scheduler page changes to allow specification of the following:

Enter the Description of the task.

Select the Workbook Name in the drop-down list. These are the published workbooks available in the

Workbooks page.

Select the dashboards to include in the MS Excel file by checking their corresponding boxes in the
Dashboards drop-down list.

Workbook Mame *

Dashboards

Parameter Values

Hide Scrollbars

Width

How to Actions v

How To Actions, Data Entry, Time Parameters ~
How To Actions
Scatter of Filtered Universe
Using Action Controls
Data Entry

Tirne Parameters

NOTE Multiple tables per dashboard are inserted in a sheet of the MS Excel file.

5. You can also opt to:

enter the Parameter Values that will be added as parameters to the subject line of emails or as dashboard
values in the MS Excel file

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

The following Date/Time range querying parameters are also supported in the

NOTE Email Excel task:
T  CurrentTime
1 LastWorkDay
T WeekStart
1 QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format yyyy -
MM dd will be used instead.
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check the Hide Scrollbars box.

Enter the Width and Height of the MS Excel file. Default values are 1024px and 768px, respectively.
Enter the Table Style. Default is TableStyleMedium4.

Enter the email address of the recipient in the To field.

© © N o

You can opt to enter the following:

the CC and/or BCC recipients of the email separated by a comma.

the mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

the content of the email in the Body box.

10. Click .

Click © to go back to the Tasks pane. The new task is added in the list.

Altair Panopticon- Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes Systern
System Settings Scheduler
Subscriptions
Cat Name Activated Type Trigger Last Updated By Created Last run
aches
Logs Ermail Oct 25,
N (¥  SendExce e Period admin 2021 1:43

Excel PM

Scheduler
Logged In Users
API Tokens

Fonts

2

+ New Task

Last Run Result

Create Task to Send an HTML Formatted Data via Email

Panopticon Real Time provides the functionality to create tasks to generate and email HTML-formatted table
exported from a selected workbook and dashboards.

IMPORTANT Use with caution! When emailing HTML formatted data, the email message size

runs the risk of becoming very large if the data used in the visualization is too large
and/or complex. The data volume will not stop Panopticon Real Time from creating

the message and the HTML-formatted data, but email servers may struggle to
send and/or receive the message.
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Steps:

1. Onthe New Task pane, enter the Name of the task and click ~" _ Ensure the name is unique.
3. Tap the Activated slider to turn it on.
4. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or
Trigger Period CROM

Interval (zec)*

CRON then enter the CRON Expression.

Trigger Period CROM

CROMN Expression *

5. Select the task Type: Email HTML Formatted Data.
Upon selecting Email HTML Formatted Data, the Scheduler page changes to allow specification of the
following:
Enter the Description of the task.

Select the Workbook Name in the drop-down list. These are the published workbooks available in the
Workbooks page.

Select the dashboards and parts to include in the HTML formatted data file by checking their corresponding
boxes in the Dashboards & Parts drop-down list.

Workbook Mame = Examples\How To Panel Layout v

Industry Performance, Performance Correlations, Perfe  w
Dashboards & Parts

Layout Options

Parameter Values Industry Performance
Performance Correlations
To* Performance by Company

Layout with Panels
cC -

6. You can also opt to enter the Parameter Values that will be added as parameters to the subject line of emails or
as dashboard values in the MS Excel file.

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials
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The following Date/Time range querying parameters are also supported in the
NOTE Email Formatted Data task:

1 CurrentTime
1 LastWorkDay
T WeekStart
QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format yyyy -
MM dd will be used instead.

7. Enter the email address of the recipient in the To field.

8. You can opt to enter the following:

the CC and/or BCC recipients of the email separated by a comma.

the mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

the content of the email in the Body box.

9. Click .

. “ . . .
Click to go back to the Tasks pane. The new task is added in the list.
Altair Panopticon”  workhooks Data Templates Extracts Webhooks Alerts Parameters Themes System i3
Systern Settings Scheduler + New Task
Subscriptions
Cach Name Activated Type Trigger Last Updated By Created Last run Last Run Result
aches
Logs E{T"G"L oct 25,
®  sendHTMLFermattedData F 4 Period admin 2021 2:56 )
Scheduler ormatte

Data PM

Logged In Users
APITokens

Fonts
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Create Task to Send Image File via Email

Panopticon Real Time provides the functionality to create tasks to generate and email Image files.

In addition, hyperlinks can also be used in email dashboard images. Hyperlinks can redirect to a workbook and a
dashboard in the server.

NOTE

In cases when you schedule the emailing of dashboard images or when you are
behind a proxy or load balancer, it is recommended to specify the server address in
the Panopticon.properties file.

For example: server.host  =http://www.company.com/dashboards

See the Email Data: Image section for more information.

Steps:

1. Onthe New Task pane, enter the Name of the task and click ~" _Ensure the name is unique.

2. Tap the Activated slider to turn it on.

3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger

Period CROM

Interval (sec)*

CRON then enter the CRON Expression.

Trigger

Period CROM

CRON Expression*®

4. Select the task Type: Email Image.

Upon selecting Email Image, the Scheduler page changes to allow specification of the following:

Enter the Description of the task.

Select the Workbook Name in the drop-down list. These are the published workbooks available in the
Workbooks page.

Select dashboards or parts to include in the image file by checking their corresponding boxes in the
Dashboards & Parts drop-down list.

Panopticon Real Time 2022.1 - Installation and Reference Guide

116



Workbook Name =

Inline Image

VizGuide ~

Dashboards & Parts Candlestick, Pivot Table with Intense Colors, Pivot Table ~  Select dashboards or individual parts to include
Candlestick
Bookmarks [] Candlestick Graph showing Apple (AAPL) Pr...
Categorical Line Graph Parameter=Value. comma
Parameter Values S )
Region=Europe, Industry=Financials

Hide Scrollbars

Cross Tab Pivot Table

U
[] Circle Pack
4

Pivot Table with Intense Colors

Hyperlinks Pivot Table with Subdued Colors
Width [ ] Donut

_ [] Donut Gauge
Height Market Liquidity Between Trading Markets
Email [ ] Alternative Treemap Representation
o Market Liquidity Between Lit & Dark

] Dot

cc N ————

The selected dashboards or parts are inserted as parameterized text and inline images in the Body edit box.

Body

{Candlestick_title}

{Candlestick_image}

{Cross Tab Pivot Table_visualization Tile2_title}
{Cross Tab Pivot Table_visualization.Tile2_image}
{Cross Tab Fivot Table_visualization. Tile1_title}
{Cross Tab Pivot Table_visualization.Tile1_image}
{Donut Gauge_visualization.DonutGauge2_title}
{Donut Gauge_visualization. DonutGauge2_image}
{Donut Gauge_visualization.DonutGauge1_title}

{Donut Gauge_visualization.DonutGauge1_image}

Clicking the Preview
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{Candlestick_title} )
{Candlestick_image} Candtestick
{Cross Tab Pivot Table_visualization TileZ_title}
{Cross Tab Pivot Table_visualization.Tile2_image}
{Cross Tab Pivot Table_visualization Tile1_title}
{Cross Tab Pivot Table_visualization.Tile1_image}
{Donut Gauge_visualization.DonutGauge2_title}
{Donut Gauge_visualization.DenutGauge2_image}
{Donut Gauge_visualization.DonutGauge1_title}
{Donut Gauge_visualization.DenutGauge1_image}

Select bookmarks in the workbook to include in the image file by checking their corresponding boxes in the
Bookmarks drop-down list.

Bookmarks Heat Matrix - SEK, Circle Pack - Basic Materials 'd

Box Plot - Financials Industry

Parameter Values Heat Matrix - SEK

Hide Serollbars Line - 10%

Circle Pack - Basic Materials
Hunerlinks

5. You can also opt to:

enter the Parameter Values that will be added as parameters to the subject line of emails or as dashboard
values in the Image file

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials

The following Date range querying parameters are also supported in the Email
NOTE Image task:

 CurrentTime

1 LastWorkDay

 WeekStart

QuarterStart

For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format yyyy -
MM dd will be used instead.

check the Hide Scrollbars box.

check the Hyperlinks box. This makes the Image file in the email will be clickable.
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6. Enter the Width and Height of the Image file. Default values are 1024 and 768, respectively.

7. Enter the email address of the recipient in the To field.

8. You can opt to enter the following:

the CC and/or BCC recipients of the email separated by a comma.

the mail message subject to be used in the email notifications in the Subject field.

NOTE

Supports dashboard parameters.

the content of the email in the Body box.

9. Click .

Click

Altair Panopticon’
Systemn Settings
Subscriptions

Caches

Logs

Scheduler

Logged In Users

APl Tokens

Fonts

Workbooks

Scheduler

Name

Sendlr

Data Ternplates

Activated

nage ()

Extracts

Type

Email
Image

‘Webhooks

Alerts

Trigger

Period

“ 1o go back to the Tasks pane. The new task is added in the list.

Parameters

Last Updated By

admin

Themes

System j=}
+ New Task
Created Last run Last Run Result
Oct 25,
2021 2:58 W
PM

Create Task to Send PDF File via Email

Panopticon Real Time provides the functionality to create tasks to generate and email PDF files.

Steps:

1. Onthe New Task pane, enter the Name of the task and click ~" _ Ensure the name is unique.

2. Tap the Activated slider to turn it on.

3. Select the Trigger. You can either select:

Period then enter the Interval (in seconds), or

Trigger

Interval (sec)*

CRON then enter the CRON Expression

O period

CROM
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Trigger Period © CRON

CRON Expression*®

4, Select the task Type: Email PDF.
5. Upon selecting Email PDF, the Scheduler page changes to allow specification of the following:

Enter the Description of the task.

Select the Workbook Name in the drop-down list. These are the published workbooks available on the
Workbooks page.

Select dashboards to include in the PDF by checking their corresponding boxes in the Dashboards drop-

down list.
Workbook Narme = How to Actions v
Dashboards How To Actions, Scatter of Filtered Universe, Data Entry  w
How To Actions
Bookmarks

Scatter of Filtered Universe
Using Action Controls
Data Entry

Hide Scrollbars Time Parameters

Parameter Values

6. Select bookmarks in the workbook to include in the PDF by checking their corresponding boxes in the
Bookmarks drop-down list.

Bookmarks Using Action Controls - AAPL & ADP Stocks, Scatter of Fi

Time Parameters - timefilter
Parameter Values Using Action Controls - AAPL & ADP Stacks

Hide Serollbars Scatter of Filtered Universe - AU & |F Countries
i r

7. You can also opt to:

enter the Parameter Values that will be added as parameters to the subject line of emails or as dashboard
values in the PDF file.

Such as Parameter=Value , and are comma separated. For example:

Region=Europe,Industry=Financials
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The following Date range querying parameters are also supported in the Email
Image task:

NOTE
1 CurrentTime
1 LastWorkDay
T WeekStart

QuarterStart
For example:

{CurrentTime:dd - MMMyyyy }

However, when there is no Date/Time format supplied, the default format yyyy -
MM dd will be used instead.

check the Hide Scrollbars box.
check the Enable Pagination box.

8. Enter the email address of the recipient in the To field.

9. You can opt to enter the following:

the CC and/or BCC recipients of the email separated by a comma.

the mail message subject to be used in the email notifications in the Subject field.

NOTE Supports dashboard parameters.

the content of the email in the Body box.

10. Click .

Click © to go back to the Tasks pane. The new task is added in the list.

Altair Panopticon’

Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System
Systern Settings Scheduler
Subscriptions
Name Activated Type Trigger Last Updated By Created Last run
Caches
Logs Ermail Oct 25,
9 ®  SendpDF ! Period admin 2021 301
Scheduler M

Logged In Users
APl Tokens

Fants

2

4+ New Task

Last Run Result
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Create Task to Extract Data
Tasks can be created to reload workbook or global extracts.

Steps:

1. Onthe New Task pane, enter the Name of the task and click ~ Ensure the name is unique.

2. Tap the Activated slider to turn it on.
3. Select the Trigger. You can either select:

9 Period then enter the Interval (in seconds), or

Trigger O period CRON

Interval (sec)*

7 CRON then enter the CRON Expression

Trigger Period © CRON

CROM Expression*®

4. Select the task Type: Extract Data.
5. Enter the Description of the task.

6. Select the data extract to be scheduled in the Extract Name drop-down list box. The list is taken from the data

extracts list on the Extracts tab.

Extract name* StocksStatic ~

BitcoinOrders

Books
Orders\BidAsk\BitcoinOrders
Orders\BidAsk\StocksStatic
Orders\Orders

Stocks
~designenBitcoinOrders

~designeriStocksStatic

7. Click .

<._

Click to go back to the Tasks pane. The new task is added in the list.
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Altair Panopticon  Workbooks Data Templates Extracts

‘Webhooks
System Settings Scheduler
Subscriptions
Name Activated Type
Caches
Logs
< @ ExtractStocksStatic (:) E":{ju
Scheduler

Logged In Users
APl Tokens

Fonts

Alerts

Trigger

Period

Parameters Themes

Last Updated By

admin

Systemn

Created

Oct 25,
2021 3:05
PM

2

4+ New Task

Last run Last Run Result

Uploading a Scheduler Task

Users with an Administrator role can upload scheduler task definitions.

Steps:

[f1 Upload
1. Onthe Scheduler tab, click Upload .

The Upload Task dialog displays.

Upload task

Task name

Choose task to upload Drag task here

Replace task

Cance

2. To upload a task, you can either:

9 drag it from your desktop and drop on the dialog, or

9  click Choose task to upload and select one on the Open dialog that displays.

The name of the task is displayed on the uploaded task area and in the Name box.
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Upload task

| EmailExcelHowtoActions

Choose task to upload Drag task here

Selected task: EmailExcelHowtoActions...

[ |Replace task

3. You can opt to rename the task.

4. To replace an existing task, check the Replace task box.

Upload
5. Click .

You will be notified once the task is uploaded.

Upload task

| EmailExcelHowtoActions

Upload complete

Replace task

( Upload ) -j:' Cancel \:}

The task is added and displayed in the Scheduler list.
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Downloading a Scheduler Task

Users with an Administrator role can download scheduler task definitions.

1
Click the Download = icon of a task.

Other Scheduler Tasks Operations

On the Scheduler tab of the System Settings page, you can also perform the following:
C  Sort asks

A task displays the following columns: Name, Activated, Type, Trigger, Last Updated By, Created, and Last Run.

T
Modify the sorting of the list by clicking the ¢ or button of any of these columns. The icon beside the
column that was used for the sorting will indicate if it was in an ascending or descending order.

C  Manually run tasks

Instead of waiting for the set Period interval or CRON Expression, you can manually execute the task by clicking

®

. A confirmation message displays.

Are you sure you want to run the task?

Yes No
Yes
Click
C  Modify tasks
C  Delete tasks
Click of a task. A confirmation message displays.
Are you sure you want to delete the task?
Yes No

Yes
Click

Modify a Scheduled Task

Steps:
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1. Onthe Scheduler tab, click the link of a task to modify.

The properties of the task are displayed.
2. Apply the desired changes.

Save
3. Click

MANAGING PANOPTICON REAL TIME USERS

Users with an Administrator role can view the logged in users on Panopticon Real Time and log them out when
necessary. The ability to manage users is beneficial in monitoring the utilization of Altair Units license.

On the Logged In Users tab of the System page, Administrators can perform the following:
C  View logged in users

Sort logged in users

C
C  Log out users
C

Refresh the Logged In Users list

Viewing Logged In Users
On the System page, click the Logged In Users tab. The list of logged in users is displayed.

Altair PanOpticon' Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System

Subscriptions

Logged In Users
APL Tokens

Fonts

Username T Roles Login Time Active Sessions Designing
Caches
Logs admin ANOMNYMOUS, Viewer, Administrator Oct 19, 2021 12112 PM 1
Scheduler designer ANOMYMOUS, Viewer, Designer Qct 19, 2021 1:11 PM 1

Systermn Settings Logged In Users B Logoutall

[T

In the list, the following properties are displayed for each user:

User name Username used to thRe&dlbgTihnmeé o Pan
Rol es Rol es assigned to the wuser.
Login Ti me The Date/ Time the user | ogged in.
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Active sSession The number of tokens a user i s us
in from two different C O nspeustseirosn,s .
However, i f the user has two tabs
token and the active sessions wil

Designing Indicates if a | ogged in user is

Sorting Logged In Users
Sorting the logged in users can be done through the Username, Login Time, or Active Sessions column name.

Steps:

1. Onthe System page, click the Logged In Users tab. The list of logged in users is displayed.

2. Click on the Username, Login Time, or Active Sessions column header then click the Sort Order:

Ascending

(R

Descending

Logging Out Users

Logging out users on the server consequently deletes their tokens.

Logging Out All Users

Steps:

= Logout all
1. Click

Altair Panopticon- Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System 2

Subscriptions

Username T Roles Login Time Active Sessions Designing
Caches
Logs adrnin ANONYMOUS, Viewer, Administrator Oct 19, 2021 1:12 PM 1
Scheduler designer ANONYMOUS, Viewer, Designer Oct 19, 2021 1:11 PM 1 =

Logged In Users
API Tokens

Fonts

A notification message displays.

Panopticon Real Time 2022.1 - Installation and Reference Guide 127



Are you sure you want to logout all users?

- -

2. Click .

Except for the user (i.e., admin) who is calling out the logging out of the other users, all of the other users are
logged out.

Also, the =" button of admin is disabled.

Altair Panopticon™ Workbooks  DataTemplates  Extracts  Webhooks  Alerts  Parameters  Themes  System je}

Subscriptions

Username Roles Login Time .| Active Sessions Designing
Caches
Logs adrnin ANONYMOUS, Viewer, Administrator Oct 19, 2021 1:12 PM 1
Scheduler

Logged In Users
API Tokens

Fonts

Logging Out Individual Users

Steps:

1. Click the B button of a user in the list.

A notification message displays.

Are you sure you want to logout user designer?

Yes Mo

Yes
2. Click

The user is logged out and their token is deleted.
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Refreshing the Logged In Users List

3 Refresh
Click to refresh the list of logged in users.

MANAGING API TOKENS

On the API Tokens page, an Administrator user can add API Tokens that returns a key used for authorizing requests

to the server.

Steps:

1. Click . The Create an API Token dialog displays.

Create an API token

Label

Cancel

2. Enter the Label.

Create
3. Click - The New API Token Created dialog displays with the auto-generated key.

New API Token Created

Label access-token
Value

NOTE The key will not be displayed again.

[C
4. Click u to ensure you have a copy of the key and paste in a secure location.

5. Click n The new API Token is displayed on the list.

Panopticon Real Time 2022.1 - Installation and Reference Guide

129



Altair Pa n0pticon' Workbooks Data Termplates Extracts Webhooks Alerts Parameters Themes System i=a

Systemn Settings API Tokens

Subscriptions

cacl Label T Created By Last Accessed

aches

Logs access-token admin im|
Scheduler

Logged In Users
APl Tokens

Fonts

In the list, the following properties are displayed for each API Token:

Label Label of the API Token.
NOTESel ect a | abel that is easy fo
Created By The user who created the API Toke
NOTEONnly Administrator users can ¢
keys can be used by anyone as | on
Last Accessed Date/ Ti me when the API Token was |

Click on any of these column headers then click the Sort Order to sort the list.

|| T Ascending

|| + Descending

You can also opt to click to remove and revoke the APl Token from the server.

NOTE If the returned key is key123, then you can utilize the API services by setting an authorization
header such as below:

Authorization= " Bearer key123 "
In the cURL, you can add a header flag such as:

- H "authorization: Bearer key123
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ADDING CUSTOM FONTS

Users with an Administrator role are allowed to add fonts on the System tab in Panopticon Real Time.

Altair Pa nopticor‘l- Workbooks Data Templates Extracts Webhooks Alerts Parameters Thermes Systemn o

System Settings Fonts + Add Fonts

Subscriptions
Family T File Style
Caches
Logs
Scheduler
Logged In Users

APl Tokens

Fants

The supported custom font files include the following:
C o otif
C  off

When available on the server, the client will automatically detect and load the font and consequently, can be used in
a part or workbook. Otherwise, the client will fall back to the system installed fonts.

Steps:
+ Add Fonts
1. Click . The Add Fonts dialog displays.
Add Fonts

Choose fonts or drag font files here

Cancel
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2. To add fonts, you can either:
i drag them from your desktop and drop on the dialog, or

9  click Choose Fonts and select one or more fonts on the Open dialog that displays.

The names or the number of fonts are displayed on the uploaded font area.

Add Fonts
Choose fonts or drag font files here
TitilliumWeb-Black.ttf
TitilliumWeb-Bold.ttf
Add Fonts

Choose fonts or drag font files here

11 files

Upload Cancel

Upload
3. Click .

A natification prompt will be displayed once the fonts are uploaded.
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Add Fonts

Upload complete

| Cancel |
The added custom fonts are displayed on the Fonts page.
Altair Panopticon”  werkbooks Data Termplates Extracts Webhooks
Systern Settings Fonts
Subscriptions
Family T File
Caches
Logs Titillium WebSemiBold
Scheduler Titillium WebThin
Logged In Users Titillium WebBold
APl Tokens Titillium WebBlack
Fonts
Titillium WebLight Italic
Titillium Web Titillium WebThin [talic

Titillium WebBold [talic

Titillium Wehb

Titillium WebLight

Titillium WebSemiBold Italic

Titillium Webltalic

Alerts

Parameters

Thermes

Style

Bold

Regular

Bold

Bold

Italic

Italic

Bold [talic

Reqular

Regular

Bold Italic

Italic

System B,

+ Add Fonts

B = &8 =5 & 5 & & & & G

To delete a font, click

. A natification is displayed.
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Are you sure you want to permanently delete the font?

Yes

Mo

Yes
Click
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[8] VIEWING AND MANAGING
WORKBOOKS

ACCESSING WORKBOOKS

The Workbooks tab lists available folders and uploaded or published workbooks in Grid View.
C  The Folders include their names and the number of available workbooks.
C  The Workbooks include their titles, thumbnail images, and when they were last modified.

Recently opened workbooks are also displayed under the Quick Access pane.

Altair Pa nopticon' Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System L2

(i RN R 7 i:' Q, Search Workbook ‘:' Name T = 0 &L O

- [ Orders

" BidAsk Quick access

22 Users ~

[0 ~designer

How to Actions Order Book How to Drill
Viewed 6 months ago Viewed 7 months ago Viewed 8 months ago
Folders

[P Orders
0 workbooks

Workbooks

How to Actions How to Drill How To Non Additive
Modified 4 minutes ago Maodified 4 minutes ago Modified a minute ago

How to OrderBook Transform Order Book
Madified a minute ago Maodified 4 minutes ago

Clicking on the workbook thumbnail opens it on the web browser.
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€ | How ToActions  Scatter of Filtered Universe  Using Action Conirols

Data Entry  Time Parameters Light b

ol |

o1 S AR

Actions on this dashboard:

1) Mavigation Action to pass context to the dashboard Scatter of Filtered Universe
2) URL Actions to open web pages contextually.

3) Script Actions to execute JavaScript in the web browser, again passing context.
Click on Actions Toolbar icon or Menu - Workbook - Actions, to view listed actions.

Mote: Right clicking displays the list of available actions in the context menu to be executed. Additionally double clicking after drilling to the bottom of a hierarchy executes the first

available action.

Industry Performance by Region QM E . 1 Day Change % (USD) -
|
Industry < Region 1* s Color 1 Day Change % (USD) ~ Height Mcap(USD) -4.94% 0.00% 4.94%
e
- o v
) & & &
F & & . § . B
& & & w & F . <§5} g Regional Performance QB E .
= § 5 & & b‘i‘“:‘ < & & F o B o
‘.:’5; & & ES ¥ & & § @, N 1" Region s
g & & & & § §F & & F r 1Day Change % (USD) ~ Height Mcap({USD)
< 1,000,000,000,000 o
2 I
o
% . Asia Pacific Europe Morth America
w
= o Il . [ | _— - — e [ [T

1,000,000,000,000

3 I

g

a

| m mEEON

T 1,000,000,000,000

-

s o |

Industry Performance

1" industry 55
r 1 Day Change % (USD)

=
Colo

i
om0 I [
B.. C. (.. Fi.. H.

= Height Mcap(USD)

QB E .S

| I

0 =
.. Oi. T.. T. U.

NOTE

NOTE

The signifies there are more dashboards in a workbook that can be opened. Click this icon to
expand the drop-down list and display all of the available dashboards and select one to display.

&) Inro Bar Bar2 BoxPlot Bullet Candlestick Categorical Line Graph  Circle Pack Light -3 n (Al
Altair software supperts a wide range of information visualizations, including our well-known Treemaps, Heal M ¢ross Tab Pivot Table ~ nd a wide range of other great
visualizations designed for fast comprehension and easy interpretation of stalic, time series, real-ime sireamin
As no one visualization is ideal for every purpose, the appropriate visualization for the analytical task at hand m  Donut recommendations:

Donut Gauge
Visual Recommendations Dot [0
Analytical Task Funnel fisualization
Auction Price & Interest/Volume Distribution Heat Map araph
Correlation between two categories of data
- - Heat Matrix
Correlation between two or more numeric data columns
Correlation over both a single numeric data column and various categories of data Horizon
Financial Time Series Distributions Line HLC Graph
Geographic correlations of data Map atter Plot
Geospatial Area Densities
Needle
Performance across a hierarchical or grouped dataset
Performance across a single variable for a large number of data items Network
Performance across a single variable for a large number of data items, which have different importance  Numeric Line
Performance across a single variable for a small number of data elements, each with similar magnitude  yymeric Needle
Performance across a single variable for a small number of data elements, with different magnitudes
ingle vani - bt ! gnitu MNumeric Stacked Needles
Performance against a KPI onut Gauge
QOHLC
Read numeric values quickly ]
Spread between two time series Order Book
Time Based Contributions Paratn . M
Time Based Correlations between time series Horizon Graph

Time based Ranking
Time Based Transactions

Line Graph with Ranking Axis
Needle Graph

The Back

toolbar section of the Open Workbook in View Mode if startURL
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workbook.json file located in <appdata>/JavaScriptConfiguration/.

{

trus,
rr .. J_."rr-_

trus,

{

"webhsocket™

L
trus,

true

However, for the Back button to use the browser history to navigate back despite

startUrl being set in the file, add useBrowserHistoryToNavigateBack and
set to true.
{
" .. " N
true,
" .. _u"r " N
true,
true,
{
"websocket™
r
true,
true

After updating the workbook.json file, restart the Panopticon application.

Searching for Workbooks

Search for particular workbooks that may be located in different folders and perform other operations like merge,
copy, download, or remove.

Steps:

1. Onthe Workbooks and Folders Summary layout, click on a workbook folder then enter a workbook name or
dashboard name in the Search Workbook box.

2. Click 7
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Altair Panopticon’

sh Organization

- [ Orders

7 BidAsk

Zo Users

[0 ~designer

Workbooks Data Ternplates

Extracts Webhooks

[ @, Howto Actions

5)

& Search Results

. g

How to Actions

How to Drill

Matched on

How to Actions

Orders\BidAsk\
How to Drill

Alerts

Matched on dashboard name;

How to Actions

Parameters

Themes System

Last viewed by me

May 19, 2022 5:48 PM

Last modified

Nowv 4, 2021 2:24 PM

Last viewed by me

May 19, 2022 5:48 PM

Last modified

Sep 20, 2021 1:32 PM

Lastw Y me
May 19, 2022 6:00 PM

Last modified

o]

The following information are displayed for each workbook:

1

f
f
1

Folder where the workbook is located

What the search match was based on: workbook or dashboard name
Date/Time when the workbook was last viewed

Date/Time when the workbook was last modified

You can also enter one or more characters into the Search Workbook box then click Enter. The list of workbooks
that matched the entries will be displayed.

Panopticon Real Time 2022.1 - Installation and Reference Guide

138




i Organization

- Orders
BidAsk
2z Users
~designer

Altair Panopticon’

Workbooks Data Templates

Extracts

Webhooks

[ @ Howto

>)

& Search Results

How to Actions

How to Drill

How To Non Additive

Alerts

How to OrderBook Transform

How to Drill

Matched on workbook name

Parameters

Themes Systermn

Last viewed by me
May 19, 2022 5:48 PM

Last modified
Nov 4, 2021 2:24 PM

Last viewed by me
May 19, 2022 5:48 PM

Last madified
Sep 20, 2021 1:32 PM

Last viewed by me
May 19, 2022 5:51 PM

Last madified

Last viewed by me
May 19, 2022 5:51 PM

Last modified

Last viewed by me
May 19, 2022 6:00 PM

Last

Click on a workbook thumbnail to open and display it on the web browser.

To go back to the Workbooks and Folders Summary layout, click

You may opt to right-click on a workbook or select several workbooks to display the context menu.
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4« Search Results
[0 ~designer

How to Actions

® Move
Matched on workbook nar rlj Copy

ih  Merge
How to Drill ]ﬁ[ Remaove

Matched on dashboard name:
How to Actions

OrdershBidAskh
How to Drill

Matched on dashboard name:
How to Actions

Last viewed by me

May 19, 2022 5:48 PM

_ast modified
Mov 4, 2021 2:24 PM

_ast viewed by me

May 19, 2022 5:48 PM

Last modified
Sep 20, 2021 1:32 PM

Last viewed by me

May 19, 2022 6:00 PM

Last modified

Altair Panopticon™ Wworkbooks Data Ternplates Extracts Webhooks Alerts Parameters Themes System o
./.- ..\-_ —
(i RN R “ [ Q Howto Actions - ) 0 &L O
g2 U ~
sers <« Search Results
[0 ~designer
How to Actions Last viewed by me
May 19, 2022 5:48 PM
Matched on workbook name. E5 Show in folder odified
2021 2:24 PM
¥ Rename
@ History
How to Drill ewed by me
49,2022 5:48 PM
= Move
Matched on dashboard name: Ty odified
How to Actions [1 Copy 3, 2021 1:32 PM
3 Download
Orders\BidAsk\ @ Export Bundle ewed by me
How to Drill 9, 2022 6:00 PM
Il Remove
Matched on dashboard name: odified
How to Actions
Altair Panopticon” Workbooks Data Ternplates Extracts Webhooks Alerts Parameters Themes Systemn o
B .
e Organization [ Q Howto Actions - ) O ® & @
88 Users v

To display the workbook in its location, click Show in Folder on the context menu.
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sh Organization

8o Users

[0 ~designer

localhost:28080,/panopticon/

Altair Panopticon’

Workbooks Data Ternplates Extracts Webhooks Alerts
[ Q. Howto Actions > )
&« Search Results
O How to Actions
Matched on workbook name. B
o
@
How to Drill
Matched on dashboard name; IF
How to Actions a
£
Orders\BidAsk\ @
How to Drill

Matched on dashboard name:

How to Actions

Parameters

Show in folder
Rename
History

Mave

Copy
Download
Export Bundle

Remaove

Themes

-

O @

Last viewed by me

May 19, 2022 5:48 PM

: modified

14, 2021 224 PM

sviewed by me

¢ 19, 2022 5:48 PM

: modified
20, 2021 1:32 PM

swiewed by me

(19, 2022 6:00 PM

: modified

System

LT

[}

o

w

The other context menu options are discussed in the sections below.

On the Toolbar, click List View

Folders and Workbooks Display View

Workbooks can be displayed either on a List or Grid View.
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Workbooks Extracts Webhooks Alerts

Altair Panopticon’

Data Ternplates

nn DR v [ Q  search workbook )

+~ [P0 Orders

P Bidask Quick access

2o Users ~

0 ~designer

How to Actions
Viewed 7 months ago

Order Book
Viewed 7 months ago

B0 orders
O Name T Last viewed by me
(| How to Actions Nov 4, 2021 2:24 PM
O How to Drill Sep 20, 2021 1:32 PM
O How To Non Additive
(| Order Book Oct 19, 2021 1:14 PM

Parameters

Themes System o

xy

TR v <
R
. =

How to Drill

Viewed 8 months ago

- T

Last published

May 19, 2022 5:48 PM

May 19, 2022 5:48 PM

May 19, 2022 5:51 PM

May 19, 2022 5:48 PM

Or click Grid View . The folders and workbooks are displayed as thumbnails.
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Altair Panopticon' Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System Q:

¢h Organization ¥ ([ Q search Workbook Name 71 = 0@ &

~ B8 Orders

™ BidAsk Quick access

20 Users v SR

- i
o) r etulers - ;
designe b T

How to Actions Order Book How to Drill
Viewed 7 months ago Viewed 7 months ago Viewed 8 months ago
Folders

[P Orders
0 workbooks

Workbooks
i 4
- (A -
wleos - N
-, e . B
How to Actions How to Drill How To Non Additive
Modified 2 hours ago Modified 2 hours ago Modified 2 hours ago

Order Book
Modified 2 hours ago

On either display view style, clicking on a workbook title or thumbnail displays the workbook on the Open Workbook
in View Mode. For more information on how to analyze interactive dashboards, refer to the Client User Guide.

Sorting Workbooks

Sorting workbooks can be done by Name, Last Viewed/Last Published, or Last Viewed by Me.

Steps:
On the Folders and Workbooks Summary layout, either:
C  click the Sort By option on the Toolbar of the Grid View

By default, the sorting is by Name.
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Mame T =
Mame
Last modified

Last viewed by me

17 Name
91 Last Modified

i Last Viewed By Me

Then click the Sort Order:

.1\
i Ascending

4
1 Descending

C  click on the Name, Last Viewed By Me, or Last Published column header of the List View

Workbooks Extracts

Altair Panopticon’

Data Ternplates

‘Webhooks

h Organization v [ Q search workbook

b [0 Orders
Quick access

Az Users v

7 ~designer

How to Actions
Viewed 7 months ago

Order Book
Viewed 7 months ago

0 orders

O Name T

O How to Actions

O How to Drill

O How To Non Additive
O Order Book

Alerts

How to Drill
Viewed 8 months ago

Last viewed by me

Now 4, 2021 2:24 PM

Sep 20, 2021 1:32 PM

Qct 19, 2021 1114 PM

Parameters

Themes System

How to Drill

Last published

May 19, 2022 5:48 PM

May 19, 2022 5:48 PM

May 19, 2022 5:51 PM

May 19, 2022 5:48 PM

Viewed 8 months ago

Then click the Sort Order:
T .
1 Ascending

1 7 Descending
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Creating Workbooks

A user with a Designer role can create workbooks using the web authoring tool in Panopticon Real Time. This feature

is extensively discussed in the Panopticon Web Authoring Guide.

Renaming Workbooks or Folders
A user with an Administrator or Designer role can rename workbooks and folders.

Steps:

1. Right-click on a workbook or folder then select Rename on the context menu.

[/ Rename ¥/ Rename
[£]1 MNew folder (™ History
(4] Upload workbook (=) Move
L9 Permissions [[1 Copy
%] Export Bundle 3 Download
- F—1
%] Import Bundle ¥] Export Bundle
T Remove I Remove
Workbook Folder or Subfolder Context Menu Workbook Context Menu
The Rename Workbook or Rename Folder dialog displays.
Rename Workbook
How To Actions
lename | Cance |
Rename Folder
| Orders|
lename | Cancel ]

2. Enter a new name then click .
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Uploading Workbooks

Users with an Administrator role can upload workbooks to the currently selected folder in the Workbooks page.

Steps:

1. Onthe Workbooks page, click on a folder or a personal folder and select Upload Workbook.

& Organization w
b Orders
New Folder
Az Users
) m Upload Workbook
~designer
S¢ Permissions
(%] Export Bundle
(¥] Import Bundle

The Upload Workbook dialog displays.

Upload Workbook

‘ |'."."Urhucr_\-< name

Choose workbook or drag and drop it here.

Replace existing workbook

Cancel

2. To upload a workbook, you can either:

9 drag it from your desktop and drop on the dialog, or

i1  click Choose Workbook and select one on the Open dialog that displays.
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The name of the workbook is displayed on the uploaded workbook area and in the Name box.

Upload Workbook

OrderBook History

Choose workbook or drag and drop it here.

Selected workbook: OrderBook History

Replace existing workboaok

Upload Cancel

You can opt to rename the workbook.

4. To replace an existing workbook, check the Replace existing workbook box.

Upload
5. Click .

You will be notified once the workbook is uploaded.
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Upload Workbook

OrderBook History

Upload complete

Replace existing workboaok

Cancel

The workbook is added and displayed.

NOTE 1  An error message is displayed if the data source schema of the uploaded
workbook has not been updated or missing.

1  The uploaded workbook will not include the data source. However, if Panopticon
Real Time can reach the same folder of the data source, or the workbook has
been designed in the same machine, then the data can be viewed.

Viewing Workbook History and Republishing

Aside from opening workbooks, a user with either an Administrator or Designer role can also perform the following:
C  View the change history of workbooks

C  Republish an archived workbook to the recent version of Panopticon Real Time

C  Rename an archived workbook

Steps:

1. Onthe Workbooks tab, right-click on a workbook and select History on the context menu.
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How to Actions
Modified a few second:

The History of Workbook <Name> dialog is displayed with the current version of the workbook indicated.

|+~

&
i

Rename
History

Move

Copy
Download
Export Bundle

Remove

History of workbook 'How To Actions'

| New name (optional)

Date modified

Nov 4, 2021 2:09 PM

Nov 4, 2021 2:09 PM

Nov 4, 2021 2:08 PM

Nov 4, 2021 2:01 PM

Nov 4, 2021 2:01 PM

Nov 4, 2021 2:00 PM

Nov 4, 2021 1:56 PM

Nov 4, 2021 1:56 PM

Oct 21, 2021 4:36 PM

Oct 21, 2021 4:36 PM

Modified by

designer

designer

designer

designer

designer

designer

designer

designer

designer

designer

Republish

Current

Cancel
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.T-
Sort the archival list either through the Date Modified or Modified By by clicking on the { or button.

Lo
Also, move to the other pages of the list by clicking on a page or clicking the or * button.

2. You may opt to rename an archived workbook by entering a new one in the New Name box.

3. Click on an archived workbook in the list.

History of workbook 'How To Actions'
| New name (optional)
Date modified Modified by
Nowv 4, 2027 2:09 PM designer Current
Nov 4, 2021 2:09 PM designer
Nov 4, 2021 2:08 PM designer
Nov 4, 2021 2:01 PM designer
Nov 4, 2021 2:01 PM designer
Nov 4, 2021 2:00 PM designer
Nov 4, 2021 1:56 PM designer
Nov 4, 2021 1:56 PM designer
Oct 21, 2021 4:36 PM designer -
Oct 21, 2021 4:36 PM designer
(e

Republish
Then click . A notification message displays.

Are you sure you want to republish the earlier version of 'How To
Actions'?

Yes
4. Click
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A confirmation message displays.

The earlier version of the workbook was successfully republished.

The republished workbook version is added in the history list.

History of workbook 'How To Actions'
| New name (optional)
Date modified Modified by
Nowv 4, 2021 2:22 PM designer Current
Nowv 4, 2021 2:09 PM designer
Nowv 4, 2021 2:09 PM designer
Nowv 4, 2021 2:08 PM designer
Nowv 4, 2021 2:01 PM designer
Nowv 4, 2021 2:01 PM designer
Nowv 4, 2021 2:00 PM designer
Nowv 4, 2021 1:56 PM designer
Nowv 4, 2021 1:56 PM designer
QOct 21, 2021 4:36 PM designer
QOct 21, 2021 4:36 PM designer
epublist ( Cancel )
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Moving Workbooks

Users with Administrator or Designer role are allowed to move a workbook to another folder or subfolder they have
permission to.

Steps:

1. Right-click on a workbook and select Move on the context menu.

-.-I—.__— ]
I. [ Rename
How to Actions (** History
Modified 3 minutes ag
(=) Move
[0 Copy
4 Download
[¥] Export Bundle
I Remove

[

The Move Workbook dialog displays with the folder or subfolders the user is allowed to move the workbook.

Move Workbook

Select folder to move 'How to Actions' to:
i Organization Current folder

- Orders

BidAsk

g0 Users wr

~designer

Cance

2. Select the folder or subfolder.
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Move Workbook

Select folder to move 'How to Actions' to:

i Organization Current folder ~
- Orders
BidAsk
So Users w
~designer

The workbook is moved and displayed on the selected folder.

Altair Panopticon- Workbooks Data Ternplates Extracts Webhooks Alerts Parameters Themes Systern

#h Organization v Q. Search Workbook HH
- Orders
BidAsk ~designer
22 Users w Name T Last viewed by me Last published
~designer How to Actions May 23, 2022 8:13 PM

Jo

Copying Workbooks

Users with Administrator or Designer role are allowed to copy a workbook to another folder or subfolder they have
permission to.

Steps:

1. Right-click on a workbook and select Copy on the context menu.
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Rename

History
Order Book
Modified 8 days ago @ Move
[0 Copy

1 Download
() Export Bundle

1] Remove

The Copy Workbook dialog displays with the folder or subfolders the user is allowed to copy the workbook to.

Copy Workbook

Select folder to copy ‘Order Book' to:

& Organization Current folder ~
-~ B3 Orders

B3 BidAsk

2o Users w

B3 -designer

2. Select the folder or subfolder.
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Copy Workbook

Select folder to copy ‘Order Book' to:
& Organization Current folder «

- Orders

BidAsk

2o Users w

~designer

Copy Cance

Copy
3. Click

The workbook is copied and displayed on the selected folder.

Altair Panopticon- Workbooks Data Ternplates Extracts Webhooks Alerts Parameters Themes Systern
#h Organization v Q. search Workbook HH
- Orders
BidAsk anization » Orders » BidAsk
2o Users ~ MName T Last viewed by me Last published
~designer Order Book May 23, 2022 8:21 PN

Jo

PARAMETER VALUE PASSING INTO THE WEB
CLIENT

The Web client uses JSON URL query string to pass parameters.

For example:

/params/{"param1":"valuel","param2":"value2"}

Again, parameter values must be URL encoded:
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http://[host:port]/panopticon/workbook/#/[workbook _name]/[dashboard _name]/par
ams/{"paraml1":"valuel","param2";"value2"}

Where:

C  Parameters are passed in JSON format

C Every parameter6s name should be enclosed in double quotes
C  Iparams/ sub-path should be placed in prior to JSON sections with parameters
¢

Special symbols in the parameter values should be URL-encoded. (Refer to Special Symbols to Pass
Parameter Values into the HTML5 Client for more information.)

Here is an example URL with parameters that displays one of the example workbooks:

http://localhost:8080/panopticon/workbook/#/How%20t0%20Auto%20Parameterize/

Summary/p arams/%7B%22Region%22:%22Europe%22,%22Industry%22:%22Consumer%20Go
0ds%22%7D

« Summary Light -3 @ m Q

This examples demonstrates auto-

This exarmple demonstrates auto- In fact, any visual on this dashboard can Selected Regions: Europe

parameterization. be used to set the parameters, including .

The three right hand side visualizations are  the right side treemaps and scatter plot. Selected Industries: Consumer Goods
driven by parameterised datasets. These

maramatare (Raminn R Taduetad ran ha

Industry by Region Consumer Goods in Europe - Detail Display
Asia Pacific ;:u m
o .
Europe § 00% o 'm =
Al e - I s N . s . =] \&
North... . E [
— - - - - - - —— <] 20.0% 0.0%
B ™ e \‘\ea\' O BT e g2 i - 1 Week Change % (USD)
Europe - Detail Display Across Industries
Region Consumer Goods
Asia Pacific
Europe |
North Ame...
0 2k 4k 6k
Meap(UsD)
Industry
al
4 North America Europe
: l u ENEE .
2 o Il N

Sher P 2\ W \B JAR NET i PGN — PEPI
@™ (o LR e o <ed e o

This workbook can also be displayed on the web browser using this URL:

http://localhost:8080/panopticon/workbook/#/How to Auto
Parameterize/Summary/params/{"Region":"Europe","Industry":"Consumer Goods"}

To filter specific values, the array of values can be passed again in a standard JSON format, enclosing the array
elements into square brackets:

{"Region™:["Europe”,"North America "
For example:

http://localhost:8080/panopticon/workbook/#/How to Auto
Parameterize/Summary/params/{"Region":["Europe","North
America"],"Industry":"Consumer Goods"}
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Special Symbols to Pass Parameter Values Into the HTML5 Client

When trying to pass parameters to the new HTMLS5 Client, you need to use URL-encoded characters.

For example, for{ i Ty p e 0 : [DI a fntk stéwork, it should be changed to
{AiTypeo: 52Dt i nkso]}

Here is a list of double-encoded values you can use to replace their corresponding character.

i <o i %253 C0o
i/ o i%252F0o
i >0 i %253 EO0
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[9] DATA TEMPLATES

After the user with a Designer role successfully retrieves the data table using the Panopticon connectors and can
publish it as a data template that:

C  can be used by other Panopticon designers as a quick way of setting up a similar data table in any workbook.
C  allows the changes in the data template to be appended to existing workbooks.

For more information on how to save and publish a data table template, refer to Publishing a Data Table Template
section in Altair Panopticon Web Authoring Guide.

NOTE Starting with version 21.2, data table templates are stored inside the repository and
synced between servers in a cluster.

Search Data Toolbar
Templates
Altair Panopticon  workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System
Folders «— & organization : Q_ Search Data Templates H
’ Orders [} Upload Datatable
e Orders » Folders List
Upload & ~designer Name T Last Modified Last Modified By
Data Table
= BitcoinText Oct 5, 2021 3:30 PM admin
s
] Bondstatic (4 Rename ) PM admin
R @ Move Data Table
= StocksAnalysis 9PM designer
[ Copy » Template
] StocksStatic IPM admin Context Menu
1 Download
% StocksTimeSeries ‘: Data Template Usage ) PM admin
g StocksTimeSeriesPi fj' Remove )PM admin
- 1 c
= Ticker Oct 5, 2021 3:19 PM admin

On the Data Templates page, Administrators can:
C  View the list of published data table templates

Search, sort, upload, rename, move, copy, download, or remove data table templates

Update the referring workbook using the data template

G
C  View the data template usage
G
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SEARCHING FOR DATA TEMPLATES

On the Data Templates page, to search for a particular data template, enter it in the Search Data Templates box.

Altair Panopticon’

s Organization

» Orders
2o Users
~designer

Alerts

Workbooks Data Templates Extracts Webhooks
- [ Q. StocksStatic
- Orders

O Name T

D % StocksStatic

Last Modified

Oct 5, 2021 2:40 PM

Parameters

Themes System

Last Modified By

admin

)=}

You can also enter one of more characters into the Search Data Templates box and the suggested list of data
templates that matched the entries will be displayed.

Altair Panopticon’

sh Organization

b Orders
22 Users
~designer

Alerts

Workbooks Data Templates Extracts Webhooks
- | Q. stocks
- Orders
O Name T
D % StocksAnalysis
OJ % StocksStatic
OJ % StocksTimeSeries
=]
OJ = StocksTimeSeriesParam

Last Modified

Sep 20, 2021 1:49 PM

Qct 5, 2021 2:40 PM

Qct 5, 2021 2:40 PM

Qct 5, 2021 2:40 PM

Parameters

Themes System

Last Modified By

designer

admin

admin

admin

To clear the filter, delete the text entry in the Search Data Templates box.
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DATA TEMPLATES DISPLAY VIEW

Data templates can be displayed either on a List or Grid View.

. S T . .
On the Toolbar, click Grid View . The folders and data templates are displayed as thumbnails.

Altair Panopticon”  Workbooks Data Templates Extracts Webhooks Alerts Parameters Themes System o
s Organization - [ Q, search Data Templates Name =
» Orders
Folders
29 Users ~
Orders
~designer 0 datatables
Data Templates
BitcoinText BondStatic StocksAnalysis StocksStatic
Modified & months ago Maodified 8 months ago Madified 8 months ago Modified & months ago
StocksTimeSeries StocksTimeSeriesParam Ticker
Modified & months ago Maodified 8 months ago Madified 8 months ago
—
e
. . . — . . . .
Or click List View , folders and data templates are displayed in a standard listing.
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